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Abstract

The Internet is becoming more centralized, more asym-
metric in terms of information and power distribution,
more biased, less secure and less trustworthy. Blockchain
technologies already allow the decentralized exchange of
digital assets in a secure and fair manner, but its appli-
cation to information transmission is mostly unexplored.
This article outlines our vision for ONTOCHAIN, a se-
mantically enhanced blockchain software ecosystem that
enables the creation of secure distributed applications
that empower users, ensure their privacy, high quality of
service, and ultimately encourage pluralism and democ-
racy. The primary goal of ONTOCHAIN is to achieve
trustworthy service exchange and content handling for a
variety of disciplines, including health, economy, public
services, energy and sustainability, news, media, enter-
tainment, industry 4.0, and tourism, employing advanced
knowledge management mechanisms.

1 Introduction

The Internet’s success is based on free expression, open
innovation, and interoperability. However, there are ris-
ing worries that the pursuit of high performance and profit
is compromising openness, trustworthiness, privacy, and
security. When users connect with internet services, a
number of risks have been discovered: the centralization
of power (.e., only a few actors have access to information
and expertise), undetermined provenance of information
(e.g., fake news), anonymity in the service of criminal be-
havior, invasions of personal privacy, misuse of personal
data ( e.g., Cambridge Analytica scandal), no equitable
incentives for high-quality contributions and people’ fun-
damental rights are being compromised.

Distributed Ledger Technologies (DLT) provide decen-
tralization as a major feature such as blockchain [1]. Block-
chains are “trustless”, in the sense that the systems in
place allow all participants in the system to agree on what
the normative truth is without relying on any third party.
Therefore many network stakeholders (e.g., developers,
miners and users) share authority and confidence, rather
than putting them in one company or individual. How-
ever, blockchain has so far not covered identity manage-
ment, trustworthiness assessment of data and entities, data
management confidence, smart contracts that understand
data semantics, secure data exchange or secure storage.
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Furthermore, it suffers from the Scalability Trilemma,
which refers to the tradeoffs between decentralization,
security, and scalability that crypto projects must make
when deciding how to optimize the underlying architec-
ture of their own blockchain and was coined by Vitalik
Buterin (founder of Ethereum) [4].

This document argues our plan to build a multi-layer,
modular blockchain framework that will enable the im-
plementation of a variety of next-generation real-world
solutions, including trustworthy web and social media,
trustworthy crowdsensing, trustworthy service orchestra-
tion, unsupervised, decentralized online social networks,
empower practitioners to handle the many issues of the
Internet with numerous ledger technologies. The pro-
posed blockchain-based architecture is anticipated to im-
prove performance and scalability by including various
business logic, access mechanisms, and governance struc-
tures. Our technology framework will serve as a founda-
tion for the Next Generation Internet (NGI), which will
support values such as openness, decentralization, inclu-
siveness, and privacy protection while also returning con-
trol to end-users so that they can benefit from democratic,
transparent, and trustworthy decision-making mechanisms.
The remainder of this paper is organized as follows: In
Section 2 we describe our approach to build a semantically-
enriched, trustworthy blockchain ecosystem. In Section
3 we overview the architecture of our framework and de-
scribe its main components. In Section 4 we explain, how
our technology framework enables promising use-case
scenarios. In Section 5 we explain the potential various
impact that our proposed ecosystem may have. Finally in
Section 6 we conclude our work and outline future work.

2 Strategic objectives

As the Internet of Things (IoT) emerged, we have the
ability to achieve new levels of decentralization, but also
to collaborate amongst diverse cyber physical systems
based on the concepts of the semantic web. Blockchain
technologies, with their primary features of decentrali-
sation, traceability, and transparency, are well suited to
this agenda and may help to the successful functioning
of such smart applications and systems [2]. The objec-
tive of this work is to build a single, shared ledger for the
administration of shared ontological concepts, including
instances of such concepts, using the fundamental fea-



tures of blockchain. ONTOCHAIN will have the ability
and feature to interlink off-chain data, information, and
Al services with on-chain information that eliminates the
need for costly on-chain activities while introducing ma-
jor new characteristics such as traceability, privacy and
democratic processes. Different ’entities’ memberships
can be anonymous, but they can also be connected to real-
world identities when the law requires it. They can be
directly ’executable” through the use of various semantic
reasoners operating directly on blockchain, as well as po-
tentially employing trustworthy off-chain real-world data
(e.g., IoT) through the use of Smart Oracles and Decen-
tralized Oracles. Overall, ONTOCHAIN vision is pre-
sented in Figure 1.
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Figure 1: Illustration of the ONTOCHAIN concept.
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3 Concept and architecture

The goal of this innovation action is to engage the broader
research and innovation community in disciplines such
as semantic web, artificial intelligence, security, privacy,
distributed systems, game theory, and economics. Like
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Figure 2: Achieving trust with ONTOCHAIN’s technology.

blockchain, the Semantic Web is designed to build trust
in highly decentralized, semantically sophisticated, and
dynamic environments. We intend to build an innova-
tive new technology stack that functions similarly to Se-
mantic Web technologies and seeks to improve trust in
semantics, data, knowledge, and information on the in-
ternet today (see Figure 2).

This framework will enable the implementation of a num-
ber of different next-generation real-world solutions ap-
plications. The various protocols will be used to create
use-cases as shown in Figure 3. ONTOCHAIN Applica-
tion and Core protocols will integrate interactions across
various blockchain frameworks while masking them from
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use-cases to enable seamless inter-service process collab-
oration (see Figure 4). Furthermore, data saved on sepa-
rate chains may be connected. This connection is stored
in new ONTOCHALIN chains. We use a modular architec-
ture to provide scalability, accessibility, and great perfor-
mance. Each layer’s modules and functionality are based
on the functionality provided by the lower levels. The
functionality of the modules at each layer, as well as their
dependencies, are explained in a top-down approach be-
low.
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Figure 3: ONTOCHAIN architectural framework.
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Figure 4: ONTOCHAIN’s vision and approach.

3.1 Use-case layer

Trustworthy Information Exchange: To assess the trust-
worthiness of information, this use case employs and in-
tegrates data provenance techniques, decentralized ora-
cles, and user trustworthiness. Secure data exchange meth-
ods are used to transmit data safely across transacting par-
ties using cryptographic processes, while decentralized
reputation models are used to judge the trustworthiness
of data sources and the data itself.

Trustworthy and Transactional Content Handling: This
use case provides safe and privacy-aware data querying
by combining any of the following: permitted data ac-
cess/handling, data credibility evaluation, copyright im-
plementation, and secure and privacy-aware data query-
ing. This use case also involves the safe transfer of any
financial assets between parties participating in a data ex-
change. It will establish and create tools and processes
that would allow regulatory, judicial, and law enforce-
ment authorities to examine and otherwise impact data
transactions in clearly specified situations as envisioned
by the legislator.



3.2 Application Protocol Layer

Data Provenance: This module will offer graphical in-
terfaces for accessing and displaying provenance data re-
garding on-chain and off-chain data from ONTOCHAIN.
The full chain of transactions that resulted in a record will
be included in the provenance information.

Reputation Models: This module will allow users to con-
struct several decentralized reputation models on the
blockchain, ensuring that reputation feedback is real, trust-
worthy, and anonymous.

Decentralized Oracles: Although Smart Contracts can
only read and write data that is kept on their blockchain
by design, this module will make it easier for them to
work with off-chain data. Some solutions (e.g., Substrate,
ChainLink) look at a data source with many instances,
then perform a consensus protocol on-chain to confirm
the outcome. However, this only shifts the centralization
point from the Oracle to the data source.

Market Mechanisms: This module facilitates market mech-
anisms by providing the fundamental support mechanisms
for facilitating data/service transactions. It will enable
physical asset trading (e.g., tokenization) and price deter-
mination (e.g., auctions, negotiation protocols, etc. ), as
well as billing, customer support, inventory management,
and other services.

Secure Data Exchange: This module covers data exchange
functions among dispersed parties, confirming data own-
ership and access rights, the authenticity of the parties
involved, the integrity of the information transferred and
the secrecy of the data by means of blockchain underly-
ing mechanisms. Off-chain data is often transferred via
data transactions, but on-chain data stores public crypto-
graphic keys and access control lists based on which par-
ticular transacted parties are granted enhanced data ac-
cess to distinct sections of data.

Ontology Representation: This module aims to propose
new methods for building ontologies using blockchain
technology. Similar to the formation of axiomatic asser-
tions, semantic agreements may be widely agreed upon
via blockchain-based consensus. This module will also
cover any reasoning techniques, tools, or procedures that
may be used to derive new information from a sensing
IoT-enabled environment.

Multi-Source Identity: This module aims to use newly
built ONTOCHAIN services to register and validate in-
dividual digital IDs of physical items. Various Al ap-
proaches, for example, may be created to operate on sens-
ing data (IoT-based, sensors, cameras, and similar) to de-
termine if a human belongs to a certain ontological no-
tion.

3.3 Distributed ledger

Blockchain consensus engine: Any blockchain relies on
consensus mechanisms to operate. ONTOCHAIN will
be scalable, open, cost-effective and energy-efficient, and
even a significantly improved new consensus engine if
possible. In terms of accessibility, ONTOCHAIN intends
to be an open distributed ledger that may theoretically be
coupled with multiple blockchain settings, rather than a
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silo blockchain ecosystem.

Decentralised Storage: With the rise of blockchain, we’ve
seen a new generation of participative storage reposito-
ries that can help to solve security and privacy concerns,
and store any type of data (eg.g, Stror]). In the near future
one may envision new storage services which can help to
encrypt and decentralize private data, assist to manage re-
liability replicas and service quality, while balancing the
transactions with the storage costs.

4 Use Cases

ONTOCHAIN will enable a variety of future applications
in many sectors, ranging from B2B to C2C to G2C, like:
art, commerce and trading, education, finance, health-
care, industry, public sector.

P2P e-commerce use case scenario: users can search for
products/services supplied by business entities using data
semantics. Users obtain the most trustworthy provider’s
product/service that suits their requirements. The prod-
uct/service transaction, as well as any changes in owner-
ship or access provision to a service, is then recorded on
the blockchain. At the same time, the product/service is
withdrawn from the seller’s inventory, and an invoice is
generated automatically. Finally, users may provide feed-
back on previous transactions.

Data Trading use case scenario: Data is securely kept,
uniquely identifiable, and only authorized organizations
have access to it for pre-determined processing in this
application. Predetermined algorithms, which are also
part of the smart contract, can be used to handle data
in safe enclaves without exposing the original data to a
third party. The smart contract’s General Data Protec-
tion Regulation (GDPR) compliance is automatically ver-
ified, and any data processing operations are stored in the
blockchain. Any data modifications that result in new
data are considered as tradeable assets, with their prove-
nance determined by their relationship to the original data
and the processing methods.

The ONTOCHAIN ecosystem will be developed on top
of Ethereum layer 1 for the time being. Later on, it will
be upgraded to a layer 2 blockchain network, with each
component having its own shard.

S Impact

ONTOCHAIN’s vision is to contribute to NGI’s success
and to accelerate Europeans’ potential to grow individ-
ually and collectively in this new era, as well as to sig-
nificantly alter our perception of the digital world around
us. The following are the key points of ONTOCHAIN’s
immediate impact:

* Growing the blockchain and next-generation com-
munities, throughout the duration of a three-year
project involving numerous vertical and horizontal
actions aimed at community development.

* Educating and financing a large number of researchers,

innovators, start-ups, SMEs, and use-case holders
(practitioners) in order to raise their knowledge of



the benefits of a more trustworthy and decentral-
ized internet.

* Providing a platform for the development and val-
idation of new technological solutions and innova-
tive decentralized applications, as well as the intro-
duction of new economic schemes oriented toward
a human-centric future Internet progression.

* Developing the necessary proof-of-concept and ac-
ceptable expertise in order to provide instructions
and a roadmap for a more focused and efficient Eu-
ropean policy-making process.

5.1 Shape a more human-centric evolution of the in-
ternet

ONTOCHAIN seeks to decentralize knowledge and power
while preserving people’s anonymity. ONTOCHAIN will
provide an unbiased, non-institutional trust rating of con-
tent people and services. Furthermore, since ONTOCHAIN
is a human-centric ecosystem, its success would have an
impact on its future adoption by a huge user community.

5.2 European blockchain ecosystem integrating re-
search and innovation communities

ONTOCHAIN activities and events will serve as a start-
ing point for blockchain researchers and innovators. The
initiative will promote concept and project co-creation, as
well as a high level of integration between research and
development communities. Moreover, ONTOCHAIN will
contribute to the work of the European Blockchain Obser-
vatory Forum, which is taking place at institutional lev-
els across the EU, by providing blockchain technology
guidance. ONTOCHAIN will also participate in Euro-
pean and national blockchain events, which will provide
opportunities for the project to interact with other local
communities and bridge ideas and experience.

5.3 New business opportunities with maximum growth
and impact chances

By providing the building blocks for new decentralized
end-user apps, ONTOCHALIN aspires to develop a highly
business environment. ONTOCHAIN creates ideal busi-
ness opportunities for new internet companies by address-
ing core user concerns, such as trust and privacy, as well
as facilitating business building blocks such as identity
management, social media copyright management, knowl-
edge management, supply chain management, decentral-
ized reputation models, decentralized market mechanisms,
data provenance and trustworthy data handling, and low-
entry-cost infrastructure.

6 Conclusion

The ONTOCHAIN project is a NGI initiative aimed at
improving data, metadata, semantics, knowledge, and in-
formation management technologies. This encompasses
the activities of generating, systematizing, storing, trans-
mitting, and otherwise managing trusted data. The project
aims to combine the Semantic Web as a trust-building
technological stack with blockchain technologies as an
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existing technology that builds trust based on decentral-
ized consensus among strangers. Since both technologies
are used to manage knowledge and generate trust, the
ONTOCHAIN project believes that their effective mar-
riage is essential.

In this document we presented the architecture and major
features of our unique blockchain ecosystem. In addition,
we presented how creative and interesting distributed ap-
plications are achievable with two example situations. As
future work we intend to describe the ONTOCHAIN ar-
chitecture in further detail, including comprehensive APIs
between the various components as well as implementa-
tion details. In addition, we will show how the suggested
platform may be used to create prototype implementa-
tions of example distributed applications.
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