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Abstract
This document contains release notes for the changes in each release of MySQL Connector/J.
For additional Connector/J documentation, see MySQL Connector/J Developer Guide.
For legal information, see the Legal Notices.

For help with using MySQL, please visit the MySQL Forums, where you can discuss your issues with other MySQL
users.
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Preface and Legal Notices

This document contains release notes for the changes in each release of MySQL Connector/J.

Legal Notices

Copyright © 1997, 2025, Oracle and/or its affiliates.
License Restrictions

This software and related documentation are provided under a license agreement containing restrictions
on use and disclosure and are protected by intellectual property laws. Except as expressly permitted

in your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast,
modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any
means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for
interoperability, is prohibited.

Warranty Disclaimer

The information contained herein is subject to change without notice and is not warranted to be error-free.
If you find any errors, please report them to us in writing.

Restricted Rights Notice

If this is software, software documentation, data (as defined in the Federal Acquisition Regulation), or
related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S.
Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs (including any operating system, integrated
software, any programs embedded, installed, or activated on delivered hardware, and modifications

of such programs) and Oracle computer documentation or other Oracle data delivered to or accessed

by U.S. Government end users are "commercial computer software," "commercial computer software
documentation,” or "limited rights data" pursuant to the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, the use, reproduction, duplication, release, display,
disclosure, modification, preparation of derivative works, and/or adaptation of i) Oracle programs (including
any operating system, integrated software, any programs embedded, installed, or activated on delivered
hardware, and modifications of such programs), ii) Oracle computer documentation and/or iii) other Oracle
data, is subject to the rights and limitations specified in the license contained in the applicable contract.
The terms governing the U.S. Government's use of Oracle cloud services are defined by the applicable
contract for such services. No other rights are granted to the U.S. Government.

Hazardous Applications Notice

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other
measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages
caused by use of this software or hardware in dangerous applications.
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Trademark Notice

Oracle, Java, MySQL, and NetSuite are registered trademarks of Oracle and/or its affiliates. Other names
may be trademarks of their respective owners.

Intel and Intel Inside are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks
are used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD,
Epyc, and the AMD logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a
registered trademark of The Open Group.

Third-Party Content, Products, and Services Disclaimer

This software or hardware and documentation may provide access to or information about content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible for and
expressly disclaim all warranties of any kind with respect to third-party content, products, and services
unless otherwise set forth in an applicable agreement between you and Oracle. Oracle Corporation and its
affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of
third-party content, products, or services, except as set forth in an applicable agreement between you and
Oracle.

Use of This Documentation

This documentation is NOT distributed under a GPL license. Use of this documentation is subject to the
following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion to other
formats is allowed as long as the actual content is not altered or edited in any way. You shall not publish

or distribute this documentation in any form or on any media, except if you distribute the documentation in
a manner similar to how Oracle disseminates it (that is, electronically for download on a Web site with the
software) or on a CD-ROM or similar medium, provided however that the documentation is disseminated
together with the software on the same medium. Any other use, such as any dissemination of printed
copies or use of this documentation, in whole or in part, in another publication, requires the prior written
consent from an authorized representative of Oracle. Oracle and/or its affiliates reserve any and all rights
to this documentation not expressly granted above.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website
at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support for Accessibility

Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit ht t p: / / www. or acl e. cont pl s/t opi c/
| ookup?ct x=accé& d=t r s if you are hearing impaired.

Changes in MySQL Connector/J Version 9.x

Changes in MySQL Connector/J 9.4.0 (Not yet released, General Availability)

Version 9.4.0 has no release notes, or they have not been published because the product version has not
been released.
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Changes in MySQL Connector/J 9.3.0 (2025-04-15, General Availability)

Version 9.3.0 is a new GA release of MySQL Connector/J. MySQL Connector/J 9.3.0 supersedes 9.2 and
is recommended for use on production systems. This release can be used against MySQL Server version
8.0 and later. It supports the Java Database Connectivity (JDBC) 4.2 API, and implements the X DevAPI.

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

Starting from this release, when using the aut henti cati on_ker beros_client and

aut hentication_| dap_sasl _client plugins for authentication, if you are using a JAAS
login configuration file (which is optional), the only Logi nMbdul e that Connector/J accepts is
com sun. security. aut h. nmodul e. Kr b5Logi nMbdul e. (Bug #37311996)

Implementations of the Dat abaselMet aDat a methods have been revised in order to refactor code,
increase performance, and prevent potential problems with quotes in identifiers. (WL #16723)

A number of methods that were missing from the Dat abaseMet aDat aUsi ngl nf oSchena class have
now been implemented:

e get Best Rowl dentifier()

e get Cat al ogs()

get Schenas()

get Schenas()
e get Tabl ePrivil eges()

They are similar to their counterparts in the Dat abaseMet aDat a class, but they query the
| NFORVATI ON_SCHENA for the information they provide. (WL #16756)

Bugs Fixed

Some update methods in Updat abl eResul t Set did not check the validity of the cursor position used,
resulting in a Nul | Poi nt er Except i on when the cursor position was invalid. This patch puts in proper
checks so that a proper exception is thrown instead in such situations. (Bug #20802830)

When using a Cal | abl eSt at enent to execute a stored procedure, a
My SQLSynt axEr r or Except i on was thrown if any parameter names contained an escaped character.
(Bug #20279671)

Calling get methods for Cal | abl eSt at enent s resulted occasionally in
Arrayl ndexQut OFf BoundsExcept i ons due to mismatches between the placeholder indexes and
parameter indexes. (Bug #19857207)

Connector/J failed to validate properly the index parameter of the get methods for
Cal | abl eSt at enent s, so that an improper index value was not caught when the methods were called,
resulting in Arr ayl ndexQut Of BoundsExcept i ons. (Bug #19829452)

Updat abl eResul t Set did not map correctly and set the values for primary keys when refreshing rows,
resulting in cr eat eSQLExcept i ons. (Bug #117294, Bug #37523180)
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The matching of numeric values was inefficient in some of the value factories. The efficiency for
matching has now been improved using precompiled patterns. (Bug #117027, Bug #37415840)

Changes in MySQL Connector/J 9.2.0 (2025-01-21, General Availability)

Version 9.2.0 is a new GA release of MySQL Connector/J. MySQL Connector/J 9.2.0 supersedes 9.1 and
is recommended for use on production systems. This release can be used against MySQL Server version
8.0 and later. It supports the Java Database Connectivity (JDBC) 4.2 API, and implements the X DevAPI.

Installation and Compilation Notes

Bugs Fixed

Installation and Compilation Notes

The version requirements for the third-party libraries and tools needed for running and building
Connector/J have been updated. See Connector/J Installation and Installing from Source for details. (WL
#16558)

Bugs Fixed

On Windows platforms, some tests in the test suite failed when the test databases' names contained
uppercase characters. Those tests have now been fixed. (Bug #37272802)

The RPM package for Connector/J distributed by Oracle had a requirement to install the | ava-
headl ess package, which was a Java 8 package and was really unnecessary for running Connector/J.
The requirement has now been removed. (Bug #37125271)

Calling exect ueBat ch() on a Prepar edSt at emrent resets its Quer yTi meout value to 0. With this
patch, the call no longer changes Quer yTi neout . (Bug #21983318)

When the connection properties useSer ver PrepSt nt s and uselLocal Transacti onSt at e were
both true and a Pr epar edSt at enent was used, a statement rollback would fail. This was because the
Pr epar edSt at enent always reset the local transaction state. With this fix, Connector/J checks and
makes sure that the transaction state is only reset when it should be. (Bug #116318, Bug #37152533)

Behaviors of a few of the Dat abaseMet aDat a methods were inconsistent when handling parameters
of identifiers quoted with backticks (). With this patch, identifiers quoted by backticks are always
unquoted when the connection is in non-pedantic mode, but they are always taken as-is (with the
backticks escaped as parts of the identifier) when the connection is in pedantic mode. (Bug #116113,
Bug #37063728, Bug #63992, Bug #14598872)

It might take a long time to create a connection to a server with Connector/J 8.4.0 or later. It was
because Connector/J 8.4.0 and later always performed a reverse DNS lookup on the host IP address.
With this patch, the lookup is only performed when OpenTelemetry is used, in which case the lookup is
required. (Bug #115586, Bug #36850047)

Calling get Met adat a() on a prepared statement with the LI M T and OFFSET clauses resulted in a
SQL syntax error even if the statement was syntactically correct. (Bug #103437, Bug #32807360)

If cl oseOnConpl eti on() was enabled on a Pr epar edSt at enent , after enabling a streaming
Resul t Set (for example by calling set Fet chSi ze() ), the Resul t Set was closed immediately even
before any query executions. This patch eliminated the immature closing of the Resul t Set , so that
queries can be run normally. (Bug #96786, Bug #30280035)

When updat eRow( ) was called after some updates have been performed on a Resul t Set ,
Connector/J tried to update the whole row on the server, resulting in an error when there were columns
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that the user had no privileges to modify. With this fix, updates are only performed on columns that have
been changed in the Resul t Set . (Bug #71143, Bug #17967091)

Changes in MySQL Connector/J 9.1.0 (2024-10-15, General Availability)

Version 9.1.0 is a new GA release of MySQL Connector/J. MySQL Connector/J 9.1.0 supersedes 9.0 and
is recommended for use on production systems. This release can be used against MySQL Server version
8.0 and later. It supports the Java Database Connectivity (JDBC) 4.2 API, and implements the X DevAPI.

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

When connecting to a server using SSL, the truststore password is now made optional, with a null
truststore password taken to mean that there is no need to check the truststore's keyed digest. Thanks to
Jesper Blomquist for contributing to the patch. (Bug #114705, Bug #36539680)

i sTi mest anp() no longer creates a regular expression Pat t er n instance when it is called, which
leads to better code performance. (Bug #114410, Bug #36434816)

Connector/J now supports the OpenlID Connect authentication protocol, which is supported by MySQL
Enterprise 9.1.0 and later. See Connecting Using OpenlD Connect Authentication for details. (WL
#16490)

Bugs Fixed

The Prepar eCal | () method failed when the schema name was used in the connection URL and when
any call parameter had a question mark in it. (Bug #36936407)

When using Pr epar edSt at enent s, negative DATE values were inserted as some positive values
instead of being rejected. (Bug #116114, Bug #37067812)

Repeated calls of the same procedure or function would fail when using cal | abl eSt at enent s due
to the failure of Connector/J to cache and map the correct information for the procedure or function
parameters. (Bug #115265, Bug #36843227)

Setting cl oseOnConpl eti on() on a Prepar edSt at enent made statement reuse fail in some
cases, as the closing and caching of the statement were not performed correctly. (Bug #113509, Bug
#36154975)

After using execut eBat ch() to insert rows into a table and adding more rows with
execut eUpdat e(), get Gener at edKeys() returned the wrong keys for the inserted rows. (Bug
#112790, Bug #35936477)

When retrieving a Resul t Set column using get St ri ng() for a field with the ZEROFI LL flag on, the
result was not zero padded. (Bug #110586, Bug #35254470)

When the connection properties r ewr i t eBat chedSt at enent s, useSer ver PrepSt nt s and
cachePrepSt nt s were all settot r ue, inserting duplicated keys in batches caused the wrong kind of
exception to be thrown by Connector/J. (Bug #109418, Bug #36043556)

When a Quer yTi ner was set, if a session failed, Connector/J returned a Nul | Poi nt er Except i on.
With this fix, a SQL Excepti on is returned instead. Thanks to Anthony Milbourne for contributing to this
patch. (Bug #108415, Bug #34579258)
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* When adding a long SQL string to a batched St at enent , if the string's length was greater than the
value of naxAl | owedPacket , an Arrayl ndexCQut Of BoundsExcept i on was thrown. With this fix,

checks are now in place so that a SQLExcept i on is thrown instead in the situation. (Bug #101054, Bug
#32544786)

* Whenrew iteBat chedSt at enent s was setto t r ue, Connector/J failed to detect some cases in
which server-side Pr epar edSt at enent s could not be used, resulting in errors for the statement
preparations. With this fix, Connector/J detected the issues and uses client-side Pr epar edSt at enent s
instead in those situations. (Bug #96623, Bug #30221117)

* PreparedSt at ment s executed with the connection property
i ncl udeThr eadNanmesAsSt at enment Conment set to true did not include the name of the current
thread in a comment as expected. This fix corrected the omission. Thanks to Yyjun Yyjun for contributing
to this patch. (Bug #84117, Bug #25247468)

Changes in MySQL Connector/J 9.0.0 (2024-07-01, General Availability)

Version 9.0.0 is a new GA release of MySQL Connector/J. MySQL Connector/J 9.0.0 supersedes 8.4 and
is recommended for use on production systems. This release can be used against MySQL Server version
8.0 and later. It supports the Java Database Connectivity (JDBC) 4.2 API, and implements the X DevAPI.

* Installation and Compilation Notes
» Functionality Added or Changed
* Bugs Fixed

Installation and Compilation Notes

» The version requirements for the third-party libraries and tools needed for running and building
Connector/J have been updated. See Connector/J Installation and Installing from Source for details. (WL
#16391)

Functionality Added or Changed

« X DevAPI: Sessi ons in the X DevAPI are now autocloseable. Thanks to Daniel Kec for contributing to
this patch. (Bug #36574322)

» Synchronized blocks in the Connector/J code were replaced with Reent r ant Locks. This allows carrier
threads to unmount virtual threads when they are waiting on 10 operations, making Connector/J virtual-
thread friendly. Thanks to Bart De Neuter and Janick Reynders for contributing to this patch. (Bug
#110512, Bug #35223851)

» The default value of the connection property defaultAuthenticationPlugin has been changed to
cachi ng_sha2_password. (WL #16376)

» The list of cipher suites usable by Connector/J has been updated. See sr ¢/ nai n/ r esour ces/ com
nysql /cj/ Tl sSettings. properties inthe source for the updated list. (WL #16324)

Bugs Fixed

e Trying to use Connecti on. set Cientlnfo() toclear a client property by setting it to nul | resulted
ina Nul | Poi nt er Excepti on. (Bug #36612566)

e Many tests in the Connector/J test suite failed when run against MySQL Server 8.4.0, because the
nysqgl native password pl uginis no longer available by default for the Server version. The
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tests were fixed by adding checks for the availability of the plugin at runtime, or by using some other
authentication plugins. (Bug #36529541)

» When using cursor-based PreparedStatements (useCur sor Fet ch=t r ue) containing a LI M T clause
and setMaxRows(), the number of returned rows was incorrect. (Bug #34721173)

» The list of MySQL error codes stored in the com mysql . cj . excepti ons. Mysql Err or Nunber s
class have been updated. The updates are reflected in Mapping MySQL Error Numbers to JDBC
SQLState Codes. (WL #16342)

e The static list of MySQL reserved words found in the Dat abaseMet aDat a class
(which is used by Connector/J when it cannot obtain the list of reserved words from the
| NFORVATI ON_SCHENA. KEYWORDS table on the server) has been updated. (WL #16324)

Changes in MySQL Connector/J Version 8.x
Changes in MySQL Connector/J 8.4.0 (2024-04-30, General Availability)

Version 8.4.0 is a new GA release of MySQL Connector/J. MySQL Connector/J 8.4.0 supersedes 8.3 and
is recommended for use on production systems. This release can be used against MySQL Server version
8.0 and later. It supports the Java Database Connectivity (JDBC) 4.2 API, and implements the X DevAPI.

» Functionality Added or Changed

» Bugs Fixed

Functionality Added or Changed

e Important Change: As the aut henti cati on_fi do plugin has been removed from MySQL Server
starting from 8.4.0, it is no longer supported by Connector/J. Use the WebAuthn Authentication to
support Fast Identity Online (FIDO) Authentication. (WL #16147)

» Known limitation of this release: because the nysql native_ passwor d authentication plugin is
disabled by default as of MySQL Server 8.4.0, some unit tests may generate errors unless the plugin is
enabled. (Bug #36529541, Bug #114687)

» Connector/J now provides client-side support for the OpenTelemetry component on MySQL Enterprise
Server. See Using Connector/J with OpenTelemetry for details. (WL #15706)

» Connector/J is now ready to support the VECTOR data type when it becomes available with MySQL
Enterprise Server. (WL #16174)

Bugs Fixed

e get Par anet er Bi ndi ngs() threw a Nul | Poi nt er Except i on when some parameters for the
Prepar edSt at ement were not bound. (Bug #22931632)

» Dat abaseMet aDat a. get | nport edKeys() returned imported primary keys from some other
databases. It was due to a wrong JO N clause in the SQL statement for retrieving the imported primary
keys, which has now been corrected. Thanks to Henning Poéttker for contributing to this fix. (Bug
#113600, Bug #36171575)

e All St ringBuf f er s in the implementations of Val ueEncoder have been replaced by
St ringBui | der s to improve code performance, as synchronization for the string values are not
required. Thanks to Henning Péttker for contributing to this patch. (Bug #113599, Bug #36171571)
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e The Fet chSi ze of the Resul t Set returned by the execution of a St at enent was not always
the same as the value set on the St at enent before using set Fet chSi ze() . (Bug #113129, Bug
#36043145)

» Some private methods in Synt axRegr essi onTest . j ava had the @est annotation for JUnit, which
were useless because JUnit ignored them by default. The annotations have now been removed. Thanks
to Abby Palmero for contributing to this fix. (Bug #111031, Bug #35392222)

* When a SQLEXxception is thrown, the calling of Messages. get Stri ng() is now delayed until it is
really necessary, in order to save resources. Thanks to Janick Reynders for contributing to this fix. (Bug
#110286, Bug #35152855)

» Dat abaseMet aDat a. get Ext r aNaneChar act er s() returned '# and '@', which are not allowed
in unquoted schema object names. With this fix, it returns '$' as the only "extra" character allowed in
unquoted identifiers. (Bug #91550, Bug #28297874)

Changes in MySQL Connector/J 8.3.0 (2024-01-16, General Availability)

Version 8.3.0 is a new GA release of MySQL Connector/J. MySQL Connector/J 8.3.0 supersedes 8.2 and
is recommended for use on production systems. This release can be used against MySQL Server version
8.0 and later. It supports the Java Database Connectivity (JDBC) 4.2 API, and implements the X DevAPI.

« Installation and Compilation Notes
» Functionality Added or Changed
» Bugs Fixed

Installation and Compilation Notes

» The version requirements for the third-party libraries and tools needed for running and building
Connector/J have been updated. See Connector/J Installation and Installing from Source for details. (WL
#16077, WL #16074)

Functionality Added or Changed

» The list of cipher suites usable by Connector/J has been updated. See sr ¢/ mai n/ r esour ces/ com
nysql /cj/ Tl sSettings. properti es inthe source for the updated list. (Bug #35488208)

Bugs Fixed

» X DevAPIl: When using X DevAPI native connection pooling, it could take too long to open a new
session if sessions were closed in a very fast pace. The connection pool concurrency synchronization
in the X DevAPI Client class has been reimplemented to avoid unnecessary race conditions, so to
increase performance significantly and prevent the observed latency for opening new connections. (Bug
#35929119)

» When a Cal | abl eSt at emrent was used to call a stored procedure or function that did not exist on the
server or that the client had no rights to access its parameters' metadata, Connector/J tried to infer the
parameter metadata from the SQL call string itself, but did so wrongly. It was because Connector/J did
not distinguish between a stored procedure and a stored function in its inference, and this fix makes
Connector/J do so now. (Bug #29907618)

» prepareCall () failed to handle properly comments inside a CALL statement. With this fix, Connector/J
now recognizes the following three types of comments:

« Text preceded by "-- " (note there has to be a space after the hyphens)
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e Text preceded by "#"

¢ Text between "/*" and "*/"
(Bug #19845752)

* When a procedure and a function with the same name existed in a database, Connector/J retrieved
parameter information from both at the same time by default, causing various errors at statement
executions. This fix leverages the JDBC 4 Dat abaseMet aDat a methods to return parameter
information only from the procedure or function of interest, so that statements are executed without
errors. (Bug #19531305, Bug #73774)

» Setting a very large value for query timeout caused an | | | egal Ar gunent Except i on when a query
was executed. It was due to an integer overflow, which is now avoided by changing the timeout value's
data type from Integer to Long. (Bug #112884, Bug #36043166)

» St atenent. get War ni ngs() did not clear the warning chain automatically each time a statement was
executed, as it was expected to do. (Bug #112195, Bug #35749998)

e Par anet er Met aDat a. get Par anet er Count () did not report the correct number for a procedure
called through a Pr epar edSt at enent when not all the procedure parameters were specified in the
query statement. (Bug #111107, Bug #36023972)

e Calling Pr epar edSt at enent . execut eUpdat e() on a query that was only a comment caused a
SQLExcept i on to be thrown, with the complaint that execut eUpdat e() "cannot issue statements that
produce result sets." It was because the check on whether the query would produce results sets was
faulty, and it has now been fixed. (Bug #109546, Bug #34958912)

» When the connection properties useSer ver PrepSt nt s and cachePr epSt nt s were both set to
true, the Pr epar edSt at enent was reset every time after an execution, causing performance issues.
With this fix, unnecessary resets are avoided. Thanks to Marcos Albe for contributing to this fix. (Bug
#107107, Bug #34101635)

* Mysql Par anet er Met adat a. i sNul | abl e() ignored the value of the connection
property gener at eSi npl ePar anet er Met adat a when returning a value. With this
fix, the method returns Par anet er Met aDat a. par anet er Nul | abl eUnknown when
gener at eSi npl ePar anet er Met adat a is true. (Bug #96582, Bug #30222032)

Changes in MySQL Connector/J 8.2.0 (2023-10-25, General Availability)

Version 8.2.0 is a new GA release of MySQL Connector/J. MySQL Connector/J 8.2.0 supersedes 8.1 and
is recommended for use on production systems. This release can be used against MySQL Server version
5.7 and later. It supports the Java Database Connectivity (JDBC) 4.2 API, and implements the X DevAPI.

» Functionality Added or Changed
* Bugs Fixed
Functionality Added or Changed
* Added the missing implementation for Connecti on. r el easeSavepoi nt () . (Bug #35811592)

» Connector/J now supports WebAuthn Authentication. See Connecting Using Web Authentication
(WebAuthn) Authentication for details. (WL #15197)

» The auto-deserialization function for BLOB objects, deprecated since release 8.1.0, is now removed.
(WL #15747)
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Bugs Fixed

» The SessionStateChanges objects failed to provide proper values for section state changes. This was
because Connector/J parsed the OK_Packet incorrectly, and this patch fixes the issue. (Bug #35358417)

e Using j avax. sql . rowset . CachedRowSet #get Dat e() or
j avax. sql . rowset . CachedRowSet #get Ti nest anp() on DATETI ME fields resulted
ina Cl assCast Except i on. It was because the default return type of DATETI VE fields by
Resul t Set . get Obj ect () was|j ava. ti ne. Local Dat eTi ne instead of j ava. sql . Ti nest anp. To
prevent the exception, a new connection property, t r eat Mysql Dat et i mneAsTi nest anp, now allows
the return type of DATETI ME by Resul t Set . get Obj ect () to be changed toj ava. sql . Ti nest anp.
(Bug #107215, Bug #34139593)

» Obtaining a connection from a Mysql Connect i onPool Dat aSour ce made Connector/J reset its
connection state unless the connection property paranoid was set to be t r ue. During the reset, the
autocommit mode of the session was restored to the default value specified on the server by the system
variable aut ocommi t , while the JDBC specification mandates that autocommit be always enabled for
a freshly created connection. With this patch, the connection reset will always enable autocommit in the
situation. (Bug #91351, Bug #28225464)

Changes in MySQL Connector/J 8.1.0 (2023-07-18, General Availability)

Version 8.1.0 is a new GA release of MySQL Connector/J. MySQL Connector/J 8.1.0 supersedes the 8.0
series and is recommended for use on production systems. This release can be used against MySQL
Server version 5.7 and later. It supports the Java Database Connectivity (JDBC) 4.2 API, and implements
the X DevAPI.

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

« Important Change: To comply with proper naming guidelines, the Maven groupld and artifactld for
Connector/J have been changed to the following since release 8.0.31:

e groupld: com nysq|
e artifactld: nysql - connect or -

The old groupld and artifactld can no longer be used for linking the Connector/J library starting with this
release. Please make sure you switch to the new coordinates. See Installing Connector/J Using Maven.
(WL #15259)

» Packaging: You can no longer install Connector/J on Windows platforms using the MySQL Installer.
Notice that there are also no stand-alone Windows installer files (. nsi ) for installing Connector/J.
Use the platform-independent archives instead for installations on Windows platforms. See Installing
Connector/J from a Binary Distribution for details. (WL #15794)

» When using a Java 8 to 12 JRE, if JSSE was configured to use a FIPS provider, attempts to establish
secure connections to a MySQL Server failed with a KeyManagenent Except i on, complaining
that "FIPS mode: only SunJSSE Tr ust Manager s may be used." It was because in that case, a
custom Tr ust Manager implemented by Connector/J was invoked but then rejected by the default
implementation of SunJSSE. With this patch, a new connection property, f i psConpl i ant Jsse,
is created for users to instruct Connector/J not to use its custom Tr ust Manager implementation.
Additionally new connection properties are created for users to specify the security providers from which
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Connector/J will request the corresponding security materials such as key and trust manager factories or
SSL context provider. See JSSE in FIPS Mode for details. (Bug #95039, Bug #35534640)

» The auto-deserialization function for BLOB objects is now deprecated. A deprecation warning will be
issued if the connection property aut oDeseri al i ze is setto t r ue. The feature may be discontinued
anytime without notice. (WL #15826)

Bugs Fixed

» Executing client-side prepared statements resulted in a SQLException when the
NO_BACKSLASH_ESCAPES SQL mode was enabled. (Bug #35167701)

Changes in MySQL Connector/J 8.0.33 (2023-04-18, General Availability)

Version 8.0.33 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0 and 5.7. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

» Functionality Added or Changed
» Bugs Fixed

Functionality Added or Changed

e The JAR library for Connector/J has been renamed to mysql-connector-j.jar since release 8.0.31. Since
then, upgrading Connector/J from 8.0.30 or earlier using RPM or DEB packages would change the name
of the original .jar file, causing some applications that depend on it to fail. With this fix, RPM and DEB
packages for Connector/J create a symbolic link to make the old name / usr/ shar e/ j aval nysql -
connector-java. j ar pointtothe new name / usr/share/javal/ nysql -connector-j.jar. (For
the commercial versions, the symbolic link mentioned has - conmrer ci al init.) (Bug #35018216)

» Connector/J now supports OCI authentication using an ephemeral key pair. A new connection property,
oci Confi gProfil e, has been introduced for specifying the configuration profile (defined in the OCI
configuration file) to be used for authentication. If oci Conf i gPr of i | e is not specified, the DEFAULT
profile is used. See Token-based Authentication for the CLI for more details. (WL #15490)

Bugs Fixed

* RPM packages for Connector/J 8.0.31 and 8.0.32 failed to upgrade earlier versions of Connector/J.
This was due to misconfigurations of the RPM packages, which has been corrected by this fix. (Bug
#35110706)

» Pluggable custom classes provided to Connector/J were initialized even when they were not actually
usable. With this fix, these classes are validated against the interface they implement before their static
initialization. (Bug #34918989)

» For Connector/J 8.0.29 or later, client-side prepared statements failed with the error "Incorrect string
value" when set Char act er St r ean() was used, if the JVM's character encoding did not match the
target column's character set. It was because, in that case, the character encoding of the JVM was used
when sending character streams to the server, which was unable to decode them as they were expected
to be encoded with the column's character set. With this fix, the character set specified by either the
connection property clobCharacterEncoding or characterEncoding is used instead, for both client-side
and server-side prepared statements, which is the expected behavior. (Bug #34558945)

* When connecting to MySQL Server 5.7 and earlier with Connector/J 8.0.32, Connector/J sometimes
hung after the prepare phase of a server-side prepared statement. (Bug #109864, Bug #35034666)

References: This issue is a regression of: Bug #33968169.
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» Results returned by the get Pri mar yKeys() method of the Dat abaseMet adat a interface were not
sorted by COLUVN_NANE as required by the JDBC specification. (Bug #109808, Bug #35021038)

» Results returned by the get Typel nf o() method of the Dat abaseMet adat a interface were not sorted
by DATA TYPE as required by the JDBC specification. (Bug #109807, Bug #35021014)

» Rewriting of batched statements failed when a closing parenthesis was found within a VALUES clause.
It was because Quer yI nf o failed to parse the prepared statement properly in that case. With this fix,
the parser of VALUES clauses is improved, so that Connector/J is now able to recognize rewritability of
statements that contain function calls or multiple VALUES lists, and it also handles well the cases when
the string "value" is part of a table name, a column name, or a keyword. (Bug #109377, Bug #34900156,
Bug #107577, Bug #34325361)

» Before executing a query with St at enent . execut eQuer y( query), Connector/J checks if the query
is going to produce results and rejects it if it cannot. The check wrongly rejected queries that had a W TH
clause in which there was no space after the comma between two common table expressions. (Bug
#109243, Bug #34852047)

« When the connection property useLocalTransactionState was set to true, after a number of insert
statements were executed and the last one hit a unique constraint check, the transaction could not be
rolled back. It was because Connector/J lost track of the transaction statuses of the statements in the
case, and this patch corrects the problem. (Bug #109013, Bug #34772608)

« When both the connection properties uselLocalTransactionState and rewriteBatchedStatements were
set to true, prepared statements could not be committed. It was because Connector/J lost track of the
transaction statuses of the statements created internally to run the rewritten queries, and this patch
corrects the problem. (Bug #108643, Bug #34652568)

» When executing a LOAD DATA LOCAL | NFI LE statement, the file could not be loaded if a relative path
of it was used and the path was not relative to the directory in which the JVM was started. This patch
fixes the behavior by resolving the relative path using the Java system property user . di r, which was
ignored before in the process. (Bug #77368, Bug #21321849)

Changes in MySQL Connector/J 8.0.32 (2023-01-17, General Availability)

Version 8.0.32 is the latest General Availability release of the 8.0 series of MySQL Connector/J. Itis
suitable for use with MySQL Server versions 8.0 and 5.7. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

« Installation and Compilation Notes
* Functionality Added or Changed
» Bugs Fixed

Installation and Compilation Notes

» The version requirements for the third-party libraries and tools needed for running and building
Connector/J 8.0.32 have been updated. See Connector/J Installation and Installing from Source for
details. (WL #15468, WL #15411)

Functionality Added or Changed

e The dat abaseNane in Mysql Dat aSour ce is now URL encoded in the JDBC URL that is being
constructed using it. Thanks to Jared Lundell for his contributions to the patch. (Bug #33361205)

» The Ant build script for Connector/J has been updated to produce artifacts compliant with Maven central
repository's publishing requirements. (WL #15437)
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Bugs Fixed

The Maven relocation POM that was supposed to redirect users of the old Connector/J Maven
coordinates to the new ones had a wrong file name, which has now been corrected. Thanks to Henning
Pottker for contributing to the fix. (Bug #108814, Bug #34717205)

When Connector/J looked for the presence of the ON DUPLI CATE KEY UPDATE clause in prepared
statements, it neglected the cases where the VALUES function was used without the VALUE( S) clause in
| NSERT statements. As a result, some statements that actually had the ON DUPLI CATE KEY UPDATE
clause were not caught, resulting in incorrect information for generated keys. Thanks to Yamasaki
Tadashi for contributing to the fix. (Bug #108419, Bug #34578010)

When using server-side prepared statements, the Bl T data type was not properly handled by

Nat i veQuer yBi ndVal ue. get Fi el dType() and, as a result, Bl T values were being mapped to

FI ELD TYPE VAR STRI NGand causing malformed packets. This patch fixes this by mapping BI T
values to FI ELD_TYPE_TI NY, so that the values will be handled correctly when the prepared statement
is executed on the server. Thanks to Seongman Yang for contributing to the patch. (Bug #108414, Bug
#34578541)

Before executing a query with St at enent . execut eQuer y( query), Connector/J checks if the query
is going to produce results and rejects it if it cannot. The check wrongly rejected queries that had a W TH
clause using a common table expression and a UNI ON operator, and had the first SELECT statement put
between parentheses. (Bug #108195, Bug #34512212)

Calls of the val ueO () method of the native types' wrapper classes have been replaced by the
corresponding par se[ Type] () methods in order to avoid unnecessary boxing. Thanks to Andrey
Turbanov for contributing to the patch. (Bug #106981, Bug #34059340)

When working with MySQL Server 5.7.5 or earlier, if server-side prepared statements were used,
Connector/J sometimes hung after the prepare phase for a statement. It was caused by Connector/J
mistaking a metadata packet as an EOF packet and discarding it by mistake. With this fix, the mistake is
avoided by improving the procedure for handling EOF packets. Thanks to Zhe Huang for contributing to
the fix. (Bug #106252, Bug #33968169)

Prepared statements that contained EXPLAIN queries and used a cursor could not return any results.
(Bug #102678, Bug #32536384)

With the prepared statement cache enabled, a server-side prepared statement obtained from

the cache always maintained its old result set type even after that had been changed in a new
Connecti on. prepar eSt at enent () call. This patch fixes that behavior by resetting properly the
result set type value of the cached statement for each new query. (Bug #102520, Bug #32476663)

Insert statements with ON DUPLICATE KEY UPDATE that used value aliases caused a syntax error
when the batched statements were being rewritten. It was because the value alias were being added
repeatedly after each value group while only one alias was expected. This fix eliminates the undue
repetitions. (Bug #99604, Bug #31612628)

Because the value of a MySQL unsigned INTEGER can be larger than what a Java int can hold, a
MySQL unsigned INTEGER must be handled as a Java long. However, the rule was not followed by
Updat abl eResul t Set and a couple of Val ueEncoder s in Connector/J , causing invalid numeric
conversions when the unsigned integers were very large. (Bug #68608, Bug #16690898)

Changes in MySQL Connector/J 8.0.31 (2022-10-11, General Availability)

Version 8.0.31 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0 and 5.7. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.
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» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

* Important Change: To comply with proper naming guidelines, the Maven groupld and artifactld for
Connector/J have been changed to the following starting with this release:

e groupld: com nysql
« artifactld: mysql - connect or - j

The old groupld and artifactld can still be used for linking the Connector/J library, but they will point to a
Maven relocation POM, redirecting users to the new coordinates. Please switch to the new coordinates
as soon as possible, as the old coordinates could be discontinued anytime without notice. See Installing
Connector/J Using Maven.

Also, to go with these changes, the . j ar library for Connector/J has been renamed to mysql -
connector-j -x.y. z for all channels of distribution by Oracle, not just the Maven repository. (WL
#15259)

» Before release 8.0.29, Connector/J always interpolated byte arrays as hexadecimal literals when
obtaining a prepared statement's string representation by the t oSt ri ng() method. Since 8.0.29, all
byte array values were displayed as ** BYTE ARRAY DATA ** when converted to strings. The same
is also true for null values.

To allow different ways to display byte array data and null values, a new connection

property, maxByt eAr r ay AsHex, has been introduced: byte arrays shorter than the value of

maxByt eAr r ay AsHex are now shown as hexadecimal literals like before release 8.0.29. Any byte
arrays longer than this value are interpolated generically as ** BYTE ARRAY DATA **. (Bug #107222,
Bug #34150112)

Bugs Fixed

* X DevAPI: When parsing a string into a JSON string, some escape character
sequences were not parsed properly, causing the Server to throw a
com nysql . cj.exceptions. WongAr gunent Except i on when receiving the JSON value. This fix
ensures that escape sequences are handled properly. (Bug #34529014)

» X DevAPI: When using the modify() method on JSON documents, any backslashes inside a literal to be
used for the modification were lost. This fix corrects the mistakes in the expression parser that caused
the issue. (Bug #33637993)

» Executing a Pr epar edSt at nent after applying set Fet chSi ze(0) on it caused an
Arrayl ndexOut OFf BoundsExcept i on. (Bug #104753, Bug #33286177)

» Due to some old limitations, when used with Java applets, Connector/J found out the default character
set on a system by various workarounds like reading the system property f i | e. encodi ng, using an
Qut puStreamN i t er, etc. With this fix, Connector/J now uses Char set . def aul t Char set (), the
standard method for the purpose. (Bug #67828, Bug #15967406)

Changes in MySQL Connector/J 8.0.30 (2022-07-26, General Availability)

Version 8.0.30 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0 and 5.7. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.
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Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

X DevAPI: For document-modifying methods that are chained after nodi f y() and take a

document path expression as one of its arguments (that is, set (), unset (), arrayl nsert (),
arrayAppend() ), Connector/J now throws an error when the document path is empty or is a null string.
(Bug #34259416)

Bugs Fixed

Historically, MySQL Server has used ut f 8 as an alias for ut f 8nb3. Since release 8.0.29, ut f 8nb3
has become a recognized (though deprecated) character set on its own for MySQL Server and to make
things consistent, in release 8.0.30, any collations prefixed with ut f 8_ are now prefixed with ut f 8nb3_
instead. To go with that change, Connector/J has updated its character set and collation mapping
accordingly in this release, and users are encouraged to update to Connector/J 8.0.30 to avoid potential
issues when working with MySQL Server 8.0.30 or later. (Bug #34090350)

References: See also: Bug #33787300.

A few links in the CONTRIBUTING.md file in the distribution packages were broken. They have now
been fixed or removed. (Bug #34082503)

The description for the connection property r ew i t eBat chedSt at enent s has been corrected,
removing the limitation that server-sided prepared statements could not take advantage of the rewrite
option. (Bug #34022110)

A spelling error has been fixed in the source file for the Pr opert yDef i ni ti ons class. Thanks to Weijie
Wu for contributing the fix. (Bug #106779, Bug #33976245)

Dat abaseMet aDat a. get Typel nf o always returned false for AUTO_| NCREMENT for all data types.
With this fix, Connector/J returns the correct value for each data type. Also, the missing types DOUBLE
UNSI GNED and DOUBLE PRECI SI ON UNSI GNED have been added to the Resul t Set . (Bug #106758,
Bug #33973048)

Contrary to the the MySQL requirement for comments, Connector/J did not require a whitespace (or
a control character such as a newline) after "- - " to mark the beginning of a comment within a SQL
statement. This fix aligns Connector/J with the MySQL requirement. (Bug #76623, Bug #20856749)

Changes in MySQL Connector/J 8.0.29 (2022-04-26, General Availability)

Version 8.0.29 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0 and 5.7. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

Historically, MySQL has used ut f 8 as an alias for ut f 8nb3. Since release 8.0.29, ut f 8nb3 has
become a recognized (though deprecated) character set on its own for MySQL Server. Therefore,
Connector/J has added ut f 8nb3 to its character set mapping, and users are encouraged to update
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to Connector/J 8.0.29 to avoid potential issues when working with MySQL Server 8.0.29 or later. (Bug
#33850155)

References: See also: Bug #33635120.

* A new connection property socksProxyRemoteDns has been added, which, when set to t r ue, makes
the SocksPr oxySocket Fact or y execute its own connect () implementation that passes the
unresolved | net Socket Addr ess of a MySQL Server host to the created proxy socket, instead of
having the address resolved locally. (Bug #77924, Bug #25710160)

» The code for prepared statements has been refactored to make the code simpler and the logic for
binding more consistent between Ser ver Pr epar edSt at enent and Cl i ent Pr epar edSt at enent .
(WL #14750)

» Connector/J now supports Fast Identity Online (FIDO) Authentication. (WL #14834)
Bugs Fixed

» X DevAPI: If the connection property xdevapi.ssl-mode was set to DI SABLED (or xdevapi.ssl-mode was
not set, but the value was picked up from the ssIMode setting), specifying some of the security properties
caused Connector/J to throw an error. With this fix, even when encryption is turned off and irrelevant
security properties are set, Connector/J does not throw an error. (WL #14835)

» Dat abaseMet aDat a. get Def aul t Transacti onl sol ati on() returned a wrong value. It now
returns the correct value of Connect i on. TRANSACTI ON_REPEATABLE_READ. (Bug #33723611)

» Statement executions failed for replication connections when useCursorFetch was t r ue and
def aul t Fet chSi ze was greater than 0. (Bug #25701740)

» Prepared statements were parsed incorrectly sometimes when they contained comments marked by / *
and */ . (Bug #21978230)

» A connection did not maintain the correct autocommit state when it was used in a pool with
uselLocal Sessi onSt at e=t r ue. (Bug #106435, Bug #33850099)

References: This issue is a regression of: Bug #33054827.

» A spelling error in the error message for the buffer length being less than the expected payload length
has been corrected. Thanks to Jianjian Song for contributing the fix. (Bug #106397, Bug #33893591)

* When using client-side prepared statements, if the VALUES clause came after the ON DUPLI CATE KEY
UPDATE clause or it came at the end of the statement, a St ri ngl ndexQut Of BoundsExcept i on was
thrown. This patch refactors the query parser to fix the problem behind the issue, and also to improve the
parser's performance. (Bug #106240, Bug #33781440)

* An unnecessary boxing has been removed from f i ndCol unm() inthe Resul t Set | npl class. Thanks
to Pei Pei Ning for contributing this improvement. (Bug #106171, Bug #33757217)

» When decoding decimals, the constructor used for creating the Bi gDeci mal object has been changed
from Bi gDeci mal (String) toBi gDeci mal (char[]) in order to save memory. Thanks to Chen Yi
for contributing to this improvement. (Bug #106065, Bug #33726184)

» When inserting Bi gDeci mal values into a database using rewritable server-side prepared statements
with cursor-based fetching, the values suffered precision loss. (Bug #105915, Bug #33678490)

» When the Connector/J logger level was at TRACE, a null bind value for a Pr epar edSt at enent resulted
ina Nul | Poi nt er Except i on when the logger tried to read the value. This patch added a null check to
avoid the exception to be thrown under the situation. (Bug #104349, Bug #33563548)
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» When the connection property rewriteBatchedStatements was set to t r ue, inserting a BLOB using a
prepared statement and execut eBat ch() resulted in a Nul | Poi nt er Except i on. (Bug #85317, Bug
#25672958)

* Resul t Set Met aDat a and Dat abaseMet aDat a returned Types. DATE for a YEAR table column
even when year | sDat eType=f al se. With this fix, Types. SMALLI NT was returned correctly in the
situation. (Bug #82084, Bug #23743938)

» A PreparedSt at enent could not be rewritten for batch insert if any table column involved contained
"select" as a substring in the column name. (Bug #81468, Bug #23312764)

« When using server-side prepared statements and the connection property pr of i | eSQL was
set to true, setting a parameter of type LONGTEXT using a St ri ngReader () resulted in a
java.io. Not Serial i zabl eExcepti on. (Bug #62006, Bug #16714956)

+ Data truncation occurred for | NOUT type parameters of data type Bl T(1) for stored procedures. (Bug
#38954, Bug #11749415)

Changes in MySQL Connector/J 8.0.28 (2022-01-18, General Availability)

Version 8.0.28 is the latest General Availability release of the 8.0 series of MySQL Connector/J. Itis
suitable for use with MySQL Server versions 8.0 and 5.7. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

» Deprecation and Removal Notes
» Functionality Added or Changed

» Bugs Fixed
Deprecation and Removal Notes

e The TLSv1 and TLSv1.1 connection protocols were deprecated in Connector/J 8.0.26 and are now
removed in this release. The removed values are considered invalid for use with connection options and
session settings. Connections can be made using the more-secure TLSv1.2 and TLSv1.3 protocols.
Using TLSv1.3 requires that the server be compiled with OpenSSL 1.1.1 or higher and Connector/J be
run with a JVM that supports TLSv1.3 (for example, Oracle Java 8u261 and above).

Also, the following connection properties have been renamed:
e enabl edTLSPr ot ocol s renamed to tlsVersions; the original name remains as an alias.
« enabl edSSLCi pher Sui t es renamed to tIsCiphersuites; the original name remains as an alias.

(WL #14805)

Functionality Added or Changed

» X DevAPI: A document _i d check has been added to the Col | ecti on. addOr Repl aceOne(i d,
doc) and Col | ecti on. repl aceOne(id, doc) methods: If the i d supplied as an argument for
the functions does not match the _i d in doc (the supplied JSON document), the operation fails. (Bug
#32770013)

» Connector/J now supports multifactor authentication for connections to MySQL Servers. Three new
connection properties, passwordl, password2, and password3, have been added for that purpose. See
Connecting Using Multifactor Authentication for details. (WL #14650)
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Bugs Fixed

The READIVE file in the Connector/J distribution contained broken links in the Additional Resources
section. (Bug #33507321)

Storing aj ava. ti me. Local Dat e object onto the server as a DATE value using a batched

Pr epar edSt at enent failed with the complaint that j ava. t i me. Local Dat e could not be cast to

j ava. sgl . Dat e. With this fix, the object is encoded correctly into a DATE value. (Bug #33468860, Bug
#105211)

Resul t Set navigation methods like absol ute(),relative(),first(),last(), and so on
returned a Nul | Poi nt er Except i on when they were applied to a non-navigable Resul t Set . This was
because the methods did not check if the Resul t Set really had any rows before trying to navigate it.
This patch makes all navigation methods perform the check and throw a proper SQLExcept i on when
the Resul t Set has no rows. (Bug #33461744)

Running a Pr epar edSt at enent in the form of | NSERT | NTO ... VALUE ... ON DUPLI CATE
KEY UPDATE ... VALUES(...) resultedina Stringl ndexQut Of BoundsExcepti on. It was
because Connector/J did not recognize VALUE as an alias for VALUES in an | NSERT statement, and
mistook the VALUES() function as a VALUES clause for the statement. With this fix, statements like this
are parsed properly. (Bug #33425867, Bug #84365)

When the connection session's character set was SJIS, BLOB values could not be handled properly by
client-side prepared statements. (Bug #33350185)

Some Java frameworks prevent changes of the aut oconmi t value on the MySQL Server. When
an application tried to change aut oconmmi t , the value was changed for the connection Sessi on on
the client side, but it failed to change on the server, so the settings became out of sync. With this fix,
Connector/J resets aut oconmmi t to its original value for the Sessi on under the situation. Thanks to
Tingyu Wei for contributing to the fix. (Bug #33054827, Bug #104067)

get War ni ngs() always sent a SHOW WARNI NGS query to the server. With this fix, the query is
sent only if there really are warnings to be shown, in order to save resources. (Bug #32089018, Bug
#101389)

After calling St at ement . set Quer yTi neout (), when a query timeout was reached, a connection to
the server was established to terminate the query, but the connection remained open afterward. With this
fix, the new connection is closed after the query termination. (Bug #31189960, Bug #99260)

A new session created for executing St at enrent . cancel () remained open after the St at enent had
been cancelled. With this fix, the session is closed after the St at enent cancellation. (Bug #30355150,
Bug #96900)

Using the set St ri ng() method on an SQLXNML object resulted in a Nul | Poi nt er Except i on. (Bug
#25656020, Bug #85223)

Changes in MySQL Connector/J 8.0.27 (2021-10-19, General Availability)

Version 8.0.27 is the latest General Availability release of the 8.0 series of MySQL Connector/J. Itis
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

Functionality Added or Changed

Bugs Fixed
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Functionality Added or Changed

The Resul t Set . get Bool ean() method now returns t r ue/f al se for VARCHAR values of “T"/“F". (Bug
#33185116)

In line with good XML practices, the get Sour ce() method of Mysql SQLXM. no longer supports
external DTD, external general entities, and external general parameters in XML sources. (Bug
#33094420)

To allow compatibility with other implementations of Java, the TLS  suffix has been removed from the
names of cipher suites in the Tl sSet ti ngs. properti es file, and both the TLS and SSL__ prefixes
are added to the cipher suites names in the ALLONED_Cl| PHERS list of the Expor t Cont r ol | ed object.
(Bug #31117686)

Synchronization in the Mul t i Host Connect i onPr oxy#i nvoke() method forced connection pools
to wait for statements to finish executing before new or free connections could be provided, creating
performance issues in some cases. It was because invocation by multiple threads of the equal s()
method was blocked due to the synchronization. This patch restructures the synchronization to avoid
locking on ubiquitous methods like equal s() andt oSt ri ng() . (Bug #28725534)

Connector/J now supports authentication of MySQL users created using the aut hent i cati on_oci
plugin. There is a new connection property, ociConfigFile, for specifying the location of the required

OCI SDK and Client configuration file when it is not found at the default location of ~/ . oci / confi g for
Unix-like systems and %H0OVEDRI VEY®4HOVEPATH% . oci \ conf i g for Windows systems (where ~ and
YHOVEPATHY%represent the home directory of the user who runs the application). (WL #14707)

The Connector/J test suite has been reworked to run against a single MySQL Server compiled with
either yaSSL or OpenSSL; the Ant build properties com nysql . cj . testsuite. url.openssl and
com nysql . cj.testsuite.nysql x.url.openssl are now ignored. (WL #14660)

Bugs Fixed

The method Dat abaseMet aDat a. get | nport edKeys() sometimes returned multiple rows for the
same foreign key. (Bug #33237255, Bug #104641)

When cacheSer ver Conf i gur at i on was enabled and subsequent connections were configured with
different character set options, inserting strings into a table resulted in an | ncorrect string val ue
error from the server. It was because the cached character set information reused by Connector/J was
mutable, and this patch fixed the issue. (Bug #29807572)

When Resul t Set . get Obj ect (col uml ndex, java.util.Date.class) was expected to
return null, it caused Connector/J to throw a Nul | Poi nt er Except i on instead. (Bug #104559, Bug
#33232419)

After a Cal endar was passed as a parameter to a Cl i ent Pr epar edSt at enent set method, the

Si npl eDat eFor mat object used to render the parameter value actually modified the Cal endar , so
that using the same Cal endar object with several set methods resulted sometimes in the wrong date or
time being set. With this fix, a clone of the Cal endar is passed to the Si npl eDat eFor mat object when
it is created, to avoid changing the original Cal endar . Thanks to Bjorn Michael for his contribution to the
fix. (Bug #104170, Bug #33064455)

When using cursor-based fetching (useCur sor Fet ch=t r ue), SHOWand EXPLAI N statements failed
with an SQLExcept i on. (Bug #103878, Bug #32954449)

set Quer yTi neout () failed to set a timeout for queries when a cursor was used for fetching rows
(useCur sor Fet ch=t r ue). Thanks to Hong Wang for contributing the fix. (Bug #103796, Bug
#32922715)
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« When the connection property cr eat eDat abasel f Not Exi st was set to true, a non-existing database
could not be created when its name included a hyphen. Thanks to Lukasz Sanek for contributing the fix.
(Bug #95564, Bug #29894324)

* When St at enent . execut eQuer y() was called, Connector/J's check for whether a statement would
return results was inadequate, so that sometimes appropriate statements were rejected (for examples,
SELECT statements starting with a W TH clause, statements preceded by consecutive comments, and so
on) and, at other times, inappropriate statements were executed (for example, DO statements), resulting
in various kinds of errors. With this fix, Connector/J performs more accurate checks by looking at the
statement keywords and the context, as well as handling properly different corner cases. In this new
mechanism, Connector/J takes a permissive approach: statements that might return results are allowed
to run. (Bug #71929, Bug #18346501, Bug #103612, Bug #32902019, Bug #23204652)

Changes in MySQL Connector/J 8.0.26 (2021-07-20, General Availability)

Version 8.0.26 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

» Deprecation and Removal Notes
» Functionality Added or Changed

» Bugs Fixed

Deprecation and Removal Notes

» The TLSv1 and TLSv1.1 connection protocols are now deprecated. While connections to the server
using those TLS versions can still be made with the same negotiation process as before, for any
connections established using those TLS versions, Connector/J writes to its logger the message "This
connection is using TLSv1][.1] which is now deprecated and will be removed in a future release of
Connector/J."

For background to this deprecation, refer to the IETF memo Deprecating TLSv1.0 and TLSv1.1. Itis
recommended that connections be made using the more-secure TLSv1.2 and TLSv1.3 protocols. (WL
#14559)

Functionality Added or Changed

* Important Change: The mechanism for deciding on the character set and collation for communication
between the server and Connector/J has been changed: instead of following the server's settings by
default, they are now determined by the Connector/J connection properties. See Using Character Sets
and Unicode for details. (Bug #25554464)

» Connector/J can now receive client session state changes tracked by the server if the tracking has
been enabled on the server. A new connection property, trackSessionState, has been created to enable
Connector/J to receive the information with query results when the property is set to true. Thanks to
William Lee for contributing to this feature. (Bug #32435618, Bug #102404)

« Connector/J can now establish connections for accounts that use the aut henti cati on_ker ber os
server-side authentication plugin, which is supported by commercial editions of the MySQL Server since
release 8.0.26. See Connecting Using Kerberos for details. (WL #14411)

» Connector/J now supports Query Attributes when they have been enabled on the server. See Using
Query Attributes for details. (WL #14205)
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Bugs Fixed

» X DevAPI: The streaming of DocResul t failed if rows were preceded by any Not i ce messages in the
stream. This was because the addPr ot ocol Enti ty() method of St r eam ngDocResul t Bui | der
did not return f al se for attempts to add Not i ce messages with the method, and that has been fixed by
this patch. (Bug #30438500, Bug #97269)

« When using cursor-based fetching to retrieve rows from the server, Connector/J hung after receiving an
error packet, as it kept waiting for an actual data packet to arrive. With this fix, Connector/J throws an
error in the situation. (Bug #32954396)

* Inserting a BLOB into a table using a server-side Pr epar edSt at enent resulted in a
Cl assCast Except i on. (Bug #32766143, Bug #103303)

» Connector/J of release 8.0.23 and later could not be used in OSGi. It was because the manifest file was
missing a few imports needed for OSGi, and this patch fixed the issue. (Bug #32459408, Bug #102372)

« Connector/J issued unnecessary SET NAMES statements to set collation just to the server's own
setting, which caused performance degradation. To fix this and other problems, a new mechanism
for negotiating the character set and collation for communication between the server and Connector/
J has been introduced; see Using Character Sets and Unicode for details. Thanks to Marc Fletcher for
contributing to the fix. (Bug #31818423, Bug #100606)

» Rows were duplicated in the Resul t Set returned by the Dat abaseMet aDat a. get | nport edKeys()
method. It was due to a faulty query in the method, which has been corrected by this patch. Thanks to
Miron Balcerzak for contributing to the fix. (Bug #29757140, Bug #95280)

» Connection failed if the ID for the server’s default connection collation is bigger than 255 or if Connector/
J specified a custom connection collation. This patch corrects the issue by implementing a new
mechanism and a new connection property cust ontChar set Mappi ng for the negotiation of a
collation between the server and Connector/J. See Using Character Sets and Unicode for details. (Bug
#25554464)

Changes in MySQL Connector/J 8.0.25 (2021-05-11, General Availability)

Version 8.0.25 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

This release contains no functional changes and is published to align its version number with that of the
MySQL Server 8.0.25 release.

Changes in MySQL Connector/J 8.0.24 (2021-04-20, General Availability)

Version 8.0.24 is the latest General Availability release of the 8.0 series of MySQL Connector/J. Itis
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

* Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

« X DevAPI: For X Protocol connections, the Server now provides three new kinds of notifications for
disconnections:

22


https://dev.mysql.com/doc/refman/8.4/en/blob.html
https://dev.mysql.com/doc/refman/8.4/en/set-names.html
https://dev.mysql.com/doc/connector-j/en/connector-j-reference-charsets.html
https://dev.mysql.com/doc/connector-j/en/connector-j-connp-props-session.html#cj-conn-prop_connectionCollation
https://dev.mysql.com/doc/connector-j/en/connector-j-reference-charsets.html

MySQL Connector/J Release Notes

e Server shut down: This is due to a server shutdown. It causes Connector/J to terminate all active
and idle sessions connected to the server in the connection pool with the error message "Server
shutdown in progress".

e Connection idl e: This is due to the connection idling for longer than the relevant timeout settings.
It causes Connector/J to close the current connection with the error message "lO Read error:
read_timeout exceeded".

e Connection kill ed: Thisis due to the connection being killed by another client session. It causes
Connector/J to close the connection in the current session with the error message “Session was
killed".

(WL #14202)

» A new connection property, scrollTolerantForwardOnly, has been introduced, which preserved
the legacy behavior of Connector/J 8.0.17 and earlier by tolerating backward and absolute cursor
movements on result sets of type Resul t Set . TYPE_FORWARD_ONLY. This is for maintaining
compatibility with legacy code that took advantage of the old behavior. See the description for
scrollTolerantForwardOnly for details. (Bug #31747910)

References: See also: Bug #30474158.

» Connector/J now supports "userless" authentication for JDBC connections: When the user for the
connection is unspecified, Connector/J uses the name of the OS user who runs the application
for authentication with the MySQL server. See Connector/J: Obtaining a connection from the
Dri ver Manager for more details. (WL #14453)

* Starting from this release, whenever an authentication plugin is explicitly set for the connection property
defaultAuthenticationPlugin, the specified plugin takes precedence over the server's default when
Connector/J negotiates a plugin with the server. There is no behavioral change for Connector/J if
no value is explicitly set for the property, in which case the server's choice of default plugin takes
precedence over the implicit default of mysql nati ve_passwor d for Connector/J. See the description
of defaultAuthenticationPlugin for details. (WL #14453)

* In the past, for JDBC connections, when the server closed a session because a client was idling beyond
the period specified by the server's wai t _ti neout system variable, Connector/J returned a generic IO
error. Connector/J now relays a clearer error message from the server. (WL #14392)

Bugs Fixed

e X DevAPI: Concurrently getting and closing multiple sessions from the same X DevAPI Cl i ent object
might result in a Concur r ent Modi fi cati onExcept i on thrown by Connector/J at the closing of a
session. (Bug #31699993)

» X DevAPI: Under some specific conditions, when using Deflate as the algorithm for compression of X
Protocol connections, Connector/J threw an Asserti onFai | edExcepti on (ASSERTI ON FAI LED:
Unknown nessage type: 57).Itwas because when a compressed packet was just a few bytes
longer than the size of some internal buffer used by a Java | nf | at er | nput St r eam the leftover bytes
from the inflate procedure were being discarded by Connector/J, causing inflation of subsequent packets
to fail. With this fix, no data bytes are discarded, and the inflation works as expected. (Bug #31510398,
Bug #99708)

* When a Securi t yManager was in place, connections to a MySQL Server could not be established
unless the client had been properly configured to use SASL-based LDAP authentication. It was because
the Aut henti cati onLdapSas! C i ent Pl ugi n in Connector/J requires a special permission to load
the provider MySQLScr anShaSas| when a Secur i t yManager is in place; but since the provider was
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loaded by a static initializer during initialization for the plugin, the lack of the permission was causing an
error and then failures for all connections, even if the plugin was never used or enabled. This fix changes
how the provider is loaded: the loading now happens only at the plugin instance's initialization and the
initialization was deferred to the time when the plugin is actually needed, so that connections that do

not use SASL-based LDAP authentication are unaffected by security settings regarding the plugin. (Bug
#32526663, Bug #102188)

e When using Connector/J 8.0.23, Resul t Set Met aDat a. get Col urmCl assNane() did not return the
correct class name corresponding to DATETI ME columns. (Bug #32405590, Bug #102321)

» Creation of an Updat abl eResul t Set failed with a Nul | Poi nt er Except i on when it was generated
by querying a view with a derived value. (Bug #32338451, Bug #102131)

» Using get Long() onthe CHAR _OCTET_LENGTH column of the Resul t Set for
Dat abaseMet aDat a. get Procedur eCol utms() (or get Funct i onCol umms() ) resulted in a
Nunber Qut Of Range exception when the column's value exceeded 232 - 1. With this patch, the value of
22 — 1 is returned in the situation. (Bug #32329915, Bug #102076)

» Connections to a server could not be established when the user supplied an implementation of the
Connecti onProperti esTransf or minterface using the connection property propertiesTransform.
This was because Connector/J called Pr oper t yKey. PORT. get KeyNane() instead of
Propert yKey. HOST. get KeyNane() for getting the host name, and that has been corrected by this
fix. (Bug #32151143, Bug #101596)

* ANul | Poi nt er Excepti on was returned when a statement that could not be used as a
Server Prepar edSt at enment was executed and the connection property useUsageAdvisor was set to
t r ue. With this fix, a SQLExcept i on is returned instead. (Bug #32141210, Bug #101558)

» Using the set Sessi onMaxRows () method on a closed connection resulted in a
Nul | Poi nt er Except i on. With this fix, a SQ_LNonTr ansi ent Connect i onExcept i on is thrown
instead, with the error message "No operations allowed after connection closed." (Bug #22508715)

» Using the set Obj ect () method for a target type of Types. Tl MVE resulted in a SQLExcept i on when
the value to be set had a fractional part, or when the value did not fit any pattern described in Date
and Time Literals. This patch introduced a new logic that can handle fractional parts; also, it performs
the conversion according to the patterns of the literals and, when needed, the target data type. (Bug
#20391832)

Changes in MySQL Connector/J 8.0.23 (2021-01-18, General Availability)

Version 8.0.23 is the latest General Availability release of the 8.0 series of MySQL Connector/J. Itis
suitable for use with MySQL Server versions 8.0 and 5.7. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

» Deprecation and Removal Notes
» Functionality Added or Changed
» Bugs Fixed

Deprecation and Removal Notes

» As an implementation of the MySQL Terminology Updates, connection properties and public method
names have been adjusted in the following manners:

« Changing "master" to "source": For example, the connection property quer i esBef or eRet r yMast er
becomes quer i esBef or eRet r ySour ce, and the method i sivast er Connecti on() becomes
i sSour ceConnection()
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« Changing "slave" to "replica": For example, the connection property
al | owsl avesDownConnect i ons becomes al | owRepl i caDownConnect i ons, and the method
get Sl aveHost s() becomes get Repl i caHost s()

» Changing "blacklist" to "blocklist": For example, the connection property
| oadBal anceBl ackl i st Ti neout becomes | oadBal anceBl ockl i st Ti neout .

Old names have been deprecated—though they are still usable for now, they are to be removed
eventually in future releases; users are therefore encouraged to switch to the new names.

See the MySQL Connector/J 8.0 Developer Guide, the Connector/J APl documentation (generated
by Javadoc), and the MySQL Connector/J X DevAPI Reference available at Connectors and APIs for
information on any new property and method names. (WL #14207)

Functionality Added or Changed

» Important Change: A new mechanism has been introduced for users to configure how time
zone conversions should occur when time instants are saved to or retrieved from a server by
Connector/J. Three new connection properties, preservelnstants, connectionTimeZone, and
forceConnectionTimeZoneToSession, control the new mechanism—see Preserving Time Instants for
details.

Important

A To preserve the default behavior of Connector/J 8.0.22 and earlier to query the
session time zone from the server and then convert a timestamp between that
and the JVM time zone, set the new connection property connectionTimeZone
to SERVER, and leave the other two new properties at their default values
(i.e.,preservelnstants=true and forceConnectionTimeZoneToSession=false).
Users who had ser ver Ti neZone=user - def i ned-ti nme- zone and keep it the
same, without configuring the new connection properties, can expect the same
behavior as before, but testing is recommended.

Also, with the implementation of the new mechanism, a

get Obj ect (col uml ndex) call on a DATETI ME column returns a

Local Dat eTi ne object now instead of a St ri ng. To receive a St ri ng like
before, use get Cbj ect (col uml ndex, String.cl ass) instead.

« While aj ava. sql . Tl ME instance, according to the JDBC specification, is not supposed to contain
fractional seconds by design, because j ava. sql . TI MEis a wrapper around j ava. uti | . Dat e, it
is possible to store fractional seconds in aj ava. sqgl . TI ME instance. However, when Connector/
Jinserted aj ava. sql . Tl ME into the server as a MySQL TI ME value, the fractional seconds were
always truncated. To allow the fractional seconds to be sent to the server, a new connection property,
sendFractionalSecondsForTime, has been introduced: when the property is t r ue (which is the default
value), the fractional seconds for j ava. sql . Tl ME are sent to the server; otherwise, the fractional
seconds are truncated.

Also, the connection property sendFractionalSeconds has been changed into a global control for the
sending of fractional seconds for ALL date-time types. As a result, if sendFractionalSeconds=false,
fractional seconds are not sent irrespective of the value of sendFractionalSecondsForTime. (Bug
#20959249, Bug #76775)

» Connector/J now supports the following authentication methods for LDAP Pluggable Authentication with
the MySQL Enterprise Server:
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« The GSSAPI/Kerberos Authentication Method: A new connection property, ldapServerHostname,
has been introduced for specifying the LDAP service host principal as configured in the Kerberos key
distribution centre (KDC). See the description for IdapServerHostname in the MySQL Connector/J 8.0
Developer Guide for details.

* The SCRAM SHA- 256 method.

(WL #14206, WL #14274)

Bugs Fixed

e Storingajava.tine. Local Dat eTi e object onto the server as a TI MESTAMP value using a batched

Pr epar edSt at enent failed with the complaint that j ava. ti nme. Local Dat eTi e could not be cast to
j ava. sql . Ti mest anp. With this fix, the casting works again. (Bug #32099505, Bug #101413)

Using the set Obj ect () method to set a Byt eAr r ayl nput St r eaminstance for a
Pr epar edSt at enent resulted in a SQLExcept i on. (Bug #32046007, Bug #101242)

The returned value for a TI MESTAMP was incorrect when a temporal interval expression was used in the
SQL statement for the query. (Bug #31074051, Bug #99013)

After upgrading from Connector/J 5.1 to 8.0, the results of saving and then retrieving DATETI VE

and Tl MESTAMP values became different sometimes. It was because while Connector/J 5.1 does

not preserve a time instant by default, Connector/J 8.0.22 and earlier tried to do so by converting a
timestamp to the server's session time zone before sending its value to the server. In this release,

new mechanisms for controlling timezone conversion has been introduced—see Preserving Time
Instants for details. Under this new mechanism, the default behavior of Connector/J 5.1 in this respect is
preserved by setting the connection property preservelnstants=false. (Bug #30962953, Bug #98695, Bug
#30573281, Bug #95644)

Conversion of a MySQL DATETI ME or TI MESTAMP value to a Java O f set Dat eTi ne using the

get hject (i, O fsetDateTine.class) method failed with a "Conversion not supported for

type ..." error. It was because the O f set Dat eTi ne. par se() method on DATETI ME and Tl MESTAMP
values yielded an unexpected string format. With this patch, conversions between O f set Dat eTi ne
and the DATE, TI ME, DATETI ME, TI MESTAMP, and YEAR data types are now possible, and an instant
point on the timeline is preserved as such during a conversion, when possible—see Preserving Time
Instants for details. (Bug #29402209, Bug #94457)

When the server's session time zone setting was not understandable by Connector/J (for example, it
was set to CEST), a connection could not be established with the server unless Connector/J specified
the correct IANA time zone name in the ser ver Ti mezone connection property. This happened even
if there was actually no need to use any date-time functionality in Connector/J. The issue was fixed by
the new connection properties for Connector/J that control date-time handling—see Preserving Time
Instants for details. The following now happens with respect to the above-mentioned situation:

« If the new connection property connectionTimeZone is set to LOCAL or a specified time zone, the
ti me_zone variable on the server is no longer checked

« If connectionTimeZone=SERVER, the check for the t i me_zone variable is delayed until date-time
driver functionality is first invoked, so that an unrecognizable server time zone does not prevent
connection to be established. However, when date-time functionality is invoked and the value of
ti me_zone cannot be recognized by Connector/J, an exception is thrown.

(Bug #21789378)
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Changes in MySQL Connector/J 8.0.22 (2020-10-19, General Availability)

Version 8.0.22 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

» Deprecation and Removal Notes
* Functionality Added or Changed
» Bugs Fixed

Deprecation and Removal Notes

« X DevAPI: The asynchronous variant of the X Protocol is no longer supported by Connector/J; the
connection properties useAsyncPr ot ocol and asyncResponseTi neout are now deprecated and
have no effect when used. (WL #14017)

Functionality Added or Changed

» Security Enhancement: Previously, the LOCAL data loading capability for the LOAD DATA statement
can be controlled on the client side only by enabling it for all files accessible to the client or by disabling
it altogether, using the connection property al | owLoadLocal | nfi | e. A new connection property,
al  owLoadLocal | nfil el nPat h, has been introduced to allow LOCAL data loading only from a
specific filepath; see the description for the option in Configuration Properties for details. (WL #14096)

» X DevAPI: A new connection property, xdevapi . conpr essi on- al gori t his, has been introduced
for specifying the compression algorithms to use and the priority in which they will be negotiated for.

Also, the older connection property xdevapi . conpr essi on- al gori t hm(without an “s” at the end

of its name) has been renamed to xdevapi . conpr essi on- ext ensi ons; its function remains the
same as before (providing implementations for compression algorithms), but the syntax for its value has
been changed: each element in a triplet for an algorithm is now separated by a colon (:). See Connection
Compression Using X DevAPI for details. (WL #14017)

» X DevAPI: Connector/J now supports Java keystore for SSL client certificates for X DevAPI sessions.
The following new connection properties have been introduced for the purpose:

e xdevapi . ssl - keystore

e xdevapi . ssl - keystore-type

e xdevapi . ssl - keyst or e- passwor d

See Connecting Securely Using SSL for details. (WL #13780)

* When trying to open multiple connections to a MySQL server using Connector/J with a named pipe
on Windows systems, the attempt sometimes failed with the "All pipe instances are busy" error. With
this fix, if a timeout has been set using the connection property connect Ti neout or the method
Dri ver Manager . set Logi nTi meout (), Connector/J will retry opening the named pipe repeatedly
until the timeout is reached or the named pipe is opened successfully. As a side-effect of this new
behavior, there will be a delay, equal to the length of the timeout, for throwing an error for a failed
named-pipe connection even when it is caused by an error other than "All pipe instances are busy." (Bug
#31711961, Bug #98667)

« When the connection option ss| Mode is set to VERI FY_| DENTI TY, Connector/J now validates the
host name in the connection string against the host names or IP addresses provided under the Subject
Alternative Name (SAN) extension in the server's X.509 certificate. Also, verification against the
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Common Name (CN) is now performed when a SAN is not provided in the certificate or if it does not
contain any DNS name or IP address entries. Host names listed in the certificate, under either the SAN
or the CN, can contain a wildcard character as specified in the RFC 6125 standard. Thanks to Daniél
van Eeden for contributing to the patch. (Bug #31443178, Bug #99767, Bug #28834903, Bug #92903)

* When using Connector/J, the AbandonedConnect i onCl eanupThr ead
thread can now be disabled completely by setting the new system property
com nysql . cj . di sabl eAbandonedConnect i onCl eanup tot r ue when configuring the JVM. The
feature is for well-behaving applications that always close all connections they create. Thanks to Andrey
Turbanov for contributing to the new feature. (Bug #30304764, Bug #96870)

» Connector/J now supports client authentication with MySQL Enterprise Server using simple or SASL
(SCRAM-SHA-1) LDAP authentication on Windows and Linux platforms. (WL #14115)

« Connector/J can now be prevented from falling back to the system-wide truststore and keystore for
server and client identity authentication, respectively. For JDBC connections, two new connection
properties, f al | backToSyst enKeySt or e and f al | backToSyst enilt ust St or e, have been
introduced for the control. While those properties are t r ue by default (fallbacks enabled), setting them to
f al se disable fallbacks. See Connecting Securely Using SSL for details.

X DeVvAPI: Similar control for fallbacks for X DevAPI connections are provided by the new connection
properties, xdevapi . f al | back-t o- syst em keyst or e, and xdevapi . f al | back-t o-system
truststore. (WL #13780)

» The integration classes for JBoss have been removed from Connector/J. (WL #14068)

Bugs Fixed

* In aload balancing setup, if the connection parameter | oadBal anceBl ackl i st Ti meout was set,
a server that was once unavailable remained in the blocklist even after a connection to it has been
reestablished, and this affected the system's performance. With this fix, the server is removed from the
blocklist as soon as it becomes available again. (Bug #31699357, Bug #96309)

» Using a Pr epar edSt at enent to store a Dat e into a database sometimes resulted
ina Nul | Poi nt er Excepti on. It was because some assignments were missing in
Ser ver Prepar edQuer yBi ndVal ue. cl one(), and this patch corrects the issue. (Bug #31418928,
Bug #99713)

* When a client attempted to establish a JDBC connection using the server's X Protocol port, Connector/J
threw an Ar r ayl ndexQut Of BoundsExcept i on. With this fix, Connector/J throws the proper exception
for using the wrong protocol with the port and returns a proper error message. (Bug #31083755, Bug
#99076)

e Local Dat e, Local Dat eTi ne, and Local Ti ne values set through Connector/J were altered when
there was a timezone difference between the server and the client. This fix corrects the issue by
handling the Local Dat e, Local Ti nme, and Local Dat eTi ne with no time zone conversion and no
intermediate conversions to other date-time classes. Thanks to Iwao Abe for his contribution to the fix.
(Bug #29015453, Bug #93444)

Changes in MySQL Connector/J 8.0.21 (2020-07-13, General Availability)

Version 8.0.21 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

In the documentation for MySQL 8.0.21, we have started changing the term “master” to “source”, the
term “slave” to “replica”, the term “whitelist” to “allowlist”, and the term “blacklist” to “blocklist”. There are
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currently no changes to the product's syntax, so these terms are still present in the documentation where
the current code requires their use. See the blog post MySQL Terminology Updates for more information.

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» X DevAPIl: The JSON Schema Validation Functions on MySQL servers are now supported by
Connector/J; see Schema Validation for details. (WL #13008)

* The required versions of the 3rd-party libraries needed for running or compiling Connector/J have been
changed; new requirements for additional libraries have also been added. See Installing Connector/J
from a Binary Distribution and Installing from Source for details. (WL #14042, WL #14051)

Bugs Fixed

» When trying to set a parameter for a Pr epar edSt at enent using the method
Pr epar edSt at enent . set Obj ect (paranet erl ndex, "fal se", Types. BOOLEAN), the value
was settot r ue instead of f al se. (Bug #30911870, Bug #98237)

Changes in MySQL Connector/J 8.0.20 (2020-04-27, General Availability)

Version 8.0.20 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

« X DevAPI: Connector/J now supports data compression for X Protocol connections. See Connection
Compression Using X DevAPI for details. (WL #12248)

* A new method, get El apsedTi ne(), has been added to the implementation of the St at enent
interface in Connector/J, to expose the elapsed time for a query. Thanks to Matti Sillanpaa for
contributing the code. (Bug #30570249, Bug #97714)

Bugs Fixed

e When a custom Cal endar was used in the set Dat e method for a Pr epar edSt at enent , it was
being used by subsequent calls of the same method that did not use the same calendar, resulting in the
wrong date being set. It was because the Si npl eDat eFor nat object created internally with the custom
calendar was cached and reused. With this fix, the object is no longer cached. (Bug #30877755)

 Setting the connection property cl i ent | nf oPr ovi der without using the fully qualified class name
for Cl i ent | nf oProvi der SP caused a Nul | Poi nt er Except i on. This was due to some wrong
exception handling, which has been corrected by this fix. (Bug #30832513)

 Authentication failed when a client tried to connect to a server that used Windows
Authentication Plugin and the Kerberos protocol. It was because the implementation of the
Nat i veAut henti cati onProvi der class by Connector/J did not interact correctly with a custom-
made Kerberos authentication plugin, and this patch fixes the issue. (Bug #30805426)

» Methods from the Resul t Set Ut i | class are no longer used in Connector/J 8.0.20; the class has
therefore been removed. (Bug #30636056)
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A Nul | Poi nt er Except i on was returned when the connection had

cacheResul t Set Met adat a=t r ue and a query containing any SET statements was executed. This fix
corrects the issue by adding the missing variable assignment, and also a null check. (Bug #30584907,
Bug #97757)

» A Dat aConver si onExcept i on was thrown when an application tried to store a string
starting with "d." [d was any digit] into a VARCHAR column. It was due to a parsing error in the
Abst ract Numer i cVal ueFact or y, which has been fixed by this patch. Thanks to Nick Pollett for
contributing the code. (Bug #30570721, Bug #97724)

* When creating a St at ement , the specification for the r esul t Set Type parameter was not honored,
so that the Resul t Set type was always set to Resul t Set . TYPE_FORWARD_ONLY. With this fix, the
resul t Set Type parameter is now honored. Also, type validation has been added so that calling the
methods bef oreFi rst,afterLast,first,|ast,absol ute,relative,orprevious resultsin an
exception if the Resul t Set type is Resul t Set . TYPE_FORWARD_ONLY. (Bug #30474158)

 When a Cal endar was not used, aj ava. sql . Dat e value could not always be stored into and then
retrieved from a MySQL server consistently. It was because Connector/J always converted a Dat e value
to the server's time zone when storing it on the server as a MySQL DATE; but since a MySQL DATE does
not have any time value, the hour, minute, and second parts of the original date was effectively lost.
If the converted value is one day ahead of or behind the original value, when the value was retrieved
through Connector/J and converted back to the local time zone, there was no time value for adjusting the
date back to its original value, resulting in a one-day error. With this fix, any Dat e value is converted to
MySQL DATE value using the JVM's time zone, so that the value is always consistent when being stored
and then read back.

Also, the cacheDef aul t Ti mrezone connection property, previously removed from Connector/J 8.0,
has now been restored so that when it is set to f al se, Connector/J becomes aware of the time zone
changes of the JVM during runtime and converts dates with the updated time zone. (Bug #28125069,
Bug #91112)

Changes in MySQL Connector/J 8.0.19 (2020-01-13, General Availability)

Version 8.0.19 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

» Functionality Added or Changed
» Bugs Fixed

Functionality Added or Changed

« X DevAPI: The server failover support for connections using X DevAPI has been enhanced with the
following features:

e Whenthe pri ori ty property is NOT set for each host in the connection URL, failover connections
are attempted on the hosts in a random order, until a connection is successfully established
(Connector/J used to attempt connections to the hosts in the sequence they appear in the connection
URL).

* Once all hosts have been tried and no connections can be made, Connector/J throws a
com nysql . cj . exceptions. CJConmmuni cat i onsExcept i on and returns the message Unabl e
to connect to any of the target hosts.

* When using connection pooling, Connector/J keeps track of any host it failed to connect to and, for
a short waiting period after the failure, avoids connecting to it during the creation or retrieval of a
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Sessi on. However, if all other hosts have already been tried, those excluded hosts will be retried
without waiting. Once all hosts have been tried and no connections can be established, Connector/J
throws a com nysql . ¢j . excepti ons. CJCommuni cat i onsExcept i on and returns the message
Unabl e to connect to any of the target hosts.

(WL #13346)

» X DevAPI: The allowed TLS versions and cipher suites for X DevAPI connections can now be restricted
by two new connection properties:

e xdevapi . t| s-versi ons restricts the allowable TLS protocol versions to be used for X DevAPI
connections.

e xdevapi . tl s-ci phersuites restricts the allowable cipher suites to be used for X DevAPI
connections.

See the descriptions for them in Configuration Properties and also Connecting Securely Using SSL for
details. (WL #12736)

» MySQL Server 8.0.17 deprecated the display width for the TI NYI NT, SMALLI NT, MEDI UM NT, | NT,
and Bl G NT data types when the ZEROFI LL modifier is not used, and MySQL Server 8.0.19 has
removed the display width for those data types from results of SHON CREATE TABLE, SHOW CREATE
FUNCTI QN, and queries on | NFORMATI ON_SCHEMA. COLUMWNS, | NFORMATI ON_SCHEMA. ROUTI NES,
and | NFORVATI ON_SCHENA. PARAMVETERS (except for the display width for signed TI NYI NT( 1) ).
This patch adjusts Connector/J to those recent changes of MySQL Server and, as a result,

Dat abaseMet aDat a, Par anet er Met aDat a, and Resul t Set Met aDat a now report identical
results for all the above-mentioned integer types and also for the FLOAT and DOUBLE data types. (Bug
#30477722)

» The cipher suites usable by Connector/J are now pre-restricted by a properties file that can be found
atsrc/ mai n/ resources/ com nysqgl /cj/ Tl sSettings. properti es inside the src folder on
the source tree or in the platform-independent distribution archive (in . t ar. gz or . zi p format) for
Connector/J. See Connecting Securely Using SSL for details.

« Connector/J now supports the use of DNS SRV records for connections. Here is a brief summary for
Connector/J's support for DNS SRV records:

e These new schemas in the connection URLs enable DNS SRV support:

e jdbc: nysql +srv: For ordinary and basic failover JDBC connections that make use of DNS SRV
records.

e jdbc: nysql +srv: | oadbal ance: For load-balancing JDBC connections that make use of DNS
SRV records.

e jdbc: nysql +srv:replication: For replication JDBC connections that make use of DNS SRV
records.

e nysqgl x+srv: For X DevAPI connections that make use of DNS SRV records.

« Besides using the new schemas in the connection URLs, DNS SRV record support can also be
enabled or disabled using the two new connection properties, dnsSr v and xdevapi . dns- sr v, for
JDBC and X DevAPI connections respectively.

See Support for DNS SRV Records in the MySQL Connector/J Developer Guide for details. (WL
#13367)
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The allowable versions of TLS protocol used for connecting to the server, when no restrictions have
been set using the connection properties enabl edTLSPr ot ocol s, have been changed to:

e TLSv1l, TLSv1.1, TLSvl.2, and TLSv1l. 3 for MySQL Community Servers 8.0, 5.7.28 and later,
and 5.6.46 and later, and for all commercial versions of MySQL Servers.

e TLSv1l and TLSv1. 1 for all other versions of MySQL Servers.

(WL #12736)

Bugs Fixed

The RPM package for Connection/J provided by the MySQL Yum repository did not have its epoch
set; as a result, the package could not be installed on an Enterprise Linux or Fedora system even if the
MySQL Yum repository has been enabled, because the Connector/J package in the native repository
had the epoch set to 1. This fix sets the epoch also to 1 for the RPM package provided by the MySQL
Yum repository, in order to prevent the installation problem. (Bug #30566384, Bug #97700)

For some prepared statements, calling get Met aDat a() on them resulted inan | ncorrect DATE
error, even when no DATE values were involved. This was due to some recent changes on the MySQL
Server, to which this patch adjusts Connector/J. (Bug #30151808, Bug #96442)

References: See also: Bug #29025656, Bug #28940878.

When retrieving Tl VE values using Resul t Set . get Ti mest anp() , the fractional seconds are
truncated when useCur sor Fet ch=t r ue. This patch corrects the problem by fixing the Tl VE value
decoding in the Mysql Bi nar yVal ueDecoder . It also corrects some inconsistencies in formatting the
fractional seconds when returning the Tl ME values as strings. (Bug #30119545, Bug #96383)

Streaming of multiple result sets failed with an error. It was due to an error in switching the streamer
source from one result set to another, and this fix corrects the issue. (Bug #29999318, Bug #96059)

Changes in MySQL Connector/J 8.0.18 (2019-10-14, General Availability)

Version 8.0.18 is the latest General Availability release of the 8.0 series of MySQL Connector/J. Itis
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

Bugs Fixed

A minor code improvement has been put into
Dat abaseMet aDat aUsi ngl nf oSchema. get Col urms() . (Bug #29898567, Bug #95741)

For a replication setup, when the connection property
| oadBal anceAut oConmmi t St at enent Thr eshol d was set to any values other than 0, load-balancing
server switching failed. It was because in this case, LoadBal ancedAut oConmi t | nt er cept or did not
have the required access to the parent connection proxy that had established the connection, and this fix
enables such access. (Bug #25223123, Bug #84098)

An attempt to retrieve multiple result sets returned by asynchronous executions of stored procedures
resulted in an Execut i onExcept i on. With this fix, Connector/J now works properly when
asynchronous executions return multiple result sets. (Bug #23721537)
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Changes in MySQL Connector/J 8.0.17 (2019-07-22, General Availability)

Version 8.0.17 is the latest General Availability release of the 8.0 series of MySQL Connector/J. Itis
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

» Deprecation and Removal Notes

» Functionality Added or Changed

» Bugs Fixed

Deprecation and Removal Notes

« X DevAPI: The following methods have been deprecated:
e Collection.find().where()
e Col I ection.nodi fy().where()
e Col l ection.renmove().where()

(WL #13009)
Functionality Added or Changed

» X DevAPIl: Two new operators for JSON objects and arrays, OVERLAPS and NOT OVERLAPS, are now
supported. (WL #12726)

« X DevAPI: Indexing for array fields is now supported. See Indexing Array Fields in the X DevAPI User
Guide for details. (WL #12247)

* The READVE and LI CENSE files are now included inside the Connector/J JAR archive delivered in the
platform-independent tarballs and zip files. (Bug #29591275)

» A number of private parameters of Pr of i | er Event s (for example, host nane) had no getters for
accessing them from outside of the class instance. Getter methods have now been added for all the
parameters of the class. (Bug #20010454, Bug #74690)

» A new connection property, dat abaseTer m sets which of the two terms is used in an application
to refer to a database. The property takes one of the two values CATALOG or SCHENA and uses it to
determine which Connect i on methods can be used to set/get the current database, which arguments
can be used within the various Dat abaseMet aDat a methods to filter results, and which fields in the
Resul t Set returned by Dat abaseMet aDat a methods contain the database identification information.
See the entry for dat abaseTer min Configuration Properties for details.

Also, the connection property nul | Cat al ogMeansCur r ent has been renamed to
nul | Dat abaseMeansCur r ent . The old name remains an alias for the connection property.

Thanks to Harald Aamot for contributing to the patch. (Bug #11891000, Bug #27356869, Bug #89133)

e A new CONTRI BUTI NGfile has been added to the Connector/J repository on GitHub, which provides
guidelines for code contribution and bug reporting. (WL #12942)

e The MySQL Connector/J X DevAPI Reference can now be generated from the Connector/J source code
as an Ant target, xdevapi - docs. (WL #13210)

» Added support for host names that are longer than 60 characters (up to 255 characters), as they are now
supported by MySQL Server 8.0.17. (WL #13125)
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» Added support for the ut f 8nmb4_0900_bi n collation, which is now supported by MySQL Server 8.0.17.
(WL #13124)

» A cached server-side prepared statement can no longer be effectively closed by calling
St at enent . cl ose() twice. To close and de-cache the statement, do one of the following:

» Close the connection (assuming the connection is tracking all open resources).
< Use the implementation-specific method JdbcPr epar edSt at enent . real C ose() .

» Set the statement as non-poolable by calling the method St at enent . set Pool abl e(f al se) before
or after closing it.

(WL #11101)
Bugs Fixed

» X DevAPI: The | N operator in X DevAPI expressions, when followed by a square bracket ([ ), got
mapped onto the wrong operation in X Protocol. (Bug #29821029)

» When using a replication connection, retrieving data from Bl obFr onlLocat or resulted in a
Cl assCast Except i on. It was due to some wrong and unnecessary casting, which has been removed
by this fix. (Bug #29807741, Bug #95210)

* Resul t Set Met aDat a. get Tabl eNanme(') returned null when no applicable results could be returned
for a column. However, the JDBC documentation specified an empty string to be returned in that
case. This fix makes the method behave as documented. The same correction has been made for
get Cat al ogNane() and get SchemaNane() . (Bug #29452669, Bug #94585)

* Resul t Set | npl . get hj ect (), when autoboxing a value of a primitive type retrieved from a column,
returned a non-null object when the retrieved value was null. (Bug #29446100, Bug #94533)

* Resul t Set | npl . get Doubl e() was very inefficient because it called
Fl oat i ngPoi nt BoundsEnf or cer. cr eat eFr onBi gDeci mal , which needlessly recreated
Bi gDeci mal objects for the fixed minimum and maximum bounds. With this fix, the objects
Bi gDeci mal . val ueOf (mi n) and Bi gDeci mal . val ueCf (max) are cached after they are first
created, thus avoiding their recreations. (Bug #29446059, Bug #94442)

» Enabling | ogSl owQuer i es resulted in many unnecessary calls
of LogUti|s. findCallingC assAndMet hod() . With this fix,
LogUtils.findCallingC assAndMet hod() is called only when pr of i | eSQL is true and even
in that case, the number of calls are reduced to a minimal to avoid the excessive stack trace data the
function used to generate. Thanks to Florian Agsteiner for contributing to the fix. (Bug #29277648, Bug
#94101, Bug #17640628, Bug #70677)

e Characters returned in a Resul t Set were garbled when a server-side Pr epar edSt at enent was
used, and the query involved concatenation of a number and a string with multi-byte characters. That
was due to an issue with the number-to-string conversion involved, which has been corrected by this fix.
(Bug #27453692)

» Calling Profil er Event. pack() resulted in an Arrayl ndexCut Of BoundsExcept i on. It was due to
a mishandling of data types, which has been corrected by this fix. (Bug #11750577, Bug #41172)

Changes in MySQL Connector/J 8.0.16 (2019-04-25, General Availability)

Version 8.0.16 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.
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* Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

« X DevAPIl: Added Bi gl nt eger, Bi gDeci nmal , and Char act er as supported classes whose instances
can be passed as parameters to a X DevAPI Tabl e statement. Also made the error message clearer
when applications try to pass instances of unsupported classes. (Bug #25650912)

» X DevAPI: Connector/J now supports the ability to send connection attributes (key-value pairs that
application programs can pass to the server at connect time) for X Protocol connections. Connector/J
defines a default set of attributes, which can be disabled or enabled. In addition, applications can specify
attributes to be passed in addition to the default attributes. The default behavior is to send the default
attribute set. See the description for the new configuration property xdevapi . connect -attri but es

for details.
Note
@ The aggregate size of connection attribute data sent by a client is limited by the
value of the per f ornance_schena_sessi on_connect _attrs_si ze server
variable. The total size of the data package should be less than the value of the
server variable, or the attribute data will be truncated.
(WL #12459)

» X DevAPIl: When using X DevAPI, performance for statements that are executed repeatedly (two or
more times) is improved by using server-side prepared statements for the second and subsequent
executions. (WL #12246)

» The version number has been removed from the name of the Connector/J JAR archive within the
RPM packages for Connector/J. That makes upgrading Connector/J with RPM packages easier. (Bug
#29384853)

» The collation ut f 8nb4_zh 0900_as_cs has been added to the Char set Mappi ng class. (Bug
#29244101)

» The following third-party libraries have been removed from the distribution bundles for Connector/J:
« Google protobuf for Java (required for using X DevAPI and for building Connector/J from source)
e C3PO (required for building Connector/J from source)
« JBoss common JDBC wrapper (required for building Connector/J from source)

« Simple Logging Facade API (required for using the logging capabilities provided by the default
implementation of org.slf4j.Logger.Slf4JLogger by Connector/J, and for building Connector/J from
source)

Users who need those libraries have to obtain them on their own. See Installing Connector/J from a
Binary Distribution and Installing from Source for details. (WL #12825)

Bugs Fixed

« X DevAPIl: The method unquot eWor kar ound() has been removed from the Expr Par ser class,
as the workaround is no longer needed, and it actually produced wrong results in some cases. (Bug
#29257922)
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X DevAPI: Connector/J threw an error when a JSON document contained only a field with an empty
array as its value. With this fix, Connector/J now takes that as a valid JSON document. (Bug #28834959,
Bug #92819)

X DevAPI: get Byt e() calls failed on table columns of the Bl NARY data type. This was due to issues
with string conversion, which has been corrected with this fix. (Bug #25650385)

X DevAPI: Any statements sent after a failed procedure call caused Connector/J to hang. This was
because after the failed call, Connector/J was not aware that the result streamer had already been
closed by the server. With this fix, an error is thrown when the procedure call fails, and the result
streamer is nullified. (Bug #22038729)

X DevAPI: Unary negative and positive operators inside expressions were parsed wrongly as binary
minus and plus operators. (Bug #21921956)

Because the SHOW PROCESSLIST statement might cause the server to fail sometimes, Connector/
J now avoids using the statement, but queries the performance scheme instead for the information it
needs. (Bug #29329326)

Some unnecessary information has been removed from the Connector/J log. (Bug #29318273)

In the Dat abaseMet aDat aUsi ngl nf oSchena interface, the get Pr ocedur eCol urms() and

get Funct i onCol unms() methods returned wrong results for the PRECI SI ON column, and the

get Col ums() and get Ver si onCol utmms() methods returned wrong results for the COLUVN_SI ZE
column. The errors were due to the wrong handling of the temporal type precision by Connector/J, which
has now been fixed. (Bug #29186870)

For an SSL connection, after a client disconnected from a server by calling Connect i on. cl ose(),
the TCP connection remained in the TIME_WAIT state on the server side. With this fix, the connection
remains in the TIME_WAIT state on the client side instead, in most cases. (Bug #29054329, Bug
#93590)

The function LoadBal ancedConnect i onProxy. get A obal Bl ackl i st () always returned an empty
map, thus there was never a blacklist for load-balanced connections. (Bug #28860051, Bug #93007)

The redundant file, changel og. gz, has been removed from the Debian 9 package for Connector/J. The
file repeated the contents of the CHANGES. gz file. (Bug #27786499)

Using get Byt es() to retrieve TEXT data resulted in a Nunber For mat Except i on. With this fix, the
proper exception (SQLDat aExcept i on), is now thrown. (Bug #27784363)

A changeUser () call failed with aj ava. i 0. | OExcept i on when the configuration property
enabl ePacket Debug was setto t r ue for a connection. (Bug #25642021)

bi ndi ngs. get Bool ean() always returned false. It was due to a mishandling of data types, which has
been corrected with this fix. (Bug #22931700)

Changes in MySQL Connector/J 8.0.15 (2019-02-01, General Availability)

Version 8.0.15 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It is
suitable for use with MySQL Server versions 8.0, 5.7, and 5.6. It supports the Java Database Connectivity

(JDBC) 4.2 API, and implements the X DevAPI.

Functionality Added or Changed

Default value of the connection property al | owLoadLocal | nfi | e has been changedto f al se.
Applications that use the LOAD DATA LOCAL INFILE statement on MySQL Servers need to set this
property to t r ue explicitly. (Bug #29261254, Bug #30866178)
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Changes in MySQL Connector/J 8.0.14 (2019-01-21, General Availability)

Version 8.0.14 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It
is suitable for use with MySQL Server versions 8.0, 5.7, 5.6, and 5.5. It supports the Java Database
Connectivity (JDBC) 4.2 API, and implements the X DevAPI.

Functionality Added or Changed

Bugs Fixed

Functionality Added or Changed

Important Change: For MySQL Server 8.0.14 and later, 5.7.25 and later, 5.6.43 and later, and 5.5.63
and later, minimal permissions on hamed pipes are granted to clients that use them to connect to the
server. Connector/J, however, can only use named pipes when granted full access on them. As a
workaround, the MySQL Server that Connector/J wants to connect to must be started with the system
variable nanmed_pi pe_ful |l _access_gr oup; see the description for the system variable for more
details. (Bug #28971500)

X DevAPI: get Def aul t Schena() now returns nul | when no default schema has been set for the
Sessi on. (WL #12621)

Connector/J now has a new property for building from source, com nysql . ¢j . bui | d. ver bose, which
controls the verbosity of the build process' output. Its default value is false, which makes the output
considerably shorter comparing with earlier versions of Connector/J. (Bug #28970166)

The method Resul t Set . get Bool ean() now returns FALSE when the designated column is of data
type CHAR or VARCHAR and contains an “N” or “n”. This makes Connector/J 8.0 behaves like Connector/J
5.1 when it comes to converting strings to booleans. (Bug #28706219, Bug #92574)

Connector/J is now capable of reading and, if needed, ignoring any initial notice packets sent by X Plugin
before an X Protocol connection is established. (WL #12462)

Bugs Fixed

X DevAPI: Connector/J returned a Nul | Poi nt er Except i on when an application tried to establish
an XProtocol connection using a Windows named pipe, which is not supported. With this fix, an
XPr ot ocl Excepti on is returned instead.

This fix also makes sure that instead of a Nul | Poi nt er Except i on, a proper exception is thrown when
an application tries to establish a Classic MySQL Protocol connection with a named pipe, but the named
pipe is not specified at connection or it cannot be found on the specified path. (Bug #28606708)

X DevAPI: Adding an empty document with execut eAsync() resulted in an ERROR 5013 (M ssi ng
row data for |nsert).With this fix, no error or warning is returned in the case. (Bug #23045642)

Col | ecti on. count () returned a wrong error message when the collection did not exist. (Bug
#28924137)

The source code of Connector/J contains non-ASCII characters, which might cause encoding issues
during compilation if the system did not also use a UTF-8 locale. With this fix, the build script now
handles non-ASCII characters well regardless of the system locale. (Bug #28894344)

A memory leak occurred if Connector/J was loaded via the bootstrap class path instead of the main
application classpath. It was because AbandonedConnect i onCl eanupThr ead failed to initialize its
internal thread in that case, so that references for closed connections were not cleaned up, and their
number kept growing. This fix repairs the clean up process for closed connections and also makes the
process thread safe. (Bug #28747636, Bug #92508)
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cl ear | nput Strean{() returned a Nul | Poi nt er Except i on when the nysql Socket , mysql | nput,
or nysql Qut put object it tried to retrieve was null. With this fix, an | CExcpet i on is thrown instead

in the situation. Thanks to Henning Schmiedehausen for contributing to the fix. (Bug #28731795, Bug
#92625)

Updating a result set returned by a server-side prepared statement with SELECT ... FOR UPDATE
resulted in an SQLExcept i on. (Bug #28692243, Bug #92536)

When the connection property zer oDat eTi neBehavi or was set to CONVERT_TO_NULL, Connector/J
converted a TIME type value of 00: 00: 00 to nul | . With this fix, it returns aj ava. sql . Ti ne instance
of zero hours, minutes, and seconds, as expected. (Bug #28101003, Bug #91065)

When using server-side prepared statements and working with a table with multicolumn primary key, an
updat eRow( ) call failed with a Nul | Poi nt er Except i on or a SQLExcept i on. (Bug #25650514)

When using server-side prepared statements, ar ef reshRow() call after an updat eRow( ) call failed
with a SQLExcept i on. (Bug #25650482)

changeUser () failed to change or reauthenticate a user when all of the following were true: (a)
connection to the server was by SSL; (b) the cachi ng_sha2 or sha256_passwor d authentication
plugin was used for the user; and (c) the user password contained Unicode characters. (Bug
#25642226)

Changes in MySQL Connector/J 8.0.13 (2018-10-22, General Availability)

Version 8.0.13 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It
is suitable for use with MySQL Server versions 8.0, 5.7, 5.6, and 5.5. It supports the Java Database
Connectivity (JDBC) 4.2 API, and implements the X DevAPI.

» Functionality Added or Changed

* Bugs Fixed

Functionality Added or Changed

» Important Change: Connector/J now requires Protocol Buffers 3.6.1 as an external library for using X

DevAPI and for building Connector/J from source.
See Connector/J Installation on installation requirements for Connector/J. (Bug #28499094)

X DevAPI: X DevAPI now provides a connection pooling feature, which can reduce overhead for
applications by allowing idle connections to be reused. Connection pools are managed by the new

Cl i ent objects, from which sessions can be obtained. See Connecting to a Single MySQL Server Using
Connection Pooling in the X DevAPI User Guide for details. (WL #11857)

X DevAPI: A new connection property, xdevapi . connect -t i neout , now defines the timeout (in
milliseconds) for establishing an X-Protocol connection to the server. Default value is 10000 (10s), and a
value of 0 disables timeout, which makes Connector/J wait for the underlying socket to time out instead.
See Configuration Properties for details.

Note that if xdevapi . connect - ti meout is not set explicitly and connect Ti neout is,
xdevapi . connect - ti neout takes up the value of connect Ti nmeout . (WL #12245)

The connection property used dUTF8Behavi or is no longer supported. The connection property never
had any meaning for the MySQL Server versions supported by Connector/J 8.0, but actually corrupted
the data when it was used with them. (Bug #28444461)
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« Connector/J now translates the legacy value of convert ToNul | for the connection property
zer oDat eTi neBehavi or to CONVERT_TO NULL. This allows applications or frameworks that use the
legacy value (for example, NetBeans) to work with Connector/J 8.0. (Bug #28246270, Bug #91421)

» A new connection property, ssl Mode, has been introduced to replace the connection properties
useSSL, requi reSSL, and veri fyServer Certificat e, which are now deprecated. Also, when
not explicitly set, the connection properties xdevapi . ssl - node, xdevapi . ssl -trust st ore,
xdevapi . ssl -t rust st ore-password, and xdevapi . ssl -trust st ore-type now take up the
values of ssl Mode, trust CertificateKeyStoreUrl,trustCertificateKeyStorePassword,
andtrustCertificateKeyStoreType, respectively. See Connecting Securely Using SSL and
Configuration Properties for details.

Note that for ALL server versions, the default setting of ss| Mode is PREFERRED, and

it is equivalent to the legacy settings of useSSL=t r ue, r equi r eSSL=f al se, and
verifyServerCertificate=fal se, which are different from their default settings for Connector/J
8.0.12 and earlier in some situations. Applications that continue to use the deprecated properties and
rely on their old default settings should be reviewed. (Bug #27102307)

e The value UTF- 8 for the connection property char act er Encodi ng now maps to the ut f 8nh4
character set on the server and, for MySQL Server 5.5.2 and later, char act er Encodi ng=UTF- 8
can now be used to set the connection character set to ut f 8nb4 even if char act er _set server
has been set to something else on the server. (Before this change, the server must have
character_set server=ut f 8nb4 for Connector/J to use that character set.)

Also, if the connection property connect i onCol | ati on is also set and is incompatible with the value
of char act er Encodi ng, char act er Encodi ng will be overridden with the encoding corresponding to
connectionCol | ati on.

See Using Character Sets and Unicode for details, including how to use the ut f 8nb3 character set now
for connection. (Bug #23227334, Bug #81196)

Bugs Fixed

e X DevAPI: Connector/J threw a W ongAr gunent Except i on when it encountered a JSON number
with more than ten digits. This was due to an error in the JSON parser, which has now been fixed. (Bug
#28594434, Bug #92264)

» X DevAPI: Sessi on. get Uri () returned a Nul | Poi nt er Except i on when the default value is null
for any of the connection properties contained in the connection URL; and when Sessi on. get Uri ()
returned a URL, the URL contained a comma (“, ") before its first connection property. (Bug #23045604)

e X DevAPIl: When handling an invalid JSON document, Connector/J threw a Nul | Poi nt er Excepti on.
With this fix, a W ongAr gunent Except i on is thrown instead in the situation. (Bug #21914769)

 Setting the connection property char act er Encodi ng to an encoding that maps to the MySQL
character set | ati nl or ut f 8nb4 did not result in the corresponding default connection collation
(latinl swedish ci orutf8nb4 0900 ai ci, respectively) to be used on the server. With this fix,
the server default is used in the situation. (Bug #28207422)

e Calling Updat abl eResul t Set . updat eCl ob() resulted in an
SQLFeat ur eNot Suppor t edExcept i on. It was because the implementation of the method was
missing from Connector/J, and it has been added with this fix. (Bug #28207088)

« When a connection property's value contained an equal sign (“=") in itself, an exception
(“W ongAr gunent Exception: Ml forned dat abase URL") was thrown. This was due to an
error in the parser for the connection URL, which has been corrected by this fix. (Bug #28150662, Bug
#92485)
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e Connector/J threw a SQLSynt axEr r or Except i on when the parameter t abl eNane for
Dat abaseMet aDat aUsi ngl nf oSchema. get Tabl es() had a null argument. (Bug #28034570, Bug
#90887)

e Settingrew it eBat chedSt at ement s=true and useLocal Transacti onSt at e=t r ue caused
transactions to be uncommitted for batched UPDATE and DELETE statements. It was due to the
intermediate queries for enabling multiquery support on the server resetting the local transaction state
as a side effect. With this fix, the local transaction state is preserved when the intermediate queries are
executed. (Bug #27658489, Bug #89948)

» Rewriting prepared | NSERT statements in a multiquery batch failed with a Bat chUpdat eExcept i on
when the statements did not contain place holders. This was due a faulty mechanism for query rewriting,
which has been corrected by this fix. (Bug #25501750, Bug #84813)

» When using batched prepared statements with multiple queries per statement, queries rewriting was
incorrect, resulting in the wrong queries being sent to the server. (Bug #23098159, Bug #81063)

» Record updates failed for a scrollable and updatable Pr epar edSt at enent when the WHERE clause
for the updater or refresher contained fractional timestamp values and the connection property
sendFractionalSeconds was set to f al se. It was because in the situation, Connector/J did not perform
the proper adjustments of the fractional parts in the WHERE clause values according to the length of
the field’s fractional part as defined in the database. This fix makes Connector/J perform the proper
adjustment to the fractional part, so that the WHERE clause value can be properly compared to the value
fetched from the database. (Bug #22305979)

» Some tests in the testsuite failed as they could not recognize system time zone values like CEST
or V\EST, even with the connection property ser ver Ti nezone set. This was because the value of
server Ti mezone in the testsuite URLSs, after being processed by the testsuite, was not actually
propagated as a connection property to Connector/J. This fix makes sure the property is in the actual
URLSs passed to Connector/J. (Bug #21774249)

* When a Java Dat e value was bound to a Pr epar edSt at enent parameter, attempts to format the
value by a proleptic Gr egor i anCal endar failed to make the dates proleptic, so that dates before the
Julian-Gregorian cutover (October 15, 1582) were stored wrongly. With this fix, a proleptic calendar is
properly used if supplied to the set Dat e() method.

Note that when trying to set or retrieve dates before the Julian-Gregorian cutover with

Pr epar edSat emrent methods, a proleptic G egor i anCal endar should always be explicitly supplied
to the set Dat e() and get Dat e() method. For details, see Known Issues and Limitations. (Bug
#18749544, Bug #72609)

Changes in MySQL Connector/J 8.0.12 (2018-07-27, General Availability)

Version 8.0.12 is the latest General Availability release of the 8.0 series of MySQL Connector/J. It
is suitable for use with MySQL Server versions 8.0, 5.7, 5.6, and 5.5. It supports the Java Database
Connectivity (JDBC) 4.2 API, and implements the X DevAPI.

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed
» X DevAPI: The following changes have been made to the API:

« Removed Modi fySt at enent . arrayDel et e() and Modi f ySt at enrent . ner ge() .

40


https://dev.mysql.com/doc/connector-j/en/connector-j-connp-props-datetime-types-processing.html#cj-conn-prop_sendFractionalSeconds
https://dev.mysql.com/doc/connector-j/en/connector-j-usagenotes-known-issues-limitations.html

MySQL Connector/J Release Notes

e Renamed Col letion.find().limt().skip()toColletion.find().limt().offset().

< To simplify the class hierarchy and to have the class names reflect better the classes' functions, the
following changes have been made:

* The Fi ndPar ans class has been renamed to Fi | t er Par ans
* The Abst r act Fi ndPar ans class has been renamed to Abstract Fi | t er Par ans
* The DocFi ndPar ans class has been renamed to DocFi | t er Par ans

* The Tabl eFi ndPar ans class has been renamed to Tabl eFi | t er Par ans

Notice that the methods in the original Fi | t er Par ans class have been moved under the new
Abstract Fi |l t er Par ans class.

(Bug #28027459, WL #11858)

« X DevAPI: Connector/J now uses synchronous client sockets (j ava. net . Socket ) by default to
communicate with MySQL servers for X Protocol connections. While asynchronous sockets can
still be used by setting the connection property xdevapi . useAsyncPr ot ocol =t r ue, this is not
recommended, as it might result in performance degradation for Connector/J. (Bug #27522054)

» X DevAPI: Connector/J now gives provision for the use of a custom socket factory for X Protocol
connections to MySQL Servers using Unix domain sockets. See Section 6.8, "Connecting Using Unix
Domain Sockets" for details. (WL #9955)

» Connector/J now retrieves the MySQL keyword list from the | NFORVATI ON_SCHEMA. KEYWORDS table
on the MySQL server when a connection session is established. The list can then be accessed by calling
Dat abaseMet aDat a. get SQLKeywor ds() . (WL #10544)

» To simplify the code, the Readabl ePr operty and Modi fi abl ePr operty classes have been
consolidated into the Runt i nePr oper ty class. (WL #11876)

Bugs Fixed

» X DevAPIl: When creating an X DevAPI session using a Pr oper t i es map instead of a connection
string, referring to property keys like host , port, and pr ot ocol inlowercase caused a
Nul | Poi nt er Except i on. With the fix, both upper and lower cases can now be used. (Bug
#27652379)

» X DevAPI: When creating an X DevAPI session with an SSL connection using a Pr oper ti es map
instead of a connection string, a Nul | Poi nt er Except i on was returned when no connection password
was provided. (Bug #27629553)

» X DevAPIl: When using the get Connect i on() method with the mysql x: scheme in the connection
URL, Connector/J returned an ordinary JDBC connection instead of an X-Protocol connection. (Bug
#26089880)

e Ifwait _tinmeout was set on the server and the Connector/J had the connection property
interactiveC ient=fal se,orifinteractive tineout was seton the server and Connector/
J had the connection property i nt er acti veCl i ent =t r ue, a connection is invalidated when it
has idled for a longer time than the set timeout. When such a timeout occurred, Connector/J threw a
CJCommruni cat i onsExcept i on, without indicating it was a timeout. With this fix, the error message
returned explains the issue and suggests how to avoid it. (Bug #27977617, Bug #90753)
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* When an application tried to connect to a non-MySQL database through some JDBC

driver and Connector/J happened to be on the class path also, Connector/J threw a

SQLNonTr ansi ent Connect i onExcept i on, which prevented the application from connecting
to its database. With this fix, Connector/J returns null whenever a connection string does not start
with j dbc: mysql : or mysgl x: , so connections to non-MySQL databases are not blocked. (Bug
#26724154, Bug #87600)

AwasNul | () callonaResul t Set did not return the proper value unless

Abst ract Resul t set Row. get Nul | () or Abstract Resul t set Row. get Val ueFr onByt e() was
called before. This caused data loss when Connector/J was used with frameworks like Hibernate, which
rely on wasNul | () calls to properly retrieve data. With this fix, wasNul | () returns a correct value as
long as some getter method has been called before on the Resul t Set . (Bug #25924324, Bug #85941)

Changes in MySQL Connector/J 8.0.11 (2018-04-19, General Availability)

Version 8.0.11 is the first General Availability release of the 8.0 series of MySQL Connector/J. It is suitable
for use with MySQL Server versions 8.0, 5.7, 5.6, and 5.5. It supports the Java Database Connectivity
(JDBC) 4.2 API, and implements the X DevAPI.

» Functionality Added or Changed

» Bugs Fixed

Functionality Added or Changed

» X DevAPI: The locking options | ockShar ed() and | ockExcl usi ve(), available when retrieving

data from col | ection. find() andtabl e. sel ect (), nhow also accept an optional locking
contention value, which is exposed though the enumeration St at enent . LockCont ent i on.

The combinations of | ockShar ed([| ockCont]) orl ockExcl usi ve([l ockCont]) with

St at ement . LockCont enti on. NOMAI T or St at ement . LockCont ent i on. SKI P_LOCKED map
directly to the SQL statement SELECT ... FOR SHARE or SELECT ... FOR UPDATE with the SQL
option NOMAI T or SKI P LOCKED, for the different InnoDB locking read modes. (WL #11293)

X DevAPI: Connector/J now supports the new server-side document ID generation feature. Client-side
document ID generation is no longer supported. As a result, the methods get Docunent | d() and
get Docunent | ds() have been removed and the method get Gener at edl ds() has been added to
the AddResul t and AddResul t | npl classes. (WL #11419)

X DevAPI: The SHA256 MEMORY authentication mechanism is now supported by Connector/J for
connections using the X Protocol. See the entry for the connection property xdevapi . aut h in
Configuration Properties for details. (WL #10620)

Connector/J now recognizes the data type GEOMCOLLECTI ON, which has been introduced in MySQL
8.0.11 as an alias and preferred name to the previously known GEOVETRYCOLLECTI ON data type. (Bug
#27678308)

The lower bound for the connection property packet DebugBuf f er Si ze has been changed to 1, to
avoid the connection errors that occur when the value is set to 0. (Bug #26819691)

Connector/J now supports the use of a custom SSLSocket Fact ory for returning a custom-constructed
SSL socket at the time of connection establishment. (Bug #26092824, Bug #86278)

The source directory and Java package layouts of Connector/J have been revised to make it easier to
use custom protocols, APIs, value decoders, and value factories with Connector/J. See the Connector/J
source code and the MySQL Connector/J X DevAPI Reference for more details. (WL #10527)
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Bugs Fixed

* When an integer value in a JSON document is modified, it becomes a DOUBLE value to the MySQL
server, which is returned with a decimal when fetched from the JSON document. Therefore, calling
get | nt eger () upon the changed value with Connector/J resulted in an Nunber For mat Except i on.
With this fix, get | nt eger () parses such a value correctly and returns an integer. (Bug #27226293)

* In the Ant build file bui I d. xm , com nmysql . cj . api . conf was missing in the list of OSGi exported
packages, causing missing dependencies in OSGi bundles that use Connector/J. (Bug #25765250, Bug
#85566)

e Name change of the com nysql . j dbc. Socket Fact or y interface to
com nysql . cj.api.io.Socket Fact ory caused backward incompatibility for older Connector/
J applications. The old interface has now been reimplemented to avoid the incompatibility. (Bug
#25223137, Bug #84099)

Changes in MySQL Connector/J 8.0.10 (Skipped version number)

There are no release notes for this skipped version number.

Changes in MySQL Connector/J 8.0.9 (2018-01-30, Release Candidate)

Version 8.0.9 Release Candidate is the first release candidate of the 8.0 branch of MySQL Connector/J,
providing an insight into upcoming features. It is suitable for use with MySQL Server versions 5.5, 5.6, 5.7,
and 8.0. It supports the Java Database Connectivity (JDBC) 4.2 API.

» Functionality Added or Changed
* Bugs Fixed
Functionality Added or Changed

« X DevAPI: In the process of refining the definition of the X DevAPI to cover the most relevant usage
scenarios, the following APl components have been removed from the X DevAPI implementation for
Connector/J:

« Components that support DDLs for views, including the cr eat eVi ew( ), dropVi ew( ) , and
nmodi f yVi ew() methods.

« Components that support DDLS for tables, including the cr eat eTabl e(), dropTabl e(), and
nodi fyTabl e() methods.

« Components that support session configurations, including the Sessi onConf i g object,
the Per si st enceHandl er interface, the Passwor dHandl er interface, and the
Sessi onConf i gManager class.

» X DevAPI: Added the set Savepoi nt (), rol | backTo(),andrel easeSavepoi nt () methods
to the Sessi on interface to support the SAVEPOINT, ROLLBACK TO SAVEPOINT, and RELEASE
SAVEPOINT statements. See MySQL Connector/J X DevAPI Reference for more details. (WL #11212)

» X DevAPI: A new pat ch() function has been added to the Mbdi f ySt at enent interface. The function
accepts an JSON-like object describing document changes and applies them to documents matched by
the nodi fy() filter. See MySQL Connector/J X DevAPI Reference for more details. (WL #11210)

e X DevAPIl: The cr eat el ndex() method for the Col | ect i on interface now has a new syntax. See
MySQL Connector/J X DevAPI Reference for more details. (WL #11208)
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« X DevAPI: Added the following methods for single-document operations in the X DevAPI:

« repl aceOne()
¢ addOr Repl aceOne()
e get One()

e renoveOne()

See MySQL Connector/J X DevAPI Reference for more details. (WL #10937)

X DevAPI: Setters and getters methods have been added for the configuration properties with the
Mysql Dat aSour ce, Mysql XADat aSour ce, and Mysql Connect i onPool Dat aSour ce classes. (WL
#10156)

X DevAPI: The connection property enabl edTLSPr ot ocol s can now be used to select the allowed
TLS versions for an X Protocol connection to the server. (WL #10152)

Connector/J now supports the new cachi ng_sha2_passwor d authentication plugin, which is the
default authentication plugin for MySQL 8.0.4 and later (see Caching SHA-2 Pluggable Authentication for
details).

Note

@ To authenticate accounts with the cachi ng_sha2_passwor d plugin, either
a secure connection to the server using SSL or an unencrypted connection
that supports password exchange using an RSA key pair (enabled by setting
one or both of the connecting properties al | owPubl i cKeyRet ri eval and
server RSAPubl i cKeyFi | €) must be used.

Because earlier versions of Connector/J 8.0 do not support the cachi ng_sha2_ passwor d
authentication plugin and therefore will not be able to connect to accounts that authenticate with the new
plugin (which might include the root account created by default during a new installation of a MySQL 8.0
Server), it is highly recommended that you upgrade now to Connector/J 8.0.9, to help ensure that your
applications continue to work smoothly with the latest MySQL 8.0 Server. (WL #11060)

Connector/J now takes advantage of the MySQL Server 8.0 data dictionary by making the

connection property usel nf or mat i onSchena true by default; this makes Connector/J, by default,
access the data dictionary more efficiently by querying tables in the INFORMATION_SCHEME.

See INFORMATION_SCHEMA and Data Dictionary Integration for details. Users can still set
uselnformationSchema to false; but for MySQL 8.0.3 and later, some data dictionary queries might then
fail, due to deprecations of older data dictionary features. (WL #10619)

In the past, query texts were always passed as strings to Quer yl nt er cept or methods, even if the
texts were not actually used by them. Now, only suppliers for the texts are passed, and the texts are only
extracted by get () calls on the suppliers. (WL #8469)

Bugs Fixed

» The connection property nul | NanmePat t er nMat chesAl |, when set to false (which was the default

value), caused some Dat abaseMet aDat a methods to throw an error when a null search string was
used with them. The behavior was not compliant with the JDBC specification, which requires that a
search criterion be ignored when a null search string is used for it. The connection property has now
been removed from Connector/J 8.0. (Bug #26846249, Bug #87826)
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e Trying to print the query in a Pr epar edSt at enent  using the t oSt ri ng() method after it has been
closed resulted in an exception (No operations all owed after statenent closed)being
thrown. (Bug #26748909)

» When working with MySQL Server 8.0, an update or delete statement for a CONCUR_UPDATABLE
Resul t Set failed when the Resul t Set 's primary keys included a boolean column and the character
setused was not | at i nl. (Bug #26266731)

» Connector/J failed to recognize a server greeting error it received during a handshake
with the server and parsed the error message as a normal greeting packet, causing an
Arrayl ndexCQut Of BoundsExcept i on to be thrown. (Bug #24924097)

Changes in MySQL Connector/J 8.0.8 (2017-09-28, Development Milestone)

Version 8.0.8 Development Milestone is the latest development release of the 8.0 branch of MySQL
Connector/J, providing an insight into upcoming features. It is suitable for use with MySQL Server versions
5.5, 5.6, 5.7, and 8.0. It supports the Java Database Connectivity (JDBC) 4.2 API.

» Functionality Added or Changed
» Bugs Fixed
Functionality Added or Changed

» Packaging: RPM and Debian packages for installing Connector/J are now available from the
Connector/J Download page. (WL #9875)

* X DevAPI: Connector/J has implemented a new interface of the X Dev API that allows the retrieving,
adding, removing, and updating of persistent session continuation data. The implementation includes the
following:

« A Sessi onConf i g object that holds the information for a session configuration data set.
* A Persi stenceHandl er interface that allows custom implementations of persistence handlers.
e A Passwor dHandl er interface that allows custom implementations of password handling code.

e A Sessi onConfi gManager class for editing and fetching Sessi onconf i g objects, and defining
instances of the Per si st enceHandl| er and Passwor dHandl er .

See MySQL Connector/J X DevAPI Reference for more details. (WL #9868)

» X DevAPI: A new connection property, xdevapi . aut h, has been added for specifying the
authentication mechanism for connections using the X Protocol. Allowed values are MYySQL41, PLAI N,
and EXTERNAL. See the entry for the new property in Configuration Properties for details. (WL #10620)

» X DevAPI: To support row locks for the f i nd() method of the X DevAPI, the Fi ndSt at enent and the
Sel ecSt at enent interfaces have been extended with the following methods:

* lockExclusive(), which works like SELECT ... FOR UPDATE for relational tables.
* lockShared(), which works like the SELECT ... LOCK I N SHARED MODE (for MySQL 5.7) or
SELECT ... FOR SHARE (for MySQL 8.0) for relational tables.

See MySQL Connector/J X DevAPI Reference for more details. (WL #10936)

» X DevAPI: Connector/J now supports the expanded syntax for the | Nand NOT | N operator, which can
check if a sub-expression is contained inside another one; for example:
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/] For docunents

coll.find("$.b IN[100, 101, 102]"). execute();

coll.find("' some text with 5432' in $.a").execute();
coll.find("1 in [1, 2, 4]").execute();

coll.find("{"a': 3} not in{'a: 1, 'b': 2}").execute();

/1 For relational tables

tbl.select().where("3 not in [1, 2, 4]").execute();
tbl.select().where("'qgq' not in $.a").execute();
tbl.select().where("{'a: 1} in {"a: 1, 'b': 2}").execute();

(WL #10935)
« X DevAPI: A number of changes have been implemented for the “dr op” methods for the X DevAPI:

* Removed dr opCol | ecti on(schenaNane, coll ecti onNane) and dr opTabl e( schenmaNane,
t abl eNane) from Sessi on.

e Added dr opCol | ecti on(col | ecti onNane) and dr opTabl e(t abl eNane) to Schena.

e Schena. dr opVi ew() now executes immediately and returns voi d; also, the Vi ewDr op interface
has been removed.

e Col |l ection. dropl ndex() now executes immediately and returns voi d; also the
DropCol | ecti onl ndexSt at enent interface has been removed.

« The “dr op” methods now succeed even if the objects to be dropped do not exist.
(WL #10532)

e Conversion from the MySQL Tl MVE data to j ava. sql . Dat e is now supported. In the past, a
get Dat e() retrieving data from a TIME column would throw an SQLExcept i on. Now, such a retrieval
returns a j ava. sql . Dat e object containing the time value expressed in number of milliseconds from
the Java epoch; also returned is the warning: “Date part does not exist in SQL TIME field, thus it is set to
January 1, 1970 GMT while converting to java.sql.Date.” (Bug #26750807)

* A new connection property, enabl edTLSPr ot ocol s, can now be used to override the default
restrictions on the TLS versions to be used for connections, which are determined by the version of
the MySQL Server that is being connected to. By providing a comma-separated list of values to this
option (for example, “TLSv1,TLSv1.1,TLSv1.2") users can, for example, prevent connections from using
older TLS version, or allow connections to use TLS versions only supported by a user-compiled MySQL
Server. See the entry for the new property in Configuration Properties for details. Thanks to Todd Farmer
for contributing the code. (Bug #26646676)

» Updated the timezone mappings using the latest IANA and CLDR time zone databases. (Bug
#25946965)

* A new option for the | oadBal anci ngSt r at egy connection property called ser ver Affi ni ty has
been added. The servers listed in the new connection property ser ver Af fi ni t yOr der (which should
be a subset of the servers in the host list of the connection URL) are contacted in the order they are
listed until a server is available or until the list of servers is exhausted, at which point a random load-
balancing strategy is used with the hosts not listed by ser ver Af fi ni t yOr der . See descriptions for
| oadBal anci ngSt rat egy and server Af fi ni t yOr der in Configuration Properties for details. (Bug
#20182108)

Bugs Fixed

e Important Change: Following the changes in MySQL Server 8.0.3, the system variables
tx_isolationandtx_read_only have been replaced with t ransacti on_i sol ati on and
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transaction_read_only inthe code of Connector/J. Users should update Connector/J to this latest
release in order to connect to MySQL 8.0.3. They should also make the same adjustments to their own
applications if they use the old variables in their codes. (Bug #26440544)

* X DevAPI: Calling schema. dr opVi ew() with a null argument resulted in a Nul | Poi nt er Except i on.
(Bug #26750807)

» X DevAPIl: When dr opCol | ecti on() was applied on a null collection, a Nul | Poi nt er Excepti on
occurred. (Bug #26393132)

» When using cached server-side prepared statements, a memory leak occurred as references to opened
statements were being kept while the statements were being decached; it happened when either the
cl ose() method has been called twice on a statement, or when there were conflicting cache entries
for a statement and the older entry had not been closed and removed from the opened statement list.
This fix makes sure the statements are properly closed in both cases. Thanks to Eduard Gurskiy for
contributing to the fix. (Bug #26633984, Bug #87429)

» The regression test for Bug#63800 failed because the default value of the system variable
explicit_defaults_ for tinmestanp of MySQL Server has been changed since release 8.0.2. The
test has been adjusted to take the change into consideration. (Bug #26501245)

* Running callable statements against MySQL Server 8.0 resulted in the SQLExcepti on: Resul t Set is
from UPDATE. No Dat a. (Bug #26259384)

» Secure JDBC connections did not fall back to the default truststore when a custom one was not
provided. (Bug #26243128)

e Incom nmysql /j dbc/ Server Prepar edSt at enent . j ava, the arguments r esul t Set Type and
resul t Set Concurrency for a call of Connecti on. prepar edSt at enent () were swapped. (Bug
#25874048, Bug #85885)

» Some JDBC proxied objects were missing the proper handlings of the equal s() methods, thus even
comparison of one of these proxied objects to its own self with equal s() yielded false. This patch
introduces proper handlings for the equal s() method in all the relevant proxies. (Bug #21931572, Bug
#78313)

» A server-side prepared statement was not closed when the same statement was being prepared again
while the original statement was being cached. This was caused by the silent replacement of the
cache entry of the old statement by the new. When this happened repeatedly, it caused eventually the
complaint that max_pr epar ed_st nt _count was exceeded. This fix makes sure that when a cache
entry for a statement replaces an older one, the older statement is immediately closed. (Bug #20066806,
Bug #74932)

Changes in MySQL Connector/J 8.0.7 (2017-07-10, Development Milestone)

MySQL Connectors and other MySQL client tools and applications now synchronize the first digit of their
version number with the (latest) MySQL server version they support. This change makes it easy and
intuitive to decide which client version to use for which server version.

Connector/J 8.0.7 is the first release to use the new numbering. It is the successor to Connector/J 6.0.6.
» Functionality Added or Changed
» Bugs Fixed

Functionality Added or Changed

« X DevAPI: There are changes to some methods related to the Resul t interface:
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e get Last Docunent | d() and get Last Docunent | ds() have been replaced with
get Docunent 1 d() and get Docunent | ds( ), which are put under a new AddResul t interface that
extends Resul t.

« Anew get Aut ol ncr enment Val ue() method is added to the new | nsert Resul t interface that
extends Resul t .

See MySQL Connector/J X DevAPI Reference for more details. (Bug #25207784)

X DevAPI: It is no longer permitted to pass an empty search condition, such as the NULL value or an
empty string, to the Col | ecti on. Modi fy() and Col | ecti on. Renove() methods. (WL #10765)

X DevAPI: Connections using the X Protocol are now secure by default. Also, the xdevapi . ssl -
enabl e connection option has been replaced by the xdevapi . ssl - node option, which has

DI SABLED, REQUI RED (default), VERI FY_CA, and VERI FY_| DENTI TY as its permitted values; see the
description for the new option in Configuration Properties for details. (WL #10528)

X DevAPI: Consolidated the BaseSessi on, NodeSessi on, and XSessi on interfaces into a single
com nysql . cj . api . xdevapi . Sessi on interface. The following related changes were also made:

* Renamed XSessi onFact ory to Sessi onFact ory.

* Consolidated the Abst r act Sessi on, NodeSessi onl npl , and XSessi onl npl classes into the
com nysql . cj . xdevapi . Sessi onl npl class.

* Removed the Sessi on. bi ndToDef aul t Shar d() method and the Vi r t ual NodeSessi on
interface.

* The nysql x. get NodeSessi on() method has been renamed to nysqgl x. get Sessi on() and it
now returns a Sessi on object.

e The Dat abaseObj ect . get Sessi on() method now returns a Sessi on object (instead of the old
Sessi on interface).

See MySQL Connector/J X DevAPI Reference for more details. (WL #10530)

To avoid using JDBC statements inside core Connector/J classes, the following changes have been
implemented:

e Created anew com nysql . cj . api . Query interface, which is implemented by St at enent | npl .

* Replaced the com nysql . cj.api.jdbc.interceptors. Statenentlnterceptor interface with
the com nysql . cj . api.interceptors. Queryl nterceptor interface.

¢ Added a new method, Packet Payl oad preProcess(Packet Payl oad queryPacket),to
Queryl nterceptor.

» Renamed the connection property st at enment | nt er cept or s to quer yl nt er cept or s. See
Configuration Properties for details.

(WL #10305)

» Added Japanese collation for the ut f 8nb4 character set. (WL #10553)
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Bugs Fixed

* X DevAPI: creat eVi ew() failed with a Nul | Poi nt er Except i on when there were null inputs
to it. This fix adds checks for nulls, and makes Connector/J throw the proper errors for them. (Bug
#25575156)

» X DevAPI: creat eaTabl e() failed with a Nul | Poi nt er Except i on when there were null inputs
to it. This fix adds checks for nulls, and makes Connector/J throw the proper errors for them. (Bug
#25575103)

« X DevAPI: The connection properties enabl edSSLCi pher Sui t es,
clientCertificateKeyStoreUrl,clientCertificateKeyStoreType, and
clientCertificateKeySt orePasswor d were ignored for connections using the X Protocol. (Bug
#25494338)

» X DevAPI: Calling get NodeSessi on() with an URL string containing SSL parameters caused
a CJCommuni cat i onsExcept i on. This has been fixed by creating a byte buffer to handle SSL
handshake data. (Notice that get NodeSessi on() has since been consolidated into get Sessi on().)
(Bug #23597281)

» X DevAPI: Concurrent asynchronous operations resulted in hangs, null pointer exceptions, or
other unexpected exceptions. This has been fixed by correcting a number of problems with the
SerializingBufferWiter and by limiting the number of buffers sent with a gathering write. (Bug
#23510958)

« X DevAPIl: When a thread failed to make a connection to the server using the X Protocol, the client
application hung. A new connection property, xdevapi . asyncResponseTi neout (default value is
300s), now provides a duration beyond which the attempt to connect timeouts, and a proper error is then
thrown. See description for the new option in Configuration Properties for details. (Bug #22972057)

» Connector/J failed a number of regression tests in the testsuite related to geographic information system
(GIS) functions because of changes to GIS support by the MySQL server. The fix corrects the tests.
(Bug #26239946, Bug #26140577)

» Attempts to connect to a server started with collation ut f 8nb4_de_pb 0900 _ai _ci resulted in null
pointer exceptions. (Bug #26090721)

» Configuration templates named by the connection property useConf i gs were not recognized by
Connector/J. (Bug #25757019, Bug #85555)

* ANul | Poi nt er Excepti on was returned when get Dat e(), get Ti ne(), or get Ti mest anp() was
called with a null Cal endar . This fix makes Connector/J throw an SQLExcept i on in the case. (Bug
#25650305)

* An Arrayl ndexQut OFf BoundsExcept i on was thrown when a server-side prepared statement was
used and there was a NULL in a BLOB, TEXT, or JSON type column in the Resul t Set . (Bug #25215008,
Bug #84084)

Changes in MySQL Connector/J Version 6.0

A PDF archive of the MySQL Connector/J 6.0 Release Notes can be found here.

Changes in MySQL Connector/J Version 5.1

A PDF archive of the MySQL Connector/J 5.1 Release Notes can be found here.
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