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Embedded DOCA Firmware Components

Component Version Description

BlueField-3 NIC
�rmware

32.43.2402
Firmware is used to run user programs on the BlueField-
3 which allow hardware to run

BlueField-2 NIC
�rmware

24.43.2402
Firmware is used to run user programs on the BlueField-
2 which allow hardware to run

BMC �rmware 24.10-17 BlueField BMC �rmware

BlueField-3 eROT
(Glacier)

00.02.0195
.0000

BlueField-3 eROT �rmware

BlueField-2 eROT
(CEC)

04.0f BlueField-2 eROT �rmware

Supported NIC Firmware Versions

Adapter Card Bundled Firmware Version

Note

DOCA 2.9.0 is the last DOCA release to support ConnectX-4. DOCA
2.9.0 will be an LTS version and will be supported for 3 years for bug
�xes and CVE updates.

Note

BlueField-2 and ConnectX-7 are the last generation of BlueField and
ConnectX families, respectively, that are supported by MLNX_OFED.

https://docs.nvidia.com/networking/display/bluefieldbmcv2410ltsu1
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BlueField-3 32.43.2026

BlueField-2 24.43.2026

ConnectX-7 28.43.2026

ConnectX-6 Lx 26.43.2026

ConnectX-6 Dx 22.43.2026

ConnectX-6 20.43.2026

ConnectX-5/ConnectX-5 Ex 16.35.4030

BlueField 18.33.1048

ConnectX-4 Lx 14.32.1900

ConnectX-4 12.28.2302

To obtain the o�cial �rmware versions, refer to the NVIDIA Firmware Download page.

Embedded DOCA Drivers

Comp
onent

Version Description Licenses

cluste
rkit

1.14.462-
1.2410068

Multifaceted node assessment tool for high-
performance clusters

BSD

collec
tx-
clxapi

1.19.1
CollectX API library which allows any 3rd party to
easily use CollectX functionality in their own
programs

Proprietary

dpacc 1.9.0-6

High-level compiler for the DPA processor which
compiles code targeted for the data-path
accelerator (DPA) processor into a device
executable and generates a DPA program

Proprietary

dpcp
1.1.50-
1.2410068

Provides a uni�ed �exible interface for
programming IB devices using DevX

Proprietary

�exio 24.10.2454
SDK which exposes an API for managing the
device and executing native code over the DPA
processor

Proprietary

fwctl
24.10.OFED.2
4.10.1.1.4.1

Subsystem designed to standardize the secure
�rmware interface for userspace, focusing on
debugging, con�guration, and provisioning

GPLv2

https://network.nvidia.com/support/firmware/firmware-downloads/
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Comp
onent

Version Description Licenses

hcoll
4.8.3230-
1.2410068

Contains support for building runtime
con�gurable hierarchical collectives

Proprietary

ibarr
0.1.3-
1.2410068

ip2gid address resolution and gid2lid path record
resolution

GPL-2.0 with
Linux-
syscall-note
or BSD-2-
Clause

ibdum
p

6.0.0-
1.2410068

Dump of In�niBand tra�c; diagnostic tool BSD2+GPL2

ibsim
0.12-
1.2410068

Open-source In�niBand fabric simulator
GPLv2 or
BSD

ibutils 2.1.1
ibdiagnet scans the fabric using directed route
packets and extracts all the available information
regarding its connectivity and devices.

Proprietary

ibutils
2

2.1.1-
0.21902.MLN
X20241029.g
46cf6278.241
0068

Utilities for In�niBand Proprietary

iser
24.10.OFED.2
4.10.1.1.4.1

Storage related drivers GPLv2

isert
24.10.OFED.2
4.10.1.1.4.1

Storage related drivers GPLv2

kernel
-mft

4.30.0-139
Kernel part of MFT tools (for �rmware burning,
etc.)

Dual
BSD/GPL

knem

1.1.4.90mlnx3
-
OFED.23.10.0.
2.1.1

Open-source kernel module that enables high-
perf intra-node MPI communication

BSD and
GPLv2

libvm
a

9.8.60-1

Accelerates latency-sensitive and throughput-
demanding TCP and UDP socket-based
applications by o�oading tra�c from the user-
space directly to the NIC or HCA

GPLv2 or
BSD

libxlio 3.40.2-1
Boosts the performance of TCP/IP applications
based on NGINX (CDN, DoH, etc.) and storage
solutions as part of the SPDK

GPLv2 or
BSD

https://docs.nvidia.com/networking/display/VMAv9860
https://docs.nvidia.com/networking/display/XLIOv3402
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Comp
onent

Version Description Licenses

mft 4.30.1-8
Set of �rmware management and debug tools for
NVIDIA devices

Proprietary

mlnx-
dpdk

22.11.0-
2410.1.0

Equivalent to DPDK upstream. The versioning of
MLNX_DPDK indicates which upstream DPDK it is
compatible with it (e.g., 22.11 is compatible with
upstream DPDK 2022.11).

BSD,
LGPLv2, and
GPLv2

mlnx-
en

24.10-
0.6.8.0.g9b1c
c6c

Kernel drivers part for Ethernet-only package GPLv2

mlnx-
ethto
ol

6.9-
1.2410068

Ethtool with optional MLNX adaptation GPL

mlnx-
iprout
e2

6.10.0-
1.2410114

IPRoute with optional MLNX adaptation GPL

mlnx-
libsna
p

1.6.0-2

Library designed to assist common tasks for
applications wishing to interact with emulated
hardware over BlueField and take the most
advantage from hardware capabilities

Proprietary

mlnx-
nfsrd
ma

24.10.OFED.2
4.10.1.1.4.1

Storage related driver for NFS over RDMA GPLv2

mlnx-
nvme

24.10.OFED.2
4.10.1.1.4.1

Storage related driver for NVMe GPLv2

mlnx-
ofa_k
ernel

24.10-
OFED.24.10.0.
6.8.1

Kernel drivers for Ethernet In�niBand together GPLv2

mlnx-
snap

3.8.0-7
BlueField SNAP for NVMe and virtio-blk enables
hardware-accelerated virtualization of local
storage

Proprietary

mlnx-
tools

24.10-
0.2410068

Tools for loading modules, con�gurations, scripts,
etc.

GPLv2 or
BSD

mlx-
regex

1.2-ubuntu1

Library providing RegEx pattern matching to
DOCA applications using the regular expression
processor (RXP) or software-based engines when
required

Proprietary

https://docs.nvidia.com/networking/display/MFTv4301/Release+Notes
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Comp
onent

Version Description Licenses

mlx-
steeri
ng-
dump

1.0.0-
0.2410068

Hardware/software steering dump parsing tools GPLv2

mpite
sts

3.2.24-
2�c2d6.2410
068

Test suite for benchmarking the MPI BSD

mst�i
nt

4.29.0-1 User space part of our MFT tools GPL/BSD

multi
perf

3.0-
3.0.2410068

Linux tool for perf testing
BSD 3-
Clause, GPL
v2 or later

ofed-
script
s

24.10.OFED.2
4.10.1.1.4

Scripts used to build OFED GPL/BSD

open
mpi

4.1.7rc1-
1.2410068

MPI implementation (for RDMA/RoCE) with some
improvements done by the HPC team

BSD

opens
m

5.21.0.MLNX2
0241126.d9a
a3d�-
0.1.2410114

In�niBand Subnet Manager and Subnet
Administrator based on OpenSM

GPLv2 or
BSD

openv
switc
h

2.17.8-
1.2410068

OVS (virtual switch), DPDK based
ASL 2.0,
LGPLv2+,
and SISSL

perfte
st

24.10.0-
0.65.g9093ba
e.2410068

Test suite for performance
BSD 3-
Clause, GPL
v2, or later

rdma-
core

2410mlnx54-
1.2410068

Implementation of the RDMA verbs
GPLv2 or
BSD

river
max

1:1.60.6
Optimized networking SDK for media and data
streaming applications

Proprietary

rshim 2.1.8

User-space driver to access the BlueField SoC via
the RShim interface, providing ways to push boot
stream, debug the target, or login via the virtual
console or network interface

GPLv2

https://docs.nvidia.com/networking/display/mlnxsmrnv5210
https://docs.nvidia.com/networking/display/mlnxsmrnv5210
https://docs.nvidia.com/networking/display/mlnxsmrnv5210
https://docs.nvidia.com/networking/display/mlnxsmrnv5210
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Comp
onent

Version Description Licenses

sharp

3.9.0.MLNX20
241029.7a20
b607-
1.2410068

Improves the performance of MPI and machine
learning collective operation by o�oading from
CPUs and GPUs to the network and eliminating
the need to send data multiple times between
endpoints

Proprietary

sockp
erf

3.10-
0.git5ebd327
da983.24100
68

Network benchmarking utility over socket API
UDP/TCP designed for testing network
performance (latency and throughput)

BSD

spdk 23.01.5-26
Provides a set of tools and libraries for writing
high performance, scalable, user-mode storage
applications

Proprietary

srp
24.10.OFED.2
4.10.1.1.4.1

Storage-related driver for SCSI RDMA Protocol
initiator

GPLv2

ucx
1.18.0-
1.2410068

High-level application-oriented API for high-
performance communication over RDMA
networks

BSD

virtio-
net-
contr
oller

24.10.30
Systemd service running on BlueField with a user
interface front-end to manage the emulated
virtio-net devices

Proprietary

xpme
m

2.7.4-
1.2410068

Kernel module to enable inter-process mapping
for memory copy in user space

GPLv2 and
LGPLv2.1

xpme
m-lib

2.7-
0.2310055

High-performance inter-process memory sharing LGPLv2.1

DOCA Packages

Device
Compone
nt

Versi
on

Description

Host DOCA
Devel

2.9.1
Software development kit package and tools for
developing host software

DOCA
Runtime

2.9.1
Runtime libraries and tools required to run DOCA-
based software applications on host

https://docs.nvidia.com/networking/display/SHARPv390
https://docs.nvidia.com/networking/display/SHARPv390
https://docs.nvidia.com/networking/display/SHARPv390
https://docs.nvidia.com/networking/display/SHARPv390


General Support 8

Device
Compone
nt

Versi
on

Description

DOCA
Extra

2.9.1
Contains helper scripts (doca-info, doca-kernel-
support)

DOCA
OFED

2.9.1
Software stack which operates across all NVIDIA
network adapter solutions

Target BlueField
DPU (Arm)

BlueField
BSP

4.9.1 BlueField image and �rmware

DOCA
SDK

2.9.1
Software development kit packages and tools for
developing Arm software

DOCA
Runtime

2.9.1
Runtime libraries and tools required to run DOCA-
based software applications on Arm

Supported Host OS and Features per DOCA-Host
Installation Pro�le

The default operating system included with the BlueField Bundle (for DPU and SuperNIC)
is Ubuntu 22.04.

The supported operating systems on the host machine per DOCA-Host installation pro�le
are the following:

Oper
atin
g
Syst
em

Ar
chi
tec
tur
e

Default
Kernel
Version
(Primary)/
Tested with
Kernel

Supported
DOCA Pro�le

OS
Sup
port
Mod
el

ASAP
2

OVS-
Kern
el
SR-
IOV

ASAP
2

OVS-
DPD
K SR-
IOV

NFS
-
over
-
RD
MA

N
V
M
e

GPU
Direc
t
Stora
ge
(GDS
)

UCX
-
CU
DA
Vers
ion

Note

Only the following generic kernel versions are supported for DOCA
local repo package for host installation.
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Version
(Community)

d
oc
a-
all

doc
a-
net
wor
kin
g

do
ca
-
of
ed

do
ca
-
ro
ce

Alinu
x 3.2

x8
6

5.10.134-
13.al8.x86_64

Prim
ary

Alma
8.5

x8
6

4.18.0-
348.12.2.EL8_
5.X86_64

Com
mun
ity

Anoli
s OS
8.4

aar
ch
64

4.18.0-
348.2.1.AN8_
4.aarch64

Com
mun
ity

x8
6

4.18.0-
305.AN8.X86_
64

Com
mun
ity

Anoli
s OS
8.6

aar
ch
64

5.10.134+
Prim
ary

x8
6

5.10.134+
Prim
ary

Azur
e
Linu
x 3.0

x8
6

6.6.35.1-
5.azl3

Prim
ary
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BCLi
nux
21.1
0SP
2

aar
ch
64

4.19.90-
2107.6.0.009
8.oe1.bclinux.
aarch64

Prim
ary

x8
6

4.19.90-
2107.6.0.010
0.oe1.bclinux.
x86_64

Prim
ary

BCLi
nux
22.1
0

aar
ch
64

5.10.0-
153.24.0.100.
6.oe2203sp2.
bclinux.aarch
64

Prim
ary

x8
6

5.10.0-
153.24.0.100.
6.oe2203sp2.
bclinux.x86_6
4

Prim
ary

Cent
OS
Stre
am 8

aar
ch
64

4.18.0-
552.EL8.AAR
CH64

Com
mun
ity

x8
6

4.18.0-
552.el8.x86_6
4

Com
mun
ity

Cent
OS
Stre
am 9

aar
ch
64

5.14.0-
480.EL9.AAR
CH64

Com
mun
ity

x8
6

5.14.0-
480.el9.x86_6
4

Com
mun
ity

CTyu aar 4.19.90- Prim
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nOS
22.0
6

ch
64

2102.2.0.006
6.ctl2.aarch64

ary

x8
6

4.19.90-
2102.2.0.006
6.ctl2.x86_64

Prim
ary

CTyu
nOS
23.0
1

aar
ch
64

5.10.0-
136.12.0.86.ct
l3.aarch64

Prim
ary

x8
6

5.10.0-
136.12.0.86.ct
l3.x86_64

Prim
ary

Debi
an
10.8

aar
ch
64

4.19.0-14-
arm64

Prim
ary

x8
6

4.19.0-14-
amd64

Prim
ary

Debi
an
10.9

x8
6

4.19.0-14-
amd64

Prim
ary

x8
6

4.19.0-16-
amd64

Prim
ary

Debi
an
10.1
3

aar
ch
64

4.19.0-21-
arm64

Prim
ary

x8
6

4.19.0-21-
amd64

Prim
ary

Debi aar 5.10.0-13- Prim
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an
11.3

ch
64

arm64 ary

x8
6

5.10.0-13-
amd64

Prim
ary

Debi
an
12.1

aar
ch
64

6.1.0-10-
arm64

Prim
ary

x8
6

6.1.0-10-
amd64

Prim
ary

Debi
an
12.5

aar
ch
64

6.1.0-18-
arm64

Prim
ary

x8
6

6.1.0-18-
amd64

Prim
ary

Euler
OS
2.0
SP9

aar
ch
64

4.19.90-
vhulk2006.2.0
.h171.euleros
v2r9.aarch64

Com
mun
ity

x8
6

4.18.0-
147.5.1.0.h26
9.eulerosv2r9.
x86_64

Com
mun
ity

Euler
OS
2.0
SP1
0

aar
ch
64

4.19.90-
vhulk2110.1.0
.h860.euleros
v2r10.aarch6
4

Com
mun
ity
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x8
6

4.18.0-
147.5.2.4.h69
4.eulerosv2r1
0.x86_64

Com
mun
ity

Euler
OS
2.0
SP1
1

aar
ch
64

5.10.0-
60.18.0.50.h3
23.eulerosv2r
11.aarch64

Prim
ary

x8
6

5.10.0-
60.18.0.50.h3
23.eulerosv2r
11.x86_64

Prim
ary

Euler
OS
2.0
SP1
2

aar
ch
64

5.10.0-
136.12.0.86.h
1032.eulerosv
2r12.aarch64

Prim
ary

x8
6

5.10.0-
136.12.0.86.h
1032.eulerosv
2r12.x86_64

Prim
ary

Kylin
10
SP2

aar
ch
64

4.19.90-
24.4.v2101.ky
10.aarch64

Prim
ary

x8
6

4.19.90-
24.4.v2101.ky
10.x86_64

Prim
ary

Kylin
10
SP3

aar
ch
64

4.19.90-
52.22.v2207.k
y10.aarch64

Prim
ary

x8
6

4.19.90- Prim
ary
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52.22.v2207.k
y10.x86_64

Linu
x
Kern
el
6.11

aar
ch
64

6.11

Prim
ary

x8
6

Prim
ary

Mari
ner
2.0

x8
6

5.15.148.2-
2.cm2

Prim
ary

Orac
le
Linu
x 7.9

x8
6

5.4.17-
2011.6.2.el7u
ek.x86_64

Prim
ary

Orac
le
Linu
x 8.4

x8
6

5.4.17-
2102.201.3.el
8uek.x86_64

Prim
ary

Orac
le
Linu
x 8.6

x8
6

5.4.17-
2136.307.3.1.
el8uek.x86_6
4

Prim
ary

Orac
le
Linu
x 8.7

x8
6

5.15.0-
3.60.5.1.el8ue
k.x86_64

Prim
ary

Orac
le
Linu
x 8.8

x8
6

5.15.0-
101.103.2.1.el
8uek.x86_64

Prim
ary
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Orac
le
Linu
x 9.1

x8
6

5.15.0-
3.60.5.1.el9ue
k.x86_64

Prim
ary

Orac
le
Linu
x 9.2

x8
6

5.15.0-
101.103.2.1.el
9uek.x86_64

Prim
ary

Ope
nSU
SE
15.3

aar
ch
64

-
Com
mun
ity

x8
6

5.3.18-
150300.59.43
-DEFAULT

Com
mun
ity

open
Euler
20.0
3
SP1

aar
ch
64

4.19.90-
2012.4.0.005
3.OE1.aarch6
4

Com
mun
ity

x8
6

4.19.90-
2110.8.0.011
9.OE1.X86_64

Com
mun
ity

open
Euler
20.0
3
SP3

aar
ch
64

4.19.90-
2112.8.0.013
1.oe1.aarch64

Prim
ary

x8
6

4.19.90-
2112.8.0.013
1.oe1.x86_64

Prim
ary

open
Euler
22.0

x8
6

5.10.0-
136.12.0.86.o
e2203sp1.x86
_64

Prim
ary
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3
SP1

open
Euler
22.0
3
SP3

x8
6

5.10.0-
182.0.0.95.oe
2203sp3.x86_
64

Prim
ary

Phot
on
OS
3.0

x8
6

4.19.225-
3.ph3

Com
mun
ity

RHE
L/Ce
ntOS
8.0

aar
ch
64

4.18.0-
80.el8.aarch6
4

Prim
ary

12.6

x8
6

4.18.0-
80.el8.x86_64

Prim
ary

12.6

RHE
L/Ce
ntOS
8.1

aar
ch
64

4.18.0-
147.el8.aarch
64

Prim
ary

12.6

x8
6

4.18.0-
147.el8.x86_6
4

Prim
ary

12.6

RHE
L/Ce
ntOS
8.2

aar
ch
64

4.18.0-
193.el8.aarch
64

Prim
ary

12.6

x8
6

4.18.0-
193.el8.x86_6
4

Prim
ary

12.6

RHE
L/Ce

aar 4.18.0- Prim
ary

12.6
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ntOS
8.3

ch
64

240.el8.aarch
64

x8
6

4.18.0-
240.el8.x86_6
4

Prim
ary

12.6

RHE
L/Ce
ntOS
8.4

aar
ch
64

4.18.0-
305.el8.aarch
64

Prim
ary

12.6

x8
6

4.18.0-
305.el8.x86_6
4

Prim
ary

12.6

RHE
L/Ce
ntOS
8.5

aar
ch
64

4.18.0-
348.el8.aarch
64

Prim
ary

12.6

x8
6

4.18.0-
348.el8.x86_6
4

Prim
ary

12.6

RHE
L/Ro
cky
8.6

aar
ch
64

aarch644.18.0
-
372.41.1.el8_
6.aarch64

Prim
ary

12.6

pp
c6
4le

4.18.0-
372.41.1.el8_
6.ppc64le

Prim
ary

12.6

x8
6

4.18.0-
372.41.1.el8_
6.x86_64

Prim
ary

12.6

RHE
L/Ro
cky
8.7

aar
ch
64

4.18.0-
425.14.1.el8_
7.aarch64

Prim
ary

12.6
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x8
6

4.18.0-
425.14.1.el8_
7.x86_64

Prim
ary

12.6

RHE
L/Ro
cky
8.8

aar
ch
64

4.18.0-
477.10.1.el8_
8.aarch64

Prim
ary

12.6

pp
c6
4le

4.18.0-
477.10.1.el8_
8.ppc64le

Prim
ary

12.6

x8
6

4.18.0-
477.10.1.el8_
8.x86_64

Prim
ary

12.6

RHE
L/Ro
cky
8.9

aar
ch
64

4.18.0-
513.5.1.el8_9.
aarch64

Prim
ary

12.6

pp
c6
4le

4.18.0-
513.5.1.el8_9.
ppc64le

Prim
ary

12.6

x8
6

4.18.0-
513.5.1.el8_9.
x86_64

Prim
ary

12.6

RHE
L/Ro
cky
8.10

aar
ch
64

4.18.0-
553.el8_10.aa
rch64

Prim
ary

12.6

pp
c6
4le

4.18.0-
553.el8_10.pp
c64le

Prim
ary

12.6

x8
6

4.18.0- Prim
ary

12.6
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553.el8_10.x8
6_64

RHE
L/Ro
cky
9.0

aar
ch
64

5.14.0-
70.46.1.el9_0.
aarch64

Prim
ary

12.6

pp
c6
4le

5.14.0-
70.46.1.el9_0.
ppc64le

Prim
ary

12.6

x8
6

5.14.0-
70.46.1.el9_0.
x86_64

Prim
ary

12.6

RHE
L/Ro
cky
9.1

aar
ch
64

5.14.0-
162.19.1.el9_
1.aarch64

Prim
ary

12.6

x8
6

5.14.0-
162.19.1.el9_
1.x86_64

Prim
ary

12.6

RHE
L/Ro
cky
9.2

aar
ch
64

5.14.0-
284.11.1.el9_
2.aarch64

Prim
ary

12.6

pp
c6
4le

5.14.0-
284.11.1.el9_
2.ppc64le

Prim
ary

12.6

x8
6

5.14.0-
284.11.1.el9_
2.x86_64

Prim
ary

12.6

RHE
L/Ro
cky
9.3

aar
ch
64

5.14.0-
362.8.1.el9_3.
aarch64

Prim
ary

12.6
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pp
c6
4le

5.14.0-
362.8.1.el9_3.
ppc64le

Prim
ary

12.6

x8
6

5.14.0-
362.8.1.el9_3.
x86_64

Prim
ary

12.6

RHE
L/Ro
cky
9.4

aar
ch
64

5.14.0-
427.13.1.el9_
4.aarch64

Prim
ary

12.6

pp
c6
4le

5.14.0-
427.13.1.el9_
4.ppc64le

Prim
ary

12.6

x8
6

5.14.0-
427.13.1.el9_
4.x86_64

Prim
ary

12.6

RHE
L/Ro
cky
9.5

aar
ch
64

5.14.0-
503.11.1.el9_
5.aarch64

Prim
ary

12.6

pp
c6
4le

5.14.0-
503.11.1.el9_
5.ppc64le

Prim
ary

12.6

x8
6

5.14.0-
503.11.1.el9_
5.x86_64

Prim
ary

12.6

SLES
15
SP2

aar
ch
64

5.3.18-22-
default

Prim
ary

pp
c6
4le

5.3.18-22-
default

Prim
ary

x8 5.3.18-22- Prim
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6 default ary

SLES
15
SP3

aar
ch
64

5.3.18-57-
default

Prim
ary

pp
c6
4le

5.3.18-57-
default

Prim
ary

x8
6

5.3.18-57-
default

Prim
ary

SLES
15
SP4

aar
ch
64

5.14.21-
150400.22-
default

Prim
ary

pp
c6
4le

5.14.21-
150400.22-
default

Prim
ary

x8
6

5.14.21-
150400.22-
default

Prim
ary

SLES
15
SP5

aar
ch
64

5.14.21-
150500.53-
default

Prim
ary

pp
c6
4le

5.14.21-
150500.53-
default

Prim
ary

x8
6

5.14.21-
150500.53-
default

Prim
ary

SLES aar 6.4.0- Prim
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15
SP6

ch
64

150600.21-
default

ary

pp
c6
4le

6.4.0-
150600.21-
default

Prim
ary

x8
6

6.4.0-
150600.21-
default

Prim
ary

Tenc
entO
S 3.3

aar
ch
64

5.4.119-
19.0009.39

Prim
ary

x8
6

5.4.119-
19.0009.39

Prim
ary

Ubu
ntu
20.0
4

aar
ch
64

5.4.0-26-
generic

Prim
ary

12.6

pp
c6
4le

5.4.0-26-
generic

Prim
ary

12.6

x8
6

5.4.0-26-
generic

Prim
ary

12.6

Ubu
ntu
22.0
4

aar
ch
64

5.15.0-25-
generic

Prim
ary

12.6

pp
c6
4le

5.15.0-25-
generic

Prim
ary

12.6
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x8
6

5.15.0-25-
generic

Prim
ary

12.6

Ubu
ntu
24.0
4

aar
ch
64

6.8.0-31-
generic

Prim
ary

12.6

pp
c6
4le

6.8.0-31-
generic

Prim
ary

12.6

x8
6

6.8.0-31-
generic

Prim
ary

12.6

Ubu
ntu2
4.10

x8
6

6.11.0-8-
generic

Prim
ary

12.4

UOS
20.1
060

aar
ch
64

5.10.0-
46.uel20.aarc
h64

Prim
ary

x8
6

5.10.0-
46.uel20.x86_
64

Prim
ary

UOS
20.1
060a

aar
ch
64

5.10.0-
46.uelc20.aar
ch64

Prim
ary

x8
6

5.10.0-
46.uelc20.x86
_64

Prim
ary

DOCA-OFED Version Interoperability
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This section re�ects which versions were tested and veri�ed for multi-version
environments (i.e., environments with more than one doca-ofed version on host servers).

Target Version Versions Veri�ed for Interoperability

24.10 Oct 2024
24.07-0.6.1.0- DOCA-OFED Pro�le-2.8.0

23.10-3.2.2.0 LTS-DOCA-OFED-2.5.2

BF-Bundle (BFB) Version Upgrade/Downgrade

The following table provides a matrix for the supported upgrade/downgrade of BFBs
across di�erent versions.

Versio
n

Upgrade to Downgrade to

1.5.0
2.0.2; 2.2.0; 1.5.1; 1.5.2;
1.5.3

1.4.0; 1.3.0

1.5.1 1.5.2 1.5.0

1.5.2 1.5.3 1.5.1; 1.5.0

1.5.3 N/A 1.5.2; 1.5.0

2.0.2 2.2.0; 2.5.0 1.5.0; 1.4.0

2.2.0 2.5.0; 2.6.0 N/A

2.2.1 2.5.0; 2.6.0 N/A

2.5.0 2.5.1; 2.6.0 2.2.1 for BlueField-3; 2.2.0 for BlueField-2

2.5.1 2.5.2 2.5.0

2.5.2 2.6.0; 2.7.0; 2.8.0; 2.9.0 2.5.1; 2.5.0

2.6.0 2.7.0; 2.8.0 2.5.0; 2.2.1 for BlueField-3; 2.2.0 for BlueField-2

2.7.0 2.8.0; 2.9.0
2.6.0; 2.5.0; 2.2.1 for BlueField-3; 2.2.0 for
BlueField-2

2.8.0 2.9.0 2.7.0; 2.6.0; 2.5.0

2.9.0 2.9.1 2.8.0; 2.7.0

2.9.1 N/A 2.9.0; 2.8.0; 2.7.0
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Supported DOCA Version Upgrade Using Standard Linux
Tools on BlueField

Version Upgrade to

2.5.0 2.5.1; 2.6.0; 2.7.0; 2.8.0

2.5.1 2.5.2

2.5.2 N/A

2.6.0 2.7.0; 2.8.0

2.7.0 2.8.0; 2.9.0

2.8.0 2.9.0

2.9.0 2.9.1

2.9.1 N/A

API Changes

N/A

Device De�nition

The supported adapter cards are speci�ed as follows:

Supported
Cards

Description

All HCAs

Supported in the following adapter cards unless speci�cally stated
otherwise:
ConnectX-4/ConnectX-4 Lx/ConnectX-5/ConnectX-6/ConnectX-6
Dx/ConnectX-6 Lx/ConnectX-7/BlueField-2/BlueField-3

ConnectX-6 Dx
and above

Supported in the following adapter cards unless speci�cally stated
otherwise:
ConnectX-6 Dx/ConnectX-6 Lx/ConnectX-7/BlueField-2/BlueField-3

ConnectX-6
and above

Supported in the following adapter cards unless speci�cally stated
otherwise:
ConnectX-6/ConnectX-6 Dx/ConnectX-6 Lx/ConnectX-7/BlueField-
2/BlueField-3
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Supported
Cards

Description

ConnectX-5
and above

Supported in the following adapter cards unless speci�cally stated
otherwise:
ConnectX-5/ConnectX-6/ConnectX-6 Dx/ConnectX-6 Lx/ConnectX-
7/BlueField-2/BlueField-3

ConnectX-4
and above

Supported in the following adapter cards unless speci�cally stated
otherwise:
ConnectX-4/ConnectX-4 Lx/ConnectX-5/ConnectX-6/ConnectX-6
Dx/ConnectX-6 Lx/ConnectX-7/BlueField-2/BlueField-3

Unsupported Functionalities/Features/NICs

The following are the unsupported functionalities/features/NICs in the current version:

RDMA experimental verbs library (mlnx_lib)

Common internet �le system (CIFS) module installation

Relational database service (RDS)

mthca In�niBand driver

Ethernet IPoIB (eIPoIB)

In�niBand-connected transport service

IPSec over bond for crypto o�oad

<b>Notice</b><br/><br/>This document is provided for information purposes only and shall not be regarded as a
warranty of a certain functionality, condition, or quality of a product. NVIDIA Corporation (“NVIDIA”) makes no
representations or warranties, expressed or implied, as to the accuracy or completeness of the information contained in
this document and assumes no responsibility for any errors contained herein. NVIDIA shall have no liability for the
consequences or use of such information or for any infringement of patents or other rights of third parties that may
result from its use. This document is not a commitment to develop, release, or deliver any Material (de�ned below), code,
or functionality.<br/><br/>NVIDIA reserves the right to make corrections, modi�cations, enhancements, improvements,
and any other changes to this document, at any time without notice.<br/><br/>Customer should obtain the latest
relevant information before placing orders and should verify that such information is current and complete.<br/><br/>
<br/>NVIDIA products are sold subject to the NVIDIA standard terms and conditions of sale supplied at the time of
order acknowledgement, unless otherwise agreed in an individual sales agreement signed by authorized representatives
of NVIDIA and customer (“Terms of Sale”). NVIDIA hereby expressly objects to applying any customer general terms and
conditions with regards to the purchase of the NVIDIA product referenced in this document. No contractual obligations
are formed either directly or indirectly by this document.<br/><br/>NVIDIA products are not designed, authorized, or
warranted to be suitable for use in medical, military, aircraft, space, or life support equipment, nor in applications where
failure or malfunction of the NVIDIA product can reasonably be expected to result in personal injury, death, or property
or environmental damage. NVIDIA accepts no liability for inclusion and/or use of NVIDIA products in such equipment or
applications and therefore such inclusion and/or use is at customer’s own risk.<br/><br/>NVIDIA makes no
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representation or warranty that products based on this document will be suitable for any speci�ed use. Testing of all
parameters of each product is not necessarily performed by NVIDIA. It is customer’s sole responsibility to evaluate and
determine the applicability of any information contained in this document, ensure the product is suitable and �t for the
application planned by customer, and perform the necessary testing for the application in order to avoid a default of the
application or the product. Weaknesses in customer’s product designs may a�ect the quality and reliability of the
NVIDIA product and may result in additional or di�erent conditions and/or requirements beyond those contained in this
document. NVIDIA accepts no liability related to any default, damage, costs, or problem which may be based on or
attributable to: (i) the use of the NVIDIA product in any manner that is contrary to this document or (ii) customer
product designs.<br/><br/>No license, either expressed or implied, is granted under any NVIDIA patent right, copyright,
or other NVIDIA intellectual property right under this document. Information published by NVIDIA regarding third-party
products or services does not constitute a license from NVIDIA to use such products or services or a warranty or
endorsement thereof. Use of such information may require a license from a third party under the patents or other
intellectual property rights of the third party, or a license from NVIDIA under the patents or other intellectual property
rights of NVIDIA.<br/><br/><br/><br/>Reproduction of information in this document is permissible only if approved in
advance by NVIDIA in writing, reproduced without alteration and in full compliance with all applicable export laws and
regulations, and accompanied by all associated conditions, limitations, and notices.<br/><br/><br/><br/>THIS
DOCUMENT AND ALL NVIDIA DESIGN SPECIFICATIONS, REFERENCE BOARDS, FILES, DRAWINGS, DIAGNOSTICS, LISTS,
AND OTHER DOCUMENTS (TOGETHER AND SEPARATELY, “MATERIALS”) ARE BEING PROVIDED “AS IS.” NVIDIA MAKES
NO WARRANTIES, EXPRESSED, IMPLIED, STATUTORY, OR OTHERWISE WITH RESPECT TO THE MATERIALS, AND
EXPRESSLY DISCLAIMS ALL IMPLIED WARRANTIES OF NONINFRINGEMENT, MERCHANTABILITY, AND FITNESS FOR A
PARTICULAR PURPOSE. TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT WILL NVIDIA BE LIABLE FOR ANY
DAMAGES, INCLUDING WITHOUT LIMITATION ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, PUNITIVE, OR
CONSEQUENTIAL DAMAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY OF LIABILITY, ARISING OUT OF
ANY USE OF THIS DOCUMENT, EVEN IF NVIDIA HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
Notwithstanding any damages that customer might incur for any reason whatsoever, NVIDIA’s aggregate and
cumulative liability towards customer for the products described herein shall be limited in accordance with the Terms of
Sale for the product.<br/><br/><br/><br/><b>Trademarks</b><br/><br/><br/>NVIDIA and the NVIDIA logo are
trademarks and/or registered trademarks of NVIDIA Corporation in the U.S. and other countries. Other company and
product names may be trademarks of the respective companies with which they are associated.<br/>
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