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Jailbreaking AI 

 
This week on Security Now! 
Why was DeepSeek banned by Italian authorities? What internal proprietary DeepSeek data was 
found online? What is "DeepSeek" anyway? Why do we care, and what does it mean? Did 
Microsoft just make OpenAI's strong model available for free? Google explains how generative AI 
can be and is being misused. An actively exploited and unpatched Zyxel router vulnerability. 
The new US "ROUTERS" Act. Is pirate-site blocking legislation justified or is it censorship? 
Russia's blocked website count tops 400,000. Microsoft adds "scareware" warnings to Edge. 
Bitwarden improves account security. What's still my favorite disk imaging tool? And let's take a 
close look into the extraction of proscribed knowledge from today's AI systems -- It only requires 
a bit of patience. 
 

Those scissor lifts really come in handy! 
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Security News 
With the world going “AI Crazy” traditional network security firms – such as Unit 42 of Palo Alto 
Networks – are focusing their attention upon the emerging security and privacy implications of 
AI. So while I have no intention of turning Security Now! into an AI-focused podcast, it appears 
that, at least for the time being, the security world itself will be turning its attention there... 
which means we will too, since that’s where the news will be made. 
 
 
DeepSeek in the Crosshairs 
When I saw this headline in The Hacker News I doubted that it would have anything useful to 
add to today’s podcast. The headline was “Italy Bans Chinese DeepSeek AI Over Data Privacy 
and Ethical Concerns”.  I started to roll my eyes since it seemed to show what we might imagine 
will soon be termed “AI Panic”. But after getting past the sadly predictable “what personal data is 
this Chinese app collecting?” content, the article turned to some interestingly useful security- 
related question – which wound up leading us straight to today’s interesting topic of Jailbreaking 
AI. But we first have a great deal to talk about before we wind up there. Here’s that The Hacker 
News wrote, Friday: 
 

Italy's data protection watchdog has blocked Chinese artificial intelligence firm DeepSeek's 
service within the country, citing a lack of information about its use of users' personal data. 
The development comes days after Italy’s authority sent a series of questions to DeepSeek, 
asking about its data handling practices and where it obtained its training data. In particular, it 
wanted to know what personal data is collected by its web platform and mobile app, from 
which sources, for what purposes, on what legal basis, and whether it is stored in China. 
 
In a statement issued January 30, 2025, the Italian regulator said it arrived at the decision 
after DeepSeek provided information that it said was “completely insufficient.” The two entities 
behind the service, Hangzhou DeepSeek Artificial Intelligence and Beijing DeepSeek Artificial 
Intelligence, have “declared that they do not operate in Italy and that European legislation 
does not apply to them,” it added. As a result, the watchdog said it's blocking access to 
DeepSeek with immediate effect, and that it's simultaneously opening a probe. 
 
In 2023, the data protection authority also issued a temporary ban on OpenAI's ChatGPT, a 
restriction that was lifted in late April after the artificial intelligence (AI) company stepped in to 
address the data privacy concerns raised. Subsequently, OpenAI was fined €15 million over 
how it handled personal data. News of DeepSeek's ban comes as the company has been riding 
the wave of popularity this week, with millions of people flocking to the service and sending its 
mobile apps to the top of the download charts. 
 
Besides becoming the target of “large-scale malicious attacks,” it has drawn the attention of 
lawmakers and regulars for its privacy policy, China-aligned censorship, propaganda, and the 
national security concerns it may pose. The company has implemented a fix as of January 31 
to address the attacks on its services. 
 
Adding to the challenges, DeepSeek's large language models (LLM) have been found to be 
susceptible to jailbreak techniques like Crescendo, Bad Likert Judge, Deceptive Delight, Do 
Anything Now (DAN), and EvilBOT, thereby allowing bad actors to generate malicious or 
prohibited content. 

 
I’ll interrupt here to note that the industry is rapidly developing and maturing a lexicon of named 
and quite specific jailbreaking attacks that can be applied against deployed AI models. These 
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techniques obviously intersect with this podcast because, in the words of Palo Alto Networks Unit 
42, in the case of DeepSeek, these jailbreaking attacks “... elicited a range of harmful outputs, 
from detailed instructions for creating dangerous items like Molotov cocktails to generating 
malicious code for attacks like SQL injection and lateral movement.”  So all of this is obviously 
well inside our wheelhouse. The Hacker News continued, quoting Unit 42: 
 

“While DeepSeek's initial responses often appeared benign, in many cases, carefully crafted 
follow-up prompts often exposed the weakness of these initial safeguards. The LLM readily 
provided highly detailed malicious instructions, demonstrating the potential for these 
seemingly innocuous models to be weaponized for malicious purposes.” 
 
Further evaluation of DeepSeek's reasoning model, DeepSeek-R1, by AI security company 
HiddenLayer, has uncovered that it's not only vulnerable to prompt injections but also that its 
Chain-of-Thought (CoT) reasoning can lead to inadvertent information leakage. In an 
interesting twist, HiddenLayer said the model also “surfaced multiple instances suggesting that 
OpenAI data was incorporated, raising ethical and legal concerns about data sourcing and 
model originality.” 

 
Two points, here: The first is that we have the emergence of enterprises describing themselves 
as “AI security companies.” What we’re seeing is that just as operating systems have their own 
security needs and issues, and networks of computers also have their own security needs and 
issues, so, too, does Large Language Model AI. In every case it’s about methods of, and 
mechanisms for, deliberate abuse of the operation that was intended. So, AI, welcome to the 
Security Now! Podcast. 
 
I also wanted to mention that this company’s name “HiddenLayer” is terrific. It’s a great name 
for an AI security company. Neural networks have always been organized in layers where each 
layer feeds its weighted, summed and thresholded data forward into the next layer. In these 
systems, the input layer receives the input from the outside world and the output layer provides 
the network’s conclusions. But there are many in between layers. And since they are not directly 
exposing either their inputs or their outputs, they’re traditionally referred to as “Hidden Layers.” 
 
The Hacker News continues: 
 

The disclosure also follows the discovery of a jailbreak vulnerability in OpenAI ChatGPT-4o 
dubbed Time Bandit that makes it possible for an attacker to get around the safety guardrails 
of the LLM by prompting the chatbot with questions in a manner that makes it lose its 
temporal awareness. OpenAI has since mitigated the problem. 
 
The CERT Coordination Center (CERT/CC) said: “An attacker can exploit the vulnerability by 
beginning a session with ChatGPT and prompting it directly about a specific historical event, 
historical time period, or by instructing it to pretend it is assisting the user in a specific 
historical event. Once this has been established, the user can pivot the received responses to 
various illicit topics through subsequent prompts.” 

 
Yikes! And we imagine that we’re going to be able to control this as its complexity skyrockets? 
Look up the definition of “hubris.”  They continue: 
 

Similar jailbreak flaws have also been identified in Alibaba's Qwen 2.5-VL model and GitHub's 
Copilot coding assistant, the latter of which (meaning Copilot) grant threat actors the ability to 
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sidestep security restrictions and produce harmful code simply by including words like “sure” in 
the prompt. 
 
Apex researcher Oren Saban said: “Starting queries with affirmative words like 'Sure' or other 
forms of confirmation acts as a trigger, shifting Copilot into a more compliant and risk-prone 
mode. This small tweak is all it takes to unlock responses that range from unethical 
suggestions to outright dangerous advice.” 
 
Apex said it also found another vulnerability in Copilot's proxy configuration that it said could 
be exploited to fully circumvent access limitations without paying for usage and even tamper 
with the Copilot system prompt, which serves as the foundational instructions that dictate the 
model's behavior. The attack, however, hinges on capturing an authentication token associated 
with an active Copilot license, prompting GitHub to classify it as an abuse issue following 
responsible disclosure. 
 
Saban added: “The proxy bypass and the positive affirmation jailbreak in GitHub Copilot are a 
perfect example of how even the most powerful AI tools can be abused without adequate 
safeguards.” 

 
I have the feeling we’re going to be looking back longingly at the days of simple buffer 
overflows. :-/ 
 
And speaking of buffer overflows, even while we’re moving forward to create newly and deeply 
vulnerable and abusable technologies, we still have the same old still-unresolved problems...  
 
 
Wiz Research discovers exposed DeekSeek data online 
Last Wednesday, the group Wiz Research – Wiz as in Wizard – posted their research under the 
headline “Wiz Research Uncovers Exposed DeepSeek Database Leaking Sensitive Information, 
Including Chat History.”  and the subheading:  “A publicly accessible database belonging to 
DeepSeek allowed full control over database operations, including the ability to access internal 
data. The exposure includes over a million lines of log streams with highly sensitive information.”  
They reported: 
 

DeepSeek, a Chinese AI startup, has recently garnered significant media attention due to its 
groundbreaking AI models, particularly the DeepSeek-R1 reasoning model. This model rivals 
leading AI systems like OpenAI’s o1 in performance and stands out for its cost-effectiveness 
and efficiency. 
 
As DeepSeek made waves in the AI space, the Wiz Research team set out to assess its 
external security posture and identify any potential vulnerabilities. Within minutes, we found a 
publicly accessible ClickHouse database linked to DeepSeek, completely open and 
unauthenticated, exposing sensitive data. It was hosted at oauth2callback.deepseek.com (port 
9000) and dev.deepseek.com (also port 9000). This database contained a significant volume of 
chat history, backend data and sensitive information, including log streams, API Secrets, and 
operational details.  More critically, the exposure allowed for full database control and potential 
privilege escalation within the DeepSeek environment, without any authentication or defense 
mechanism to the outside world. 

 
Does any of that sound familiar? The more things change... 
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Our reconnaissance began with assessing DeepSeek’s publicly accessible domains. By mapping 
the external attack surface with straightforward reconnaissance techniques (passive and active 
discovery of subdomains), we identified around 30 internet-facing subdomains. Most appeared 
benign, hosting elements like the chatbot interface, status page, and API documentation—none 
of which initially suggested a high-risk exposure. 
 
However, as we expanded our search beyond standard HTTP ports (80/443), we detected two 
unusual, open ports (8123 & 9000) associated with oauth2callback.deepseek.com and 
dev.deepseek.com. Upon further investigation, these ports led to a publicly exposed 
ClickHouse database, accessible without any authentication at all – immediately raising red 
flags.   
 
ClickHouse is an open-source, columnar database management system designed for fast 
analytical queries on large datasets. It was developed by Yandex and is widely used for 
real-time data processing, log storage, and big data analytics, which indicates such exposure 
as a very valuable and sensitive discovery. By leveraging ClickHouse’s HTTP interface, we 
accessed the /play path, which allowed direct execution of arbitrary SQL queries via the 
browser. Running a simple SHOW TABLES; query returned a full list of accessible datasets. 
 
Among them, one table stood out: log_stream, which contained extensive logs with highly 
sensitive data. The log_stream table contained over 1 million log entries, with particularly 
revealing columns. This level of access posed a critical risk to DeepSeek’s own security and for 
its end-users. Not only an attacker could retrieve sensitive logs and actual plain-text chat 
messages, but they could also potentially exfiltrate plaintext passwords and local files along 
with proprietary information directly from the server using queries like: SELECT * FROM 
file('filename') depending on their ClickHouse configuration. 
  
Note that we did not execute intrusive queries beyond enumeration to preserve ethical 
research practices. The Wiz Research team immediately and responsibly disclosed the issue to 
DeepSeek, which promptly secured the exposure. 
 
The rapid adoption of AI services without corresponding security is inherently risky. This 
exposure underscores the fact that the immediate security risks for AI applications stem from 
the infrastructure and tools supporting them. While much of the attention around AI security is 
focused on futuristic threats, the real dangers often come from basic risks—like accidental 
external exposure of databases. These risks, which are fundamental to security, should remain 
a top priority for security teams. 
 
As organizations rush to adopt AI tools and services from a growing number of startups and 
providers, it’s essential to remember that by doing so, we’re entrusting these companies with 
sensitive data. The rapid pace of adoption often leads to overlooking security, but protecting 
customer data must remain the top priority. It’s crucial that security teams work closely with 
AI engineers to ensure visibility into the architecture, tooling, and models being used, so we 
can safeguard data and prevent exposure. 
 
The world has never seen technology adopted at the pace of AI. Many AI companies have 
rapidly grown into critical infrastructure providers without the security frameworks that 
typically accompany such widespread adoptions. As AI becomes deeply integrated into 
businesses worldwide, the industry must recognize the risks of handling sensitive data and 
enforce security practices on par with those required for public cloud providers and major 
infrastructure providers. 
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In other words, we still have all the same old problems as before, and now we’re adding entirely 
new dimensions of potential exploits. Thank goodness we didn’t stop this podcast at 999!  :-) 
 
 
DeepSeek 
So far, everything I’ve talked about has been about DeepSeek. But I haven’t yet talked about 
what it is. It’s a HUGE deal and many of our listeners have written to ask what I make of it. I 
said a couple of weeks ago that I believed that the most important takeaway from any current 
understanding of AI, was that this field was still so young and fast moving that no book recently 
written, nor anything we believe from “received knowledge” could usefully tell us anything about 
what’s going on in AI today, let alone tomorrow. We’ve just seen an example of exactly that. 
 
I’ve mentioned a good friend of mine who has been closely following the developing AI world for 
at least the past year. He moved away years ago, but we meet annually over the holidays when 
he’s back in town visiting his family who still lives here where he grew up. He was all about AI a 
year ago when we met, and as we know, this year over the holidays AI was also my own focus. 
So I sent him a copy of my December 30th special End of the Year AI Update which went out to 
the subscribers to the Security Now! Mailing list. In reply, a little over a month ago, John wrote: 
“Great stuff. Very nicely written. But did you see the news out of China yesterday? The 
Deepseek model could be a real game changer. Will be interesting to see the ripples from that 
news in the days ahead.” 
 
So, it took 30 days, and if I were a betting man playing the stock market I might have taken the 
opportunity to sell short on Nvidia. But I’m not and I didn’t. And that’s fine because there’s still 
far too much volatility for my very conservative investment taste. In looking for some way to 
quickly capture this event for the podcast, I decided to quote a thread posted to “X” by Morgan 
Brown, who’s in charge of AI product development at Dropbox. Morgan posted the following 
thread: 
 

Finally had a chance to dig into DeepSeek’s R1… 
 
Let me break down why DeepSeek's AI innovations are blowing people's minds (and possibly 
threatening Nvidia's stock market cap in simple terms... 
 
First, some context: Right now, training top AI models is INSANELY expensive. OpenAI, 
Anthropic, etc. spend $100M+ just on compute. They need massive data centers with 
thousands of $40K GPUs. It's like needing a whole power plant to run a factory. 
 
DeepSeek just showed up and said "LOL what if we did this for $5M instead?" And they didn't 
just talk - they actually DID it. Their models match or beat GPT-4 and Claude on many tasks. 
The AI world is (as my teenagers say) shook. 
 
How? They rethought everything from the ground up. Traditional AI is like writing every 
number with 32 decimal places. DeepSeek was like "what if we just used 8? It's still accurate 
enough!" Boom - 75% less memory needed. 
 
Then there's their "multi-token" system. Normal AI reads like a first-grader: "The... cat... 
sat..." DeepSeek reads in whole phrases at once. 2x faster, 90% as accurate. When you're 
processing billions of words, this MATTERS. 
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But here's the really clever bit: They built an "expert system." Instead of one massive AI 
trying to know everything (like having one person be a doctor, lawyer, AND engineer), they 
have specialized experts that only wake up when needed. 
 
Traditional models?  All 1.8 trillion parameters active ALL THE TIME.  DeepSeek? 671B total 
but only 37B active at once.  It's like having a huge team but only calling in the experts you 
actually need for each task. 
 
The results are mind-blowing: 

●​ Training cost: $100M → $5M 
●​ GPUs needed: 100,000 → 2,000 
●​ API costs: 95% cheaper 
●​ Can run on gaming GPUs instead of data center hardware 

 
“But wait,” you might say, “there must be a catch!” That's the wild part - it's all open source. 
Anyone can check their work. The code is public. The technical papers explain everything. It's 
not magic, just incredibly clever engineering. 
 
Why does this matter? Because it breaks the model of "only huge tech companies can play in 
AI." You don't need a billion-dollar data center anymore. A few good GPUs might do it. 
 
For Nvidia, this is scary. Their entire business model is built on selling super expensive GPUs 
with 90% margins. If everyone can suddenly do AI with regular gaming GPUs... well, you see 
the problem. 
 
And here's the kicker: DeepSeek did this with a team of fewer than 200 people. Meanwhile, 
Meta has teams where the compensation alone exceeds DeepSeek's entire training budget... 
and their models are not as good. 
 
This is a classic disruption story: Incumbents optimize existing processes, while disruptors 
rethink the fundamental approach. DeepSeek asked “what if we just did this smarter instead of 
throwing more hardware at it?” 
 
The implications are huge:  

●​ AI development becomes more accessible 
●​ Competition increases dramatically 
●​ The "moats" of big tech companies look more like puddles 
●​ Hardware requirements (and costs) plummet 

 
Of course, giants like OpenAI and Anthropic won't stand still. They're probably already 
implementing these innovations. But the efficiency genie is out of the bottle - there's no going 
back to the “just throw more GPUs at it” approach. 
 
Final thought: This feels like one of those moments we'll look back on as an inflection point. 
Like when PCs made mainframes less relevant, or when cloud computing changed everything. 
AI is about to become a lot more accessible, and a lot less expensive. The question isn't if this 
will disrupt the current players, but how quickly. 
 
P.S. And yes, all this is available open source. You can literally try their models right now. 
We're living in wild times! 
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The idea of using lower resolution GPUs, thus not wasting GPU real estate on unneeded decimal 
precision and reducing power consumption was brilliant, and the idea of breaking a single 
monolithic all-encompassing model into many smaller experts is also a breakthrough. Stephen 
Wolfram hinted at this in his book when he talked about attaching Wolfram Alpha to a linguistic 
AI. His point was that while a linguistic AI might be able to perform complex calculations, it 
makes so much more sense to give it access to a tool that’s specialized – exactly analogous to 
the way humans use calculators. Could we do the multiplication or division longhand? Yes, of 
course; but how much more efficient and less error prone to use a tool that’s designed for the 
task. 
 
Intuitively, it seems so clear that domain-specific expertise could be concentrated into multiple 
smaller models – remember that a “model” is just a very large set of parameters. So these 
various “specialist” models could be stored offline and only deployed as needed. A hardware 
network of a given size could be loaded with a generalist model that’s able to do a lot. But it 
would also be able to dynamically replace itself by loading up one of the specialist models 
whenever more focused reasoning about a narrower topic was needed. And isn’t that just the 
way the physical world has organized itself? 
 
So is this Chinese DeepSeek a big deal? Yes. And that was my point four weeks ago with our first 
podcast of 2025 when I said that anything we knew now about AI would not be true tomorrow. 
We have a long way to go before whatever AI turns out to be becomes known. 
 
Morgan’s other message, about the collapsing cost that this means for AI is every bit as super- 
important. Everything is about economics and the less expensive AI turns out to be the more of 
it we’re going to get. To some degree this may turn out to be a mixed blessing, since I fear we’re 
going to see increasing levels of poorly implemented AI, but what we get will also eventually be 
better (meaning smarter) AI. 
 
One last note about DeepSeek from an article in MIT Technology Review titled: “How DeepSeek 
ripped up the AI playbook—and why everyone’s going to follow its lead”. It had the sub-headline 
“The Chinese firm has pulled back the curtain to expose how the top labs may be building their 
next-generation models. Now things get interesting.” 
 
The article quotes Matt Zeiler, founder & CEO of the AI firm Clarifai. For this article, Matt notes: 
 

“On the hardware side, DeepSeek has found new ways to juice old chips, allowing it to train 
top-tier models without coughing up for the latest hardware on the market. Half their 
innovation comes from straight engineering, says Zeiler: “They definitely have some really, 
really good GPU engineers on that team.”   Nvidia provides software called CUDA that 
engineers use to tweak the settings of their chips. But DeepSeek bypassed this code using 
assembler, a programming language that talks to the hardware itself, to go far beyond what 
Nvidia offers out of the box. “That’s as hardcore as it gets for optimizing these things,” says 
Zeiler. “You can do it, but basically it’s so difficult that nobody does.” 

I imagine that will be changing because why waste GPU performance talking to the chips 
through a higher-level general-purpose API when any savings will be multiplied 50,000 times by 
50,000 GPUs?  The entire (much longer) MIT article is VERY good. I have a link to it in the show 
notes: 
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https://www.technologyreview.com/2025/01/31/1110740/how-deepseek-ripped-up-the-ai-playb
ook-and-why-everyones-going-to-follow-it/ 
 
 
Copilot’s new “Think Deeper” setting. 
PC World’s headline was “ChatGPT’s advanced AI costs $200/mo. Now it’s free for Windows 
users. Microsoft is making access to OpenAI's o1 model free via Copilot's new 'Think Deeper' 
toggle.” 
 

Microsoft is taking an aggressive step towards lowering the price of top-tier AI reasoning, 
placing what appears to be unlimited access to OpenAI’s o1 model directly within Copilot’s new 
“Think Deeper” feature. 
 
What’s important here is the word “free”: OpenAI released the o1 model in December, and 
company chief executive Sam Altman promised that it would be the most powerful model 
available. But it came with a catch: two subscriptions. OpenAI’s ChatGPT Pro charges a 
whopping $200/mo for unlimited access to the model. The company’s $20/mo service, 
ChatGPT Plus, also allows access to the o1 model, but with limited access. 
 
On Wednesday, Microsoft’s chief of AI, Mustafa Suleyman, announced that access to the o1 
model would be available to Copilot users “everywhere at no cost.” Access to the model will be 
provided by Copilot’s “Think Deeper” function, which requires a few seconds to ponder and 
research an answer and spit out a response. Because the Copilot app on Windows is now just a 
PWA, or webpage, you can access it by either the Copilot app on Windows or via 
copilot.microsoft.com. You’ll need to sign in with a Microsoft account. 
 
(The “Think Deeper” control in Copilot is essentially a toggle switch. Just make sure it’s “on,” 
or highlighted, before you enter your query.) 
 
Think Deeper is essentially a more thoughtful version of Copilot, which recently seems to have 
trended toward more cursory, shorter replies. Don’t consider it a search engine, however; 
when asked, Think Deeper noted that its information was current up to October 2023. 
 
Instead, Think Deeper excels at what you might call evergreen research — relating the 
evaporation cycle to hurricane development, or analysis of a given situation or historical event, 
for example. Think Deeper will write code and explain it, too: “Write a basic Windows 
application that can be used to draw a maze based upon the letters of the user’s first name” 
produced a thorough process to develop the application, generating custom C# source files 
after several seconds. 

 
PC World’s article goes on, but that’s the gist that I wanted to share. And as we all now know, 
anytime an AI is spending time “thinking” before it begins replying, that’s “query time compute” 
which was the most recent breakthrough that has brought us the current generation of more 
“thoughtful” AI answers – with, hopefully, much less hallucinating, which is less charitably known 
as “just making stuff up!” 
 
 
Adversarial Misuse of Generative AI 
In a final piece of AI security news until we get to our main topic at the end, last Wednesday, 
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Google’s Cloud Blog headline was “Adversarial Misuse of Generative AI”.  Here’s what Google 
explained: 
 

Rapid advancements in artificial intelligence (AI) are unlocking new possibilities for the way we 
work and accelerating innovation in science, technology, and beyond. In cybersecurity, AI is 
poised to transform digital defense, empowering defenders and enhancing our collective 
security. Large language models (LLMs) open new possibilities for defenders, from sifting 
through complex telemetry to secure coding, vulnerability discovery, and streamlining 
operations. However, some of these same AI capabilities are also available to attackers, 
leading to understandable anxieties about the potential for AI to be misused for malicious 
purposes. 
 
Much of the current discourse around cyber threat actors' misuse of AI is confined to 
theoretical research. While these studies demonstrate the potential for malicious exploitation 
of AI, they don't necessarily reflect the reality of how AI is currently being used by threat 
actors in the wild. To bridge this gap, we are sharing a comprehensive analysis of how threat 
actors interacted with Google's AI-powered assistant, Gemini. Our analysis was grounded by 
the expertise of Google's Threat Intelligence Group (GTIG), which combines decades of 
experience tracking threat actors on the front lines and protecting Google, our users, and our 
customers from government-backed attackers, targeted 0-day exploits, coordinated 
information operations (IO), and serious cyber crime networks. 
 
We believe the private sector, governments, educational institutions, and other stakeholders 
must work together to maximize AI's benefits while also reducing the risks of abuse. At 
Google, we are committed to developing responsible AI guided by our principles, and we share 
resources and best practices to enable responsible AI development across the industry. We 
continuously improve our AI models to make them less susceptible to misuse, and we apply 
our intelligence to improve Google's defenses and protect users from cyber threat activity. We 
also proactively disrupt malicious activity to protect our users and help make the internet 
safer. We share our findings with the security community to raise awareness and enable 
stronger protections for all. 

 
Okay. So that sets the stage. Google continued: 
 

Google Threat Intelligence Group (GTIG) is committed to tracking and protecting against cyber 
threat activity. We relentlessly defend Google, our users, and our customers by building the 
most complete threat picture to disrupt adversaries. As part of that effort, we investigate 
activity associated with threat actors to protect against malicious activity, including the misuse 
of generative AI or LLMs. 
 
This report shares our findings on government-backed threat actor use of the Gemini 
web application. The report encompasses new findings across advanced persistent threat (APT) 
and coordinated information operations (IO) actors tracked by GTIG. By using a mix of analyst 
review and LLM-assisted analysis, we investigated prompts by APT and IO threat actors who 
attempted to misuse Gemini. 

 
Of course we’re well familiar with the abbreviation APT – Advanced Persistent Threat. Google has 
also adopted a new term, which is unfortunately not very distinctive. Although “IO” is strongly 
reserved as the abbreviation for “Input Output”, Google explains that Information Operations 
attempt to influence online audiences in a deceptive, coordinated manner. Examples include 
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sockpuppet accounts and comment brigading. 
 

GTIG takes a holistic, intelligence-driven approach to detecting and disrupting threat activity, 
and our understanding of government-backed threat actors and their campaigns provides the 
needed context to identify threat enabling activity. We use a wide variety of technical signals 
to track government-backed threat actors and their infrastructure, and we are able to correlate 
those signals with activity on our platforms to protect Google and our users. By tracking this 
activity, we’re able to leverage our insights to counter threats across Google platforms, 
including disrupting the activity of threat actors who have misused Gemini. We also actively 
share our insights with the public to raise awareness and enable stronger protections across 
the wider ecosystem. 
 
Our analysis of government-backed threat actor use of Gemini focused on understanding how 
threat actors are using AI in their operations and if any of this activity represents novel or 
unique AI-enabled attack or abuse techniques. Our findings, which are consistent with those of 
our industry peers, reveal that while AI can be a useful tool for threat actors, it is not yet the 
game-changer it is sometimes portrayed to be. While we do see threat actors using generative 
AI to perform common tasks like troubleshooting, research, and content generation, we do not 
see indications of them developing novel capabilities. 
 
Our key findings include: 
 
●​ We did not observe any original or persistent attempts by threat actors to use prompt 

attacks or other machine learning (ML)-focused threats as outlined in the Secure AI 
Framework (SAIF) risk taxonomy. Rather than engineering tailored prompts, threat actors 
used more basic measures or publicly available jailbreak prompts in unsuccessful attempts 
to bypass Gemini's safety controls.​
 

●​ Threat actors are experimenting with Gemini to enable their operations, finding 
productivity gains but not yet developing novel capabilities. At present, they primarily use 
AI for research, troubleshooting code, and creating and localizing content.​
 

●​ APT actors used Gemini to support several phases of the attack lifecycle, including 
researching potential infrastructure and free hosting providers, reconnaissance on target 
organizations, research into vulnerabilities, payload development, and assistance with 
malicious scripting and evasion techniques. Iranian APT actors were the heaviest users of 
Gemini, using it for a wide range of purposes. Of note, we observed limited use of Gemini 
by Russian APT actors during the period of analysis.​
 

●​ IO actors used Gemini for research; content generation including developing personas and 
messaging; translation and localization; and to find ways to increase their reach. Again, 
Iranian IO actors were the heaviest users of Gemini, accounting for three quarters of all 
use by IO actors. We also observed Chinese and Russian IO actors using Gemini primarily 
for general research and content creation.​
 

●​ Gemini's safety and security measures restricted content that would enhance adversary 
capabilities as observed in this dataset. Gemini provided assistance with common tasks like 
creating content, summarizing, explaining complex concepts, and even simple coding 
tasks. Assisting with more elaborate or explicitly malicious tasks generated safety 
responses from Gemini. 
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●​ Threat actors attempted unsuccessfully to use Gemini to enable abuse of Google products, 
including researching techniques for Gmail phishing, stealing data, coding a Chrome 
infostealer, and bypassing Google's account verification methods. 

 
Rather than enabling disruptive change, generative AI allows threat actors to move faster and 
at higher volume. For skilled actors, generative AI tools provide a helpful framework, similar to 
the use of Metasploit or Cobalt Strike in cyber threat activity. For less skilled actors, they also 
provide a learning and productivity tool, enabling them to more quickly develop tools and 
incorporate existing techniques. However, current LLMs on their own are unlikely to enable 
breakthrough capabilities for threat actors. We note that the AI landscape is in constant flux, 
with new AI models and agentic systems emerging daily. As this evolution unfolds, GTIG 
anticipates the threat landscape to evolve in stride as threat actors adopt new AI technologies 
in their operations. 
 
Attackers can use LLMs in two ways. One way is attempting to leverage LLMs to accelerate 
their campaigns (e.g., by generating code for malware or content for phishing emails). The 
overwhelming majority of activity we observed falls into this category. The second way 
attackers can use LLMs is to instruct a model or AI agent to take a malicious action (e.g., 
finding sensitive user data and exfiltrating it). These risks are outlined in Google's Secure AI 
Framework (SAIF) risk taxonomy. 
 
We did not observe any original or persistent attempts by threat actors to use prompt attacks 
or other AI-specific threats. Rather than engineering tailored prompts, threat actors used more 
basic measures, such as rephrasing a prompt or sending the same prompt multiple times. 
These attempts were unsuccessful. 

 
But Google did just say that they HAVE overwhelmingly observed threat actors using LLMs to 
accelerate their campaigns by generating code for malware or content for phishing emails.  
We’ve already noticed that the giveaways that once made phishing email stand out have 
disappeared. There’s been little doubt that some LLM AI was asked to grammatically strengthen 
it and perhaps to even tune its style and feel. 
 
A case in point that hits a topic we’ve spent some time on recently: North Korean APT actors 
have used Gemini to draft cover letters and research jobs—activities that would likely support 
efforts by North Korean nationals to use fake identities and obtain freelance and full-time jobs at 
foreign companies while concealing their true identities and locations. One North Korea-backed 
group utilized Gemini to draft cover letters and proposals for job descriptions, researched 
average salaries for specific jobs, and asked about jobs on LinkedIn. The group also used Gemini 
for information about overseas employee exchanges. Many of the topics would be common for 
anyone researching and applying for jobs. 
 
While normally employment-related research would be typical for any job seeker, we assess the 
usage is likely related to North Korea's ongoing efforts to place clandestine workers in freelance 
gigs or full-time jobs at Western firms. The scheme, which involves thousands of North Korean 
workers and has affected hundreds of US-based companies, uses IT workers with false identities 
to complete freelance work and send wages back to the North Korean regime. 
 
Since AI makes that significantly easier, it’s good to see Google and others carefully watching 
and monitoring how their new AI tools are being used.  
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Google’s full reporting on this is lengthy and definitely worth absorbing for anyone who is 
interested in learning more about the growing abuse of AI. I have a link to it in the show notes: 
https://cloud.google.com/blog/topics/threat-intelligence/adversarial-misuse-generative-ai 
 
 
Active Exploitation of 0-day Zyxel Router Vulnerability (CVE-2024-40891) 
GreyNoise has reported their determination that a Mirai botnet is behind a wave of attacks 
targeting Zyxel consumer home routers. The attacks are leveraging a vulnerability (CVE-2024- 
40891) that was discovered last July but has yet to be patched by the vendor. The vulnerability 
can be used to execute arbitrary commands on affected devices, leading to complete system 
compromise. GreyNoise says attacks started around 10 days ago. GreyNoise wrote: 
 

After identifying a significant overlap between IP addresses exploiting CVE-2024-40891 and 
those known to be hosting Mirai, the team investigated a recent variant of Mirai and confirmed 
that the ability to exploit CVE-2024-40891 has been incorporated into some Mirai strains. 
 
GreyNoise is observing active exploitation attempts targeting a critical 0-day command 
injection vulnerability in Zyxel CPE Series consumer home routing devices. At this time, the 
known vulnerability is not patched, nor has it been publicly disclosed. Attackers can leverage 
this vulnerability to execute arbitrary commands on affected devices, leading to complete 
system compromise, data exfiltration, or network infiltration. Censys reports over 1,500 
vulnerable devices online. 
 
CVE-2024-40891 is very similar to CVE-2024-40890 (observed authentication attempts, 
observed command injection attempts), with the main difference being that the former 
(40891) is telnet-based while the latter (40890) is HTTP-based. Both vulnerabilities allow 
unauthenticated attackers to execute arbitrary commands using service accounts (supervisor 
and/or zyuser). 

 
In other words, it doesn’t matter whether it’s password protected. Those routers which are 
exposing either their Telnet or web management ports to the public Internet can be taken over 
remotely by anyone having the knowledge to do so. Unconscionably, Zyxel is well aware of this, 
but six months after the initial disclosure of this pair of critical vulnerabilities they have still not 
released a patch for these routers. 
 
 
The US  R.O.U.T.E.R.S. Act 
While we’re on the subject of routers, a bipartisan pair of US senators have introduced a bill that 
would instruct the US Department of Commerce to study the national security risks associated 
with routers and modems manufactured overseas. Since all routers and modems are 
manufactured offshore, the “overseas” bit seems unnecessary churlish. But in any event, the bill 
aims to identify devices that may be under the control of foreign adversary governments. We 
know that there are gangs running botnets of routers, but there’s never been any evidence of 
state sponsor or control. However, this one does at least win the acronym of the year award. The 
proposed legislation is named “The US ROUTERS Act”, where “ROUTER” stands for “Removing 
Our Unsecure Technologies to Ensure Reliability and Security.” It would be far more useful if the 
legislation were to simply require ALL routers sold in the US to enforce CISA’s recent IoT security 
guidelines.  

Security Now! #1011 
​ ​ ​ ​ ​ ​ ​ 13 

https://cloud.google.com/blog/topics/threat-intelligence/adversarial-misuse-generative-ai


“New Bill Aims to Block Foreign Pirate Sites in the U.S.” 
We’ve never been impressed when copyrights holders choose to obtain court orders against 
Internet intermediaries, especially DNS providers, as a means for blocking access to copyright 
infringing websites. And we’ve covered instances of this where the copyright holder rather 
lamely says “well, we tried calling them first but they didn’t return our calls” so we obtained a 
court order to force Cloudflare to filter their domain lookups since we know where Cloudflare is 
located. 
 
That just seems so wrong. But believe it or not, legislation recently introduced by California 
Representative Zoe Lofgren, titled the “Foreign Anti-Digital Piracy Act” or FADPA. Essentially, it 
formalizes the responsibility of both ISPs and DNS resolvers to honor court ordered filtering of 
the domains of websites which have been to the court as willfully violating the copyright holding 
petitioner’s content copyrights. The Forrent Freak site writes: 
 

For a long time, pirate site blocking was regarded as a topic most U.S. politicians would rather 
avoid. This lingering remnant of the SOPA debacle drove copyright holders to focus on the 
introduction of blocking efforts in other countries instead, mostly successfully. 
 
Those challenging times are now more than a decade old and momentum is shifting. Today, 
California’s 18th District Representative Zoe Lofgren introduced the Foreign Anti-Digital Piracy 
Act (FADPA), which paves the way for injunctions targeting foreign operated pirate sites, being 
implemented on home soil. 
 
If approved passes into law, FADPA would allow copyright holders to obtain court orders 
requiring large Internet service providers (ISPs) and DNS resolvers to block access to pirate 
sites. The bill would amend existing copyright law to focus specifically on ‘foreign websites’ 
that are ‘primarily designed’ for copyright infringement. The inclusion of DNS resolvers is 
significant. Major tech companies such as Google and Cloudflare offer DNS services 
internationally, raising the possibility of blocking orders having an effect worldwide. DNS 
providers with less than $100 million in annual revenue are excluded. 
 
While site blocking is claimed to exist in more than 60 countries, DNS resolvers are typically 
not included in site blocking laws and regulations. These services have been targeted with 
blocking requests before but it’s certainly not standard. 
 
Every blocking order must go through a U.S. court, supported by clear evidence of copyright 
infringement, due process, and judicial oversight to prevent censorship. Courts must also 
verify that any site-blocking order does not interfere with access to lawful material before 
issuing an order. 
 
The bill requires all court orders to be accessible to the public, immediately after they are 
issued. The proposal does not prescribe any specific blocking measures, however, leaving 
room for service providers to determine the least intrusive methods to comply. 
Praise and Critique 
 
Rightsholders already have the option to request a blocking injunction under U.S. Copyright 
Law. However, these may trigger liability for the online service providers. FADPA clarifies that 
these are “no fault” injunctions, shielding ISPs, DNS providers, and other intermediaries from 
legal liability. 
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The bill was introduced after months of discussions and negotiations with stakeholders from 
the content and tech industries. Whether any specific agreement was reached is unclear, but 
Rep. Lofgren is pleased with the result, saying: “The Foreign Anti-Digital Piracy Act is a smart, 
targeted approach that focuses on safety and intellectual property, while simultaneously 
upholding due process, respecting free speech, and ensuring enforcement is narrowly focused 
on the actual problem at hand. Interestingly, Lofgren was one of the lawmakers who fiercely 
opposed the SOPA site blocking proposal to protect the Open Internet. She sees the current 
bill as a proper and much needed alternative, saying: “Now – after working for over a year 
with the tech, film, and television industries – we’ve arrived at a proposal that has a remedy 
for copyright infringers located overseas that does not disrupt the free internet except for the 
infringers.” 
 
Predictably, the Motion Picture Association (MPA) Chairman and CEO Charles Rivkin thanked 
Rep. Lofgren for her efforts to support the creative industry, describing the bill as an effective 
tool to combat offshore piracy in the United States. 
 
However, not everyone is equally enthusiastic. Consumer interest group Public Knowledge was 
quick to condemn the “censorious” site blocking proposal. Public Knowledge’s Meredith Rose 
wrote: “Rather than attacking the problem at its source – bringing the people running overseas 
piracy websites to court – Congress and its allies in the entertainment industry has decided to 
build out a sweeping infrastructure for censorship.” 
 
“Re:Create” similarly opposes the bill, with Executive Director Brandon Butler issuing the 
following statement: “FADPA and similar ‘site-blocking’ proposals would give Big Content the 
Internet killswitch it has sought for decades. Copyright is hotly contested and infamously easy 
to use as a cudgel against free speech online.” 
 
So, in the coming weeks and months, expect more commentary from stakeholders, including 
ISPs and major tech companies. Although the public outrage of 13 years ago will be difficult to 
top, there will likely be heated discussions before FADPA goes up for a vote. 

 
My guess is that the United States’ current pro-business administration will likely see this as a 
good thing and will green light the bill’s passage. 
 
 
Russian internet censorship 
Meanwhile, Russia’s own censorship and control over their internal Internet is alive and well. 
Since its controversial invasion of Ukraine, Russia's internet censorship has expanded to include 
a whopping 417,000 websites. 
 
 
Thailand tries an interesting twist. 
The government of Thailand is working on an interesting new law that would hold third-party 
entities responsible for online scams. What this would mean is that if an organization, such as a 
bank or telecom operator or social media company’s security were to allow someone to fall 
victim to a scam that would have been preventable with better security, the company might be 
required to co-pay the victims of online scams for restitution. The current bill is part of a 
government crackdown against the online scam industry that’s both operating from and 
targeting Thailand.  
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Microsoft’s Edge web browser previews “scareware” blocking 
Microsoft is testing a new Edge security feature designed to detect and block scareware popups. 
The feature uses machine learning to detect popups and text typically found on scareware and 
tech support scams and warn users about the risks. The feature was initially announced during 
last year's Microsoft Ignite developer conference. If you go to edge://settings then select 
“Privacy, search, and services” then scroll down to the “Security” section to find the “Scareware 
blocker” option (marked as preview) and flip the switch to “On”. Now Edge might see preempt 
your visit to a page that it finds suspicious. You’re shown a screenshot of the page and given the 
choice to proceed or abandon the visit. It’s a nice feature and the sort of user-benefit that I think 
makes a lot of sense. 
 
 
Bitwarden improves account security 
Bitwarden is adding a new security feature to protect users whose accounts are not protected by 
second-factor authentication. Bitwarden will require the use of email verification codes any time 
a user logs into their account from an unrecognized device – meaning a device that isn’t already 
carrying any previous Bitwarden cookies. I think this makes a lot of sense. 
 
 

SpinRite 
I wanted to share one of those mysterious SpinRite fixes which all SpinRite users know of quite 
well. A neighbor friend of ours mentioned a few weeks ago that right in the middle of her work, 
her computer was increasingly showing a blue screen with a large sideways frowny-face and 
rebooting, losing all of her work. Since she and her husband were coming over for dinner last 
Wednesday evening I asked her whether she could wait until then and bring her laptop with.  
 
After dinner the laptop seemed okay, but she also needed help converting an M4A audio file to 
MP3. And while we were doing that we experienced the same event. She said that it would often 
take her several tries to get the machine to boot, and that it often crashed several times per day. 
So, obviously, SpinRite to the rescue. 
 
The drive was a 1TB Western Digital Blue drive in an HP Pavilion laptop. We ran SpinRite on the 
machine overnight at Level 3 because I wanted to do a full rewrite of the entire drive. SpinRite 
warned us that, being an SMR shingled drive, the drive would be somewhat hostile to writing. 
That just meant that it would be slower, since any SpinRite level above 2 will be rewriting the 
entire drive at least once. But that’s what I wanted. On the heels of what I shared last week, 
where one of someone’s four brand new 8TB drive’s SMART data evidenced surprising trouble 
after a Level 3 pass, I wanted to see what this drive would look like. The entire Level 3 of the 
1TB drive required five and a half hours. And in the morning the drive was perfect. 
 
Despite asking the drive to do a LOT of work – especially for a shingled drive – none of the 
drive’s SMART parameters had dipped at all. They were all still at 100%. And at no point during 
the entire process did the drive hiccup in any way. All of SpinRite’s own error counters remained 
at zero and the log was empty. 
 
So that was last Wednesday and Thursday morning. I just checked in with Hope to learn that the 
laptop has never once had another problem. It’s been booting the first time and running without 
a single glitch ever since. Through SpinRite’s 37 years of life, countless users have reported the 
same thing. They’ll tell us that a machine was “acting up” or “acting weird” or misbehaving in 
some way. So, being a SpinRite owner, they’d run SpinRite on the machine using a re-writing 
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level. And that’s key. Level 1 or 2 would not affect the needed change. The drive needed 
rewriting using at least Level 3. SpinRite would then report that nothing was wrong, but 
nevertheless the problem, whatever it was, would then be resolved. 
 
I would love to be able to offer an explanation for how this can happen. I’m able to explain most 
of the things we encounter with drives. But with Windows and disk drives we’re dealing with 
incredibly complex systems, where it’s more surprising that they work at all, than when they 
don’t. What I know is that the experience I’ve just described is very familiar to SpinRite owners. 
So even though “the how” and “the why” may leave us feeling unsatisfied, “the what” is the 
result we wanted and that’s what we got. 
 
And best of all, now I’m a hero to my neighbor who thinks I have magic... and that’s another 
experience that’s also very familiar to many decades of SpinRite owners! 
 
 

Closing the Loop 
Dave 

Hi Steve, Thank you for a great show. Just wanted to ask if you still recommend and use 
Image for Windows? Thanks Dave 

 
Our listeners know how much I enjoy sharing the good things I discover that have been created 
in this world, from dietary supplements to science fiction authors and their novels to email 
clients. So I’m delighted to share that Image for Windows has remained my often-used go-to 
imaging solution for Windows and PCs in general. It was created by a company called TeraByte 
Unlimited and it’s also available for DOS, Linux and native UEFI. It’s one of those rare “finished” 
products that’s very very stable and it’s not expensive. 
 
For my continuous backup security I use SyncThing to synchronize my two Synology NAS’s at 
different locations. Then also SyncThing to keep my assembly language source code tree 
synchronized in real time. But Image for Windows can be launched headless without a GUI using 
a command line. So every Sunday night, in the wee hours of the morning, a scheduled task 
creates a complete snapshot of my primary workstation so that I always have that as a fallback. 
 
GRC’s servers are all backed up using Image for Windows, and I have archives of past machines. 
In fact, I use Image for Windows so much and so often that I’m still somewhat surprised that I 
don’t have an image of the PC that mined those 50 bitcoin. Normally, before installing Windows 
over another instance of Windows I would take a snapshot of the existing machine just in case I 
never needed anything from it. But I’ve looked and looked and I’m very sure that in that case I 
did not do so. I should also mention that it’s possible to mount any of these Image snapshots as 
a live drive in Windows. This is useful for rummaging around in an image to find something. 
 
So, Dave... and everyone... yes. I still both use and heartily recommend Image for Windows. It 
has never let me down. 
 
 
Liam 

Hi Steve, After seeing popular Twitch streamer "ThePrimeagen" try, and struggle, to complete 
a leet code question in assembly, it made me wonder. Given his skills with current popular 
languages such as Rust, Golang, Zig, etc, he still found it difficult to write assembly. With your 
skills in writing assembly, would you ever consider trying some of these new languages and 
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their associated features? Rust in particular has such a multi-paradigm mishmash of concepts, 
that it's become a favorite. Kind regards, Liam 

 
When I need to, I can and have written code in many different languages. This is true for most 
people who write code as their primary avocation. Very few people stick to a single language. In 
order to get the things done that I’ve needed to, I’ve recently written code in PHP, DotNET, C, 
C++ and PERL. The lights behind me are blinking thanks to some 12-bit PDP-8 assembly code 
and several embedded projects I’ve created use Texas Instruments’ TI MSP430 processor, which 
I also program in its native assembly language. 
 
So, like most coders who have been at it for years, I’ve written in and can write in whatever 
language I may need to in order to solve whatever problem I’m facing at the moment. But also 
like most coders, there is one particular language that I prefer, where I’m most fluent and most 
comfortable and never need to stop to wonder how to do something. And for me, that language 
is assembler. And it appears that I’ll be able to stick with it for as long as I want to code as my 
primary avocation. 
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Jailbreaking AI 
https://unit42.paloaltonetworks.com/jailbreaking-deepseek-three-techniques/ 

https://www.kelacyber.com/blog/deepseek-r1-security-flaws/ 
 
We first touched upon concerns over “Jailbreaking” AI early in the emergence of this revolution. 
Recall that the creators of the AI systems had put measures in place to prevent bad guys from 
using their system to create malware, and that in those very early days the bad guys discovered 
that, for example in one case, by just being much more insistent in their demands, those early 
AIs would capitulate and give in, against their programming not to do so. 
 
This problem has only escalated since, and we can understand why. We now have a far better 
appreciation for just how amazingly capable today’s AI has become and is still becoming. As 
Bruce Schneier might say in this situation: “AI never becomes less capable. It only ever 
becomes more capable.” And recent AI is displaying knowledge and significant problem-solving 
expertise. We think of this as being beneficial for mankind in more ways that we can count. But 
what if the problems AI is asked to solve are not beneficial? We all know that knowledge and 
expertise can just as easily be put to malicious purposes. 
 
So we have a new arms race. The creators of these new AI systems definitely do not want to 
have their AI used to aid criminals, whereas criminals doubtless look at AI as providing endless 
and largely unsupervised access to a wealth of knowledge and expertise that they don’t have.  
 
And there really is a darker side to this that we haven’t looked at yet: One of the great 
breakthroughs DeepSeek is heralding is that it dramatically changes the AI cost calculus. No 
longer are Stargate projects of massive data centers, massive compute and huge levels of power 
and cooling required. That’s being billed as wonderfully democratizing. Now, many more people 
will have access to these amazing new tools. That’s right. But not all of them will be good 
people. And now many more bad people – certainly those with state-level backing – will also be 
able to afford not only to access, but also to create their own malicious AI systems from scratch. 
And you can bet that those systems will not be shackled with moral and ethical limiters. 
 
But all that said, it is still the case that the provision of AI as a service is rapidly growing into a 
major industry in its own right, and that commercial entities like Microsoft, Google, OpenAI, 
Perplexity and the rest will be offering real-time access to incredibly capable AI systems where 
their services are either free or sold by the query. So the least expensive way to obtain access to 
the most powerful AIs on the planet will be simply by asking them questions. This means it’s 
imperative that those questions are carefully filtered and that appropriate responses such as 
“I’m sorry, Dave, I cannot do that” will be returned and cannot be bypassed through the 
deliberate creation of context and/or clever wording of requests to the AI. 
 
So with a clear understanding of the critical importance of controlling the access to today’s and 
tomorrow’s increasingly capable AI, let’s look at the state of the art in Jailbreaking AI for the 
purpose of deliberately bypassing these protections. 
 
Last Thursday, Palo Alto Networks’ Unit 42 published their most recent work on this topic under 
the title “Recent Jailbreaks Demonstrate Emerging Threat to DeepSeek”. Offering, first, an 
overview, they wrote: 
 

Unit 42 researchers recently revealed two novel and effective jailbreaking techniques we call 
Deceptive Delight and Bad Likert Judge. Given their success against other large language 
models (LLMs), we tested these two jailbreaks and another multi-turn jailbreaking technique 
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called Crescendo against DeepSeek models. We achieved significant bypass rates, with little 
to no specialized knowledge or expertise being necessary. A China-based AI research 
organization named DeepSeek has released two open-source LLMs: DeepSeek-V3 was released 
on Dec. 25, 2024 and DeepSeek-R1 was released in January 2025 
 
DeepSeek is a notable new competitor to popular AI models. There are several model versions 
available, some that are distilled from DeepSeek-R1 and V3. For the specific examples in this 
article, we tested against one of the most popular and largest open-source distilled models. We 
have no reason to believe the web-hosted versions would respond differently. 
 
This article evaluates the three techniques against DeepSeek, testing their ability to bypass 
restrictions across various prohibited content categories. The results reveal high bypass/ 
jailbreak rates, highlighting the potential risks of these emerging attack vectors. 
 
While information on creating Molotov cocktails, data exfiltration tools and keyloggers is 
readily available online, LLMs with insufficient safety restrictions could lower the barrier to 
entry for malicious actors by compiling and presenting easily usable and actionable output. 
This assistance could greatly accelerate their operations. 
 
Our research findings show that these jailbreak methods can elicit explicit guidance for 
malicious activities. These activities include data exfiltration tooling, keylogger creation and 
even instructions for incendiary devices, demonstrating the tangible security risks posed by 
this emerging class of attack. 

 
So we understand the terrain we’re in now. Unit 42 then provides some useful background: 
 

What Is Jailbreaking? 
 
Jailbreaking is a technique used to bypass restrictions implemented in LLMs to prevent them 
from generating malicious or prohibited content. These restrictions are commonly referred to 
as guardrails. If we use a straightforward request in an LLM prompt, its guardrails will prevent 
the LLM from providing harmful content. The following is an example of a guardrail 
implemented in DeepSeek to prevent it from generating content for a phishing email. 

 
The DeepSeek prompt is: 
 

 
 
Unit 42 continues: 

Security Now! #1011 
​ ​ ​ ​ ​ ​ ​ 20 



Jailbreaking is a security challenge for AI models, especially LLMs. It involves crafting specific 
prompts or exploiting weaknesses to bypass built-in safety measures and elicit harmful, biased 
or inappropriate output that the model is trained to avoid. 
 
Successful jailbreaks have far-reaching implications. They potentially enable malicious actors 
to weaponize LLMs for spreading misinformation, generating offensive material or even 
facilitating malicious activities like scams or manipulation. 
 
As the rapid growth of new LLMs continues, we will likely continue to see vulnerable LLMs 
lacking robust security guardrails. We’ve already seen this in other jailbreaks used against 
other models. The ongoing arms race between increasingly sophisticated LLMs and increasingly 
intricate jailbreak techniques makes this a persistent problem in the security landscape. 

 
So let’s get specific by first examining the “Bad Likert Judge” jailbreak: 
 

The Bad Likert Judge jailbreaking technique manipulates LLMs by having them evaluate the 
harmfulness of responses using a Likert scale, which is a measurement of agreement or 
disagreement toward a statement. The LLM is then prompted to generate examples aligned 
with these ratings, with the highest-rated examples potentially containing the desired harmful 
content. 
 
In this case, we performed a Bad Likert Judge jailbreak attempt to generate a data exfiltration 
tool as one of our primary examples. With any Bad Likert Judge jailbreak, we ask the model to 
score responses by mixing benign with malicious topics into the scoring criteria. 
 
We begin by asking the model to interpret some guidelines and evaluate responses using a 
Likert scale. We asked for information about malware generation, specifically data exfiltration 
tools: 

 

 
 

While concerning, DeepSeek's initial response to the jailbreak attempt was not immediately 
alarming. It provided a general overview of malware creation techniques but the response 
lacked the specific details and actionable steps necessary for someone to actually create 
functional malware. 
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This high-level information, while potentially helpful for educational purposes, wouldn't be 
directly usable by a bad nefarious actor. Essentially, the LLM demonstrated an awareness of 
the concepts related to malware creation but stopped short of providing a clear “how-to” 
guide. 
 
However, this initial response didn't definitively prove the jailbreak's failure. It raised the 
possibility that the LLM's safety mechanisms were partially effective, blocking the most explicit 
and harmful information but still giving some general knowledge. To determine the true extent 
of the jailbreak's effectiveness, we required further testing. 
 
This further testing involved crafting additional prompts designed to elicit more specific and 
actionable information from the LLM. This pushed the boundaries of its safety constraints and 
explored whether it could be manipulated into providing truly useful and actionable details 
about malware creation. As with most jailbreaks, the goal is to assess whether the initial vague 
response was a genuine barrier or merely a superficial defense that can be circumvented with 
more detailed prompts. 
 
With more prompts, the model did provide additional details such as data exfiltration script 
code. Through these additional prompts, the LLM responses can range to anything from 
keylogger code generation to how to properly exfiltrate data and cover your tracks. The model 
is accommodating enough to include considerations for setting up a development environment 
for creating your own personalized keyloggers (e.g., what Python libraries you need to install 
on the environment you’re developing in). 
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Continued Bad Likert Judge testing revealed further susceptibility of DeepSeek to 
manipulation. Beyond the initial high-level information, carefully crafted prompts demonstrated 
a detailed array of malicious outputs. 
 
Although some of DeepSeek’s responses stated that they were provided for “illustrative 
purposes only and should never be used for malicious activities, the LLM provided specific and 
comprehensive guidance on various attack techniques. This guidance included the following: 
 
●​ Data exfiltration: It outlined various methods for stealing sensitive data, detailing how to 

bypass security measures and transfer data covertly. This included explanations of 
different exfiltration channels, obfuscation techniques and strategies for avoiding detection.​
 

●​ Spear phishing: It generated highly convincing spear-phishing email templates, complete 
with personalized subject lines, compelling pretexts and urgent calls to action. It even 
offered advice on crafting context-specific lures and tailoring the message to a target 
victim's interests to maximize the chances of success.​
 

●​ Social engineering optimization: Beyond merely providing templates, DeepSeek offered 
sophisticated recommendations for optimizing social engineering attacks. This included 
guidance on psychological manipulation tactics, persuasive language and strategies for 
building rapport with targets to increase their susceptibility to manipulation. 

 
The level of detail provided by DeepSeek when performing Bad Likert Judge jailbreaks went 
beyond theoretical concepts, offering practical, step-by-step instructions that malicious actors 
could readily use and adopt. 

 

Security Now! #1011 
​ ​ ​ ​ ​ ​ ​ 23 



For another example we have the “Crescendo” jailbreak. Unit 42 writes: 
 

Crescendo is a remarkably simple yet effective jailbreaking technique for LLMs. Crescendo 
jailbreaks leverage the LLM's own knowledge by progressively prompting it with related 
content, subtly guiding the conversation toward prohibited topics until the model's safety 
mechanisms are effectively overridden. This gradual escalation, often achieved in fewer than 
five interactions, makes Crescendo jailbreaks highly effective and difficult to detect with 
traditional jailbreak countermeasures. 
 
In testing the Crescendo attack on DeepSeek, we did not attempt to create malicious code or 
phishing templates. Instead, we focused on other prohibited and dangerous outputs. 
 
As with any Crescendo attack, we begin by prompting the model for a generic history of a 
chosen topic. The topic is harmful in nature; we ask for a history of the Molotov cocktail. 

 

 
 

While DeepSeek's initial responses to our prompts were not overtly malicious, they hinted at a 
potential for additional output. We then employed a series of chained and related prompts, 
focusing on comparing history with current facts, building upon previous responses and 
gradually escalating the nature of the queries. 

 
Yikes! Basically, it sounds like grooming.  And I suppose, on some level, that’s exactly what it is. 
 

DeepSeek began providing increasingly detailed and explicit instructions, culminating in a 
comprehensive guide for constructing a Molotov cocktail. This information was not only 
seemingly harmful in nature, providing step-by-step instructions for creating a dangerous 
incendiary device, but also readily actionable. The instructions required no specialized 
knowledge or equipment. 
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Additional testing across varying prohibited topics, such as drug production, misinformation, 
hate speech and violence resulted in successfully obtaining restricted information across all topic 
types. 
 
And finally, we look at the “Deceptive Delight” jailbreak. 
 

Deceptive Delight is a straightforward, multi-turn jailbreaking technique for LLMs. It bypasses 
safety measures by embedding unsafe topics among benign ones within a positive narrative. 
 
The attacker first prompts the LLM to create a story connecting these topics, then asks for 
elaboration on each, often triggering the generation of unsafe content even when discussing 
the benign elements. A third, optional prompt focusing on the unsafe topic can further amplify 
the dangerous output. 
 
We tested DeepSeek on the Deceptive Delight jailbreak technique using a three turn prompt, 
as outlined in our previous article. In this case, we attempted to generate a script that relies 
on the Distributed Component Object Model (DCOM) to run commands remotely on Windows 
machines. 
 
The following example prompt asks the model to connect three events involving an Ivy League 
computer science program, the script using DCOM and a capture-the-flag (CTF) event. 
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DeepSeek then provided a detailed analysis of the three turn prompt, and provided a 
semi-rudimentary script that uses DCOM to run commands remotely on Windows machines as 
shown below: 
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Initial tests of the prompts we used in our testing demonstrated their effectiveness against 
DeepSeek with minimal modifications. The Deceptive Delight jailbreak technique bypassed the 
LLM's safety mechanisms in a variety of attack scenarios. 
 
The success of Deceptive Delight across these diverse attack scenarios demonstrates the ease 
of jailbreaking and the potential for misuse in generating malicious code. The fact that 
DeepSeek could be tricked into generating code for both initial compromise (SQL injection) and 
post-exploitation (lateral movement) highlights the potential for attackers to use this 
technique across multiple stages of a cyberattack. 
 
Our evaluation of DeepSeek focused on its susceptibility to generating harmful content across 
several key areas, including malware creation, malicious scripting and instructions for 
dangerous activities. We specifically designed tests to explore the breadth of potential misuse, 
employing both single-turn and multi-turn jailbreaking techniques. 
 
Our testing methodology involved some of the following scenarios: 
 
●​ Bad Likert Judge (keylogger generation): We used the Bad Likert Judge technique to 

attempt to elicit instructions for creating an data exfiltration tooling and keylogger code, 
which is a type of malware that records keystrokes.​
 

●​ Bad Likert Judge (data exfiltration): We again employed the Bad Likert Judge technique, 
this time focusing on data exfiltration methods.​
 

●​ Bad Likert Judge (phishing email generation): This test used Bad Likert Judge to attempt to 
generate phishing emails, a common social engineering tactic.​
 

●​ Crescendo (Molotov cocktail construction): We used the Crescendo technique to gradually 
escalate prompts toward instructions for building a Molotov cocktail.​
 

●​ Crescendo (methamphetamine production): Similar to the Molotov cocktail test, we used 
Crescendo to attempt to elicit instructions for producing methamphetamine.​
 

●​ Deceptive Delight (SQL injection): We tested the Deceptive Delight campaign to create SQL 
injection commands to enable part of an attacker’s toolkit.​
 

●​ Deceptive Delight (DCOM object creation): This test looked to generate a script that relies 
on DCOM to run commands remotely on Windows machines. 

 
These varying testing scenarios allowed us to assess DeepSeek-'s resilience against a range of 
jailbreaking techniques and across various categories of prohibited content. By focusing on 
both code generation and instructional content, we sought to gain a comprehensive 
understanding of the LLM's vulnerabilities and the potential risks associated with its misuse. 
Conclusion 
 
Our investigation into DeepSeek's vulnerability to jailbreaking techniques revealed a 
susceptibility to manipulation. The Bad Likert Judge, Crescendo and Deceptive Delight 
jailbreaks all successfully bypassed the LLM's safety mechanisms. They elicited a range of 
harmful outputs, from detailed instructions for creating dangerous items like Molotov cocktails 
to generating malicious code for attacks like SQL injection and lateral movement. 
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While DeepSeek's initial responses often appeared benign, in many cases, carefully crafted 
follow-up prompts often exposed the weakness of these initial safeguards. The LLM readily 
provided highly detailed malicious instructions, demonstrating the potential for these 
seemingly innocuous models to be weaponized for malicious purposes. 
 
The success of these three distinct jailbreaking techniques suggests the potential effectiveness 
of other, yet-undiscovered jailbreaking methods. This highlights the ongoing challenge of 
securing LLMs against evolving attacks. 
 
As LLMs become increasingly integrated into various applications, addressing these jailbreaking 
methods is important in preventing their misuse and in ensuring responsible development and 
deployment of this transformative technology. 

 
And before we end I want to share one more piece from a different security group named KELA. 
After testing DeepSeek, they wrote: 
 

DeepSeek R1, the latest AI model to emerge from China, is making waves in the tech world. 
Touted as a breakthrough in reasoning capabilities, it has sparked excitement across industries 
and even impacted AI-linked stocks globally. With its ability to tackle complex problems in 
math, coding, and logic, DeepSeek R1 is being positioned as a challenger to AI giants like 
OpenAI. 
 
But behind the hype lies a more troubling story. DeepSeek R1’s remarkable capabilities have 
made it a focus of global attention, but such innovation comes with significant risks. While it 
stands as a strong competitor in the generative AI space, its vulnerabilities cannot be ignored. 
 
KELA has observed that while DeepSeek R1 bears similarities to ChatGPT, it is significantly 
more vulnerable. KELA’s AI Red Team was able to jailbreak the model across a wide range of 
scenarios, enabling it to generate malicious outputs, such as ransomware development, 
fabrication of sensitive content, and detailed instructions for creating toxins and explosive 
devices. 

 
When you stop to think about it, knowledge is knowledge, and what we’ve built are trainable, 
conversational, ethically naive, knowledgebase extraction systems. While we can ask these 
systems benign questions, such as how many bears play in the woods?, these systems, which 
have been trained on every bit of information their creators were able to get their hands on, also 
know how to make bioweapons...  
 
And what our well established high-tech security researchers are telling us, is that tricking these 
AI knowledge bases into sharing proscribed knowledge – which frighteningly enough is in there – 
is not that difficult. 
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