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What are the AWS Tools for PowerShell?

The AWS Tools for PowerShell are a set of PowerShell modules that are built on the functionality
exposed by the AWS SDK for .NET. The AWS Tools for PowerShell enable you to script operations
on your AWS resources from the PowerShell command line.

The cmdlets provide an idiomatic PowerShell experience for specifying parameters and handling
results even though they are implemented using the various AWS service HTTP query APlIs. For
example, the cmdlets for the AWS Tools for PowerShell support PowerShell pipelining—that is, you
can pipe PowerShell objects in and out of the cmdlets.

The AWS Tools for PowerShell are flexible in how they enable you to handle credentials, including
support for the AWS Identity and Access Management (IAM) infrastructure. You can use the tools
with IAM user credentials, temporary security tokens, and IAM roles.

The AWS Tools for PowerShell support the same set of services and AWS Regions that are
supported by the SDK. You can install the AWS Tools for PowerShell on computers running
Windows, Linux, or macOS operating systems.

® Note

AWS Tools for PowerShell version 4 is the latest major release, and is a backward-
compatible update to AWS Tools for PowerShell version 3.3. It adds significant
improvements while maintaining existing cmdlet behavior. Your existing scripts should
continue to work after upgrading to the new version, but we do recommend that you test
them thoroughly before upgrading. For more information about the changes in version 4,
see Migrating from AWS Tools for PowerShell Version 3.3 to Version 4.

The AWS Tools for PowerShell are available as the following three distinct packages:

e AWS.Tools
« AWSPowerShell.NetCore

« AWSPowerShell
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Maintenance and support for SDK major versions

For information about maintenance and support for SDK major versions and their underlying
dependencies, see the following in the AWS SDKs and Tools Reference Guide:

o AWS SDKs and tools maintenance policy

« AWS SDKs and tools version support matrix

AWS .Tools - A modularized version of the AWS Tools for
PowerShell

PowerShell Gallery AWS. Tools.Installer

Powershell Gallery AWS. Tools.Common
ZIP Archive [ANSSools

This version of AWS Tools for PowerShell is the recommended version for any computer running

PowerShell in a production environment. Because it's modularized, you need to download and load
only the modules for the services you want to use. This reduces download times, memory usage,
and, in most cases, enables auto-importing of AWS . Tools cmdlets without the need to manually
call Import-Module first.

This is the latest version of AWS Tools for PowerShell and runs on all supported operating

systems, including Windows, Linux, and macOS. This package provides one installation module,
AWS .Tools.Installer, one common module, AWS.Tools.Common, and one module for each
AWS service, for example, AWS.Tools.EC2, AWS.Tools.IdentityManagement, AWS.Tools.S3,
and so on.

The AWS.Tools.Installer module provides cmdlets that enable you to install, update, and
remove the modules for each of the AWS services. The cmdlets in this module automatically ensure
that you have all the dependent modules required to support the modules you want to use.

The AWS.Tools.Common module provides cmdlets for configuration and authentication that
are not service specific. To use the cmdlets for an AWS service, you just run the command.
PowerShell automatically imports the AWS. Tools.Common module and the module for the
AWS service whose cmdlet you want to run. This module is automatically installed if you use the
AWS.Tools.Installer module to install the service modules.

Maintenance and support for SDK major versions 2
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You can install this version of AWS Tools for PowerShell on computers that are running:

« PowerShell Core 6.0 or later on Windows, Linux, or macOS.

« Windows PowerShell 5.1 or later on Windows with the .NET Framework 4.7.2 or later.

Throughout this guide, when we need to specify this version only, we refer to it by its module
name: AWS. Tools.

AWSPowerShell.NetCore - A single-module version of the AWS
Tools for PowerShell

Powershell Gallery AWSPowerShell NetCore

ZIP Archive FAWSPowershell_NetCare

This version consists of a single, large module that contains support for all AWS services. Before

you can use this module, you must manually import it.
You can install this version of AWS Tools for PowerShell on computers that are running:

« PowerShell Core 6.0 or later on Windows, Linux, or macOS.

« Windows PowerShell 3.0 or later on Windows with the .NET Framework 4.7.2 or later.

Throughout this guide, when we need to specify this version only, we refer to it by its module
name: AWSPowerShell.NetCore.

AWSPowerShell - A single-module version for Windows
PowerShell

Powershell Gallery AWSPowershell
ZIP Archive PANISPowershell

This version of AWS Tools for PowerShell is compatible with and installable on only Windows

computers that are running Windows PowerShell versions 2.0 through 5.1. It is not compatible with
PowerShell Core 6.0 or later, or any other operating system (Linux or macQS). This version consists
of a single, large module that contains support for all AWS services.

AWSPowerShell.NetCore 3
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Throughout this guide, when we need to specify this version only, we refer to it by its module
name: AWSPowerShell.

How to use this guide

The guide is divided into the following major sections.

Installing the AWS Tools for PowerShell

This section explains how to install the AWS Tools for PowerShell. It includes how to sign up for
AWS if you don't already have an account, and how to create an IAM user that you can use to
run the cmdlets.

Get started with the AWS Tools for Windows PowerShell

This section describes the fundamentals of using the AWS Tools for PowerShell, such as
specifying credentials and AWS Regions, finding cmdlets for a particular service, and using
aliases for cmdlets.

Work with AWS services in the AWS Tools for PowerShell

This section includes information about using the AWS Tools for PowerShell to perform some of
the most common AWS tasks.

Additional topics in this section

« What's new in the AWS Tools for PowerShell

What's new in the AWS Tools for PowerShell

For high-level information about new developments related to the AWS Tools for PowerShell, see
the product page at https://aws.amazon.com/powershell/.

The following is what's new in the Tools for PowerShell.
January 15, 2025: New default behavior for integrity protection

Beginning with version 4.1.737 of the AWS Tools for PowerShell, the tools provide default integrity
protections by automatically calculating a CRC32 checksum for uploads. For more information, see
the announcement on GitHub at https://github.com/aws/aws-tools-for-powershell/issues/370.

How to use this guide 4
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The Tools also provide global settings for data integrity protections that you can set externally,
which you can read about in Data Integrity Protections in the AWS SDKs and Tools Reference
Guide.

November 18, 2024: Preview 1 release for version 5

® Note

This is prerelease documentation for a feature in preview release. It is subject to change.

The AWS Tools for PowerShell is in the process of being updated to version 5 and will have
breaking changes. Preview 1 of version 5 has been released. For more information about this
preview and to try it out, see the blog post Preview 1 of AWS Tools for PowerShell V5 and the V5
Development Tracker issue in GitHub.

September 13, 2024: Preview release for observability

® Note

This is prerelease documentation for a feature in preview release. It is subject to change.

Observability is the extent to which a system's current state can be inferred from the data it emits.
Observability has been added to the Tools for PowerShell, including an implementation of a
telemetry provider.

What's new 5
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Installing the AWS Tools for PowerShell

To successfully install and use the AWS Tools for PowerShell cmdlets, see the steps in the following
topics.

Topics

« Installing the AWS Tools for PowerShell on Windows

« Installing AWS Tools for PowerShell on Linux or macOS

» Migrating from AWS Tools for PowerShell Version 3.3 to Version 4

Installing the AWS Tools for PowerShell on Windows

A Windows-based computer can run any of the AWS Tools for PowerShell package options:

e« AWS.Tools - The modularized version of AWS Tools for PowerShell. Each AWS
service is supported by its own individual, small module, with shared support modules
AWS.Tools.Common and AWS.Tools.Installer.

« AWSPowerShell.NetCore - The single, large-module version of AWS Tools for PowerShell. All
AWS services are supported by this single, large module.

(® Note

Be aware that the single module might be too large to use with AWS Lambda functions.

Instead, use the modularized version shown above.

« AWSPowerShell - The legacy Windows-specific, single, large-module version of AWS Tools for

PowerShell. All AWS services are supported by this single, large module.

The package you choose depends on the release and edition of Windows that you're running.

(® Note

The Tools for Windows PowerShell (AWSPowerShell module) are installed by default on all
Windows-based Amazon Machine Images (AMils).

Installing on Windows 6
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Setting up the AWS Tools for PowerShell involves the following high-level tasks, described in detail
in this topic.

1. Install the AWS Tools for PowerShell package option that's appropriate for your environment.
2. Verify that script execution is enabled by running the Get-ExecutionPolicy cmdlet.

3. Import the AWS Tools for PowerShell module into your PowerShell session.

Prerequisites

Newer versions of PowerShell, including PowerShell Core, are available as downloads from
Microsoft at Installing various versions of PowerShell on Microsoft's Web site.

Install AWS.Tools on Windows

You can install the modularized version of AWS Tools for PowerShell on computers that are
running Windows with Windows PowerShell 5.1, or PowerShell Core 6.0 or later. For information
about how to install PowerShell Core, see Installing various versions of PowerShell on Microsoft's
Web site.

You can install AWS . Tools in one of three ways:

« Using the cmdlets in the AWS.Tools.Installer module. This module simplifies the
installation and update of other AWS.Tools modules. AWS.Tools.Installer requires
PowerShellGet, and automatically downloads and installs an updated version of it.
AWS.Tools.Installer automatically keeps your module versions in sync. When you install or
update to a newer version of one module, the cmdlets in AWS.Tools.Installer automatically
update all of your other AWS. Tools modules to the same version.

This method is described in the procedure that follows.

» Downloading the modules from AWS.Tools. zip and extracting them in one of the module
folders. You can discover your module folders by displaying the value of the PSModulePath

environment variable.

/A Warning

After downloading the ZIP file and before extracting the contents, you might need
to unblock it. This is typically done by opening the properties of the file, viewing the
General tab, and selecting the Unblock checkbox if one exists.

Prerequisites 7


https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://docs.microsoft.com/en-us/powershell/scripting/install/installing-powershell
https://sdk-for-net.amazonwebservices.com/ps/v4/latest/AWS.Tools.zip

AWS Tools for PowerShell User Guide

If the ZIP file needs to be unblocked but you don't do so, you might receive errors similar
to the following: "Import-Module : Could not load file or assembly".

« Installing each service module from the PowerShell Gallery using the Install-Module cmdlet.

To install AWS.Tools on Windows using the AWS.Tools.Installer module

1. Start a PowerShell session.

(@ Note

We recommend that you don't run PowerShell as an administrator with elevated
permissions except when required by the task at hand. This is because of the potential
security risk and is inconsistent with the principle of least privilege.

2. Toinstall the modularized AWS. Tools package, run the following command.

PS > Install-Module -Name AWS.Tools.Installer

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this
repository, change its InstallationPolicy value by running the Set-PSRepository
cmdlet. Are you sure

you want to install the modules from 'PSGallery'?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is

"N):y

If you are notified that the repository is "untrusted", it asks you if you want to install anyway.
Enter y to allow PowerShell to install the module. To avoid the prompt and install the module
without trusting the repository, you can run the command with the -Force parameter.

PS > Install-Module -Name AWS.Tools.Installer -Force

3. You can now install the module for each AWS service that you want to use by using the
Install-AWSToolsModule cmdlet. For example, the following command installs the
Amazon EC2 and Amazon S3 modules. This command also installs any dependent modules
that are required for the specified module to work. For example, when you install your first
AWS . Tools service module, it also installs AWS . Tools.Common. This is a shared module

Install AWS . Tools
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required by all AWS service modules. It also removes older versions of the modules, and

updates other modules to the same newer version.

PS > Install-AWSToolsModule AWS.Tools.EC2,AWS.Tools.S3 -CleanUp

Confirm
Are you sure

you want to perform this action?

Performing the operation "Install-AWSToolsModule" on target "AWS Tools version

4.0.0.0".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is

"y

Installing module AWS.Tools.Common version 4.0.0.0
Installing module AWS.Tools.EC2 version 4.0.0.0
Installing module AWS.Tools.Glacier version 4.0.0.0
Installing module AWS.Tools.S3 version 4.0.0.0

Uninstalling
Uninstalling
Uninstalling
Uninstalling
Uninstalling
Uninstalling

(® Note

AWS.Tools version 3.3.618.0

module AWS.Tools.Glacier

module AWS.Tools.S3

module AWS.Tools.SimpleNotificationService
module AWS.Tools.SQS

module AWS.Tools.Common

The Install-AWSToolsModule cmdlet downloads all requested modules from
the PSRepository named PSGallery (https://www.powershellgallery.com/)

and considers it a trusted source. Use the command Get-PSRepository -Name

PSGallery for more information about this PSRepository.

By default, the previous command installs modules into the SUSERPROFILE%\Documents
\WindowsPowerShell\Modules folder. To install the AWS Tools for PowerShell for all users
of a computer, you must run the following command in a PowerShell session that you started

as an administrator. For example, the following command installs the IAM module to the
%ProgramFiles%\WindowsPowerShell\Modules folder that is accessible by all users.

PS > Install-AWSToolsModule AWS.Tools.IdentityManagement -Scope AllUsers

Install AWS . Tools
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To install other modules, run similar commands with the appropriate module names, as found
in the PowerShell Gallery.

Install AWSPowerShell.NetCore on Windows

You can install the AWSPowerShell.NetCore on computers that are running Windows with
PowerShell version 3 through 5.1, or PowerShell Core 6.0 or later. For information about how to
install PowerShell Core, see Installing various versions of PowerShell on the Microsoft PowerShell
website.

You can install AWSPowerShell.NetCore in one of two ways

» Downloading the module from AWSPowerShell.NetCore.zip and extracting it in one of the
modaule directories. You can discover your module directories by displaying the value of the
PSModulePath environment variable.

/A Warning

After downloading the ZIP file and before extracting the contents, you might need

to unblock it. This is typically done by opening the properties of the file, viewing the
General tab, and selecting the Unblock checkbox if one exists.

If the ZIP file needs to be unblocked but you don't do so, you might receive errors similar
to the following: "Import-Module : Could not load file or assembly".

« Installing from the PowerShell Gallery using the Install-Module cmdlet, as described in the
following procedure.

To install AWSPowerShell.NetCore from the PowerShell Gallery using the Install-Module
cmdlet

To install the AWSPowerShell.NetCore from the PowerShell Gallery, your computer must be
running PowerShell 5.0 or later, or running PowerShellGet on PowerShell 3 or later. Run the
following command.

PS > Install-Module -name AWSPowerShell.NetCore

Install AWSPowerShell.NetCore 10
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If you're running PowerShell as administrator, the previous command installs AWS Tools for
PowerShell for all users on the computer. If you're running PowerShell as a standard user without
administrator permissions, that same command installs AWS Tools for PowerShell for only the
current user.

To install for only the current user when that user has administrator permissions, run the command
with the -Scope CurrentUser parameter set, as follows.

PS > Install-Module -name AWSPowerShell.NetCore -Scope CurrentUser

Although PowerShell 3.0 and later releases typically load modules into your PowerShell session
the first time you run a cmdlet in the module, the AWSPowerShell.NetCore module is too large
to support this functionality. You must instead explicitly load the AWSPowerShell.NetCore Core
module into your PowerShell session by running the following command.

PS > Import-Module AWSPowerShell.NetCore

To load the AWSPowerShell.NetCore module into a PowerShell session automatically, add that
command to your PowerShell profile. For more information about editing your PowerShell profile,
see About Profiles in the PowerShell documentation.

Install A WSPowerShell on Windows PowerShell

You can install the AWS Tools for Windows PowerShell in one of two ways:

« Downloading the module from AWSPowerShell.zip and extracting it in one of the module
directories. You can discover your module directories by displaying the value of the
PSModulePath environment variable.

/A Warning

After downloading the ZIP file and before extracting the contents, you might need

to unblock it. This is typically done by opening the properties of the file, viewing the
General tab, and selecting the Unblock checkbox if one exists.

If the ZIP file needs to be unblocked but you don't do so, you might receive errors similar
to the following: "Import-Module : Could not load file or assembly".

« Installing from the PowerShell Gallery using the Install-Module cmdlet as described in the
following procedure.
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To install AWSPowerShell from the PowerShell Gallery using the Install-Module cmdlet

You can install the AWSPowerShell from the PowerShell Gallery if you're running PowerShell
5.0 or later, or have installed PowerShellGet on PowerShell 3 or later. You can install and update

AWSPowerShell from Microsoft's PowerShell Gallery by running the following command.

PS > Install-Module -Name AWSPowerShell

To load the AWSPowerShell module into a PowerShell session automatically, add the previous
import-module cmdlet to your PowerShell profile. For more information about editing your
PowerShell profile, see About Profiles in the PowerShell documentation.

(® Note

The Tools for Windows PowerShell are installed by default on all Windows-based Amazon
Machine Images (AMls).

Enable Script Execution

To load the AWS Tools for PowerShell modules, you must enable PowerShell script execution. To

enable script execution, run the Set-ExecutionPolicy cmdlet to set a policy of RemoteSigned.

For more information, see About Execution Policies on the Microsoft Technet website.

® Note

This is a requirement only for computers that are running Windows. The
ExecutionPolicy security restriction is not present on other operating systems.

To enable script execution

1. Administrator rights are required to set the execution policy. If you are not logged in as a user
with administrator rights, open a PowerShell session as Administrator. Choose Start, and then
choose All Programs. Choose Accessories, and then choose Windows PowerShell. Right-click
Windows PowerShell, and on the context menu, choose Run as administrator.

2. At the command prompt, enter the following.

Enable Script Execution
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PS > Set-ExecutionPolicy RemoteSigned

(® Note

On a 64-bit system, you must do this separately for the 32-bit version of PowerShell,
Windows PowerShell (x86).

If you don't have the execution policy set correctly, PowerShell shows the following error whenever
you try to run a script, such as your profile.

File C:\Users\username\Documents\WindowsPowerShell\Microsoft.PowerShell_ profile.psl
cannot be loaded because the execution
of scripts is disabled on this system. Please see '"get-help about_signing" for more
details.
At line:1 char:2
+ . <<<< 'C:\Users\username\Documents\WindowsPowerShell
\Microsoft.PowerShell_profile.psl'
+ CategoryInfo : NotSpecified: (:) [], PSSecurityException
+ FullyQualifiedErrorId : RuntimeException

The Tools for Windows PowerShell installer automatically updates the PSModulePath to include
the location of the directory that contains the AWSPowerShell module.

Because the PSModulePath includes the location of the AWS module's directory, the Get-Module
-ListAvailable cmdlet shows the module.

PS > Get-Module -ListAvailable

ModuleType Name ExportedCommands

Manifest  ApplLocker {3

Manifest BitsTransfer {}

Manifest PSDiagnostics {3

Manifest TroubleshootingPack {}

Manifest  AWSPowerShell {Update-EBApplicationVersion, Set-DPStatus,

Remove-IAMGroupPol...
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Versioning

AWS releases new versions of the AWS Tools for PowerShell periodically to support new AWS
services and features. To determine the version of the Tools that you have installed, run the Get-
AWSPowerShellVersion cmdlet.

PS > Get-AWSPowerShellVersion

Tools for PowerShell
Version 4.1.11.0
Copyright 2012-2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Amazon Web Services SDK for .NET

Core Runtime Version 3.7.0.12

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

Release notes: https://github.com/aws/aws-tools-for-powershell/blob/master/CHANGELOG.md
This software includes third party software subject to the following copyrights:

- Logging from log4net, Apache License
[http://logging.apache.org/log4net/license.html]

You can also add the -ListServiceVersionInfo parameter to a Get-AWSPowerShellVersion

command to see a list of the AWS services that are supported in the current version of the tools. If
you use the modularized AWS.Tools. * option, only the modules that you currently have imported
are displayed.

PS > Get-AWSPowerShellVersion -ListServiceVersionInfo

Service Noun Prefix Module Name SDK
Assembly

Version

Alexa For Business ALXB AWS.Tools.AlexaForBusiness
3.7.0.11

Amplify Backend AMPB AWS .Tools.AmplifyBackend
3.7.0.11
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Amazon API Gateway AG AWS .Tools.APIGateway
3.7.0.11
Amazon API Gateway Management API AGM AWS .Tools.ApiGatewayManagementApi
3.7.0.11
Amazon API Gateway V2 AG2 AWS .Tools.ApiGatewayV2
3.7.0.11
Amazon Appflow AF AWS .Tools.Appflow
3.7.1.4
Amazon Route 53 R53 AWS.Tools.Route53
3.7.0.12
Amazon Route 53 Domains R53D AWS.Tools.Route53Domains
3.7.0.11
Amazon Route 53 Resolver R53R AWS.Tools.Route53Resolver
3.7.1.5
Amazon Simple Storage Service (S3) S3 AWS .Tools.S3

3.7.0.13

To determine the version of PowerShell that you are running, enter $PSVersionTable to view the
contents of the $PSVersionTable automatic variable.

PS > $PSVersionTable

Name
PSVersion
PSEdition
GitCommitId
0S

6.2.2
Darwin 18.7.0 Darwin Kernel Version 18.7.0: Tue Aug 20

16:57:14 PDT 2019; root:xnu-4903.271.2~2/RELEASE_X86_64

Platform
PSCompatibleVersions
PSRemotingProtocolVersion
SerializationVersion
WSManStackVersion

Unix

{1.0, 2.0, 3.0, 4.0.}
2.3

1.1.0.1

3.0

Updating the AWS Tools for PowerShell on Windows

Periodically, as updated versions of the AWS Tools for PowerShell are released, you should update

the version that you are running locally.

Updating AWS Tools for PowerShell
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Update the modularized AWS.Tools modules

To update your AWS . Tools modules to the latest version, run the following command:

PS > Update-AWSToolsModule -CleanUp

This command updates all of the currently installed AWS.Tools modules and, after a successful
update, removes other installed versions.

(® Note

The Update-AWSToolsModule cmdlet downloads all modules from the PSRepository
named PSGallery (https://www.powershellgallery.com/) and considers it a trusted

source. Use the command: Get-PSRepository -Name PSGallery for more information
on this PSRepository.

Update the Tools for PowerShell Core

Run the Get-AWSPowerShellVersion cmdlet to determine the version that you are running, and
compare that with the version of Tools for Windows PowerShell that is available on the PowerShell
Gallery website. We suggest you check every two to three weeks. Support for new commands and
AWS services is available only after you update to a version with that support.

Before you install a newer release of AWSPowerShell.NetCore, uninstall the existing module.
Close any open PowerShell sessions before you uninstall the existing package. Run the following
command to uninstall the package.

PS > Uninstall-Module -Name AWSPowerShell.NetCore -AllVersions

After the package is uninstalled, install the updated module by running the following command.

PS > Install-Module -Name AWSPowerShell.NetCore

After installation, run the command Import-Module AWSPowerShell.NetCore to load the
updated cmdlets into your PowerShell session.
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Update the Tools for Windows PowerShell

Run the Get-AWSPowerShellVersion cmdlet to determine the version that you are running, and
compare that with the version of Tools for Windows PowerShell that is available on the PowerShell
Gallery website. We suggest you check every two to three weeks. Support for new commands and
AWS services is available only after you update to a version with that support.

« If you installed by using the Install-Module cmdlet, run the following commands.

PS > Uninstall-Module -Name AWSPowerShell -AllVersions
PS > Install-Module -Name AWSPowerShell

« If you installed by using a downloaded ZIP file:

1. Download the most recent version from the Tools for PowerShell web site. Compare the
package version number in the downloaded file name with the version number you get when
you run the Get-AWSPowerShellVersion cmdlet.

2. If the download version is a higher number than the version you have installed, close all Tools
for Windows PowerShell consoles.

3. Install the newer version of the Tools for Windows PowerShell.

After installation, run Import-Module AWSPowerShell to load the updated cmdlets into your
PowerShell session. Or run the custom AWS Tools for PowerShell console from your Start menu.

Installing AWS Tools for PowerShell on Linux or macOS

This topic provides instructions on how to install the AWS Tools for PowerShell on Linux or macOS.

Overview of Setup

To install AWS Tools for PowerShell on a Linux or macOS computer, you can choose from two
package options:

e AWS.Tools — The modularized version of AWS Tools for PowerShell. Each AWS
service is supported by its own individual, small module, with shared support modules
AWS .Tools.Common.

o AWSPowerShell.NetCore — The single, large-module version of AWS Tools for PowerShell. All
AWS services are supported by this single, large module.
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® Note

Be aware that the single module might be too large to use with AWS Lambda functions.
Instead, use the modularized version shown above.

Setting either of these up on a computer running Linux or macOS involves the following tasks,
described in detail later in this topic:

1. Install PowerShell Core 6.0 or later on a supported system.

2. After installing PowerShell Core, start PowerShell by running pwsh in your system shell.

3. Install either AWS . Tools or AWSPowerShell.NetCore.
4

. Run the appropriate Import-Module cmdlet to import the module into your PowerShell
session.

5. Run the Initialize-AWSDefaultConfiguration cmdlet to provide your AWS credentials.

Prerequisites

To run the AWS Tools for PowerShell Core, your computer must be running PowerShell Core 6.0 or
later.

» For a list of supported Linux platform releases and for information about how to install the
latest version of PowerShell on a Linux-based computer, see Installing PowerShell on Linux on

Microsoft's website. Some Linux-based operating systems, such as Arch, Kali, and Raspbian, are
not officially supported, but have varying levels of community support.

« For information about supported macOS versions and about how to install the latest version of
PowerShell on macOS, see Installing PowerShell on macOS on Microsoft's website.

Install AWS.Tools on Linux or macOS

You can install the modularized version of AWS Tools for PowerShell on computers that are
running PowerShell Core 6.0 or later. For information about how to install PowerShell Core, see
Installing various versions of PowerShell on the Microsoft PowerShell website.

You can install AWS . Tools in one of three ways:
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« Using the cmdlets in the AWS.Tools.Installer module. This module simplifies the
installation and update of other AWS.Tools modules. AWS.Tools.Installer requires
PowerShellGet, and automatically downloads and installs an updated version of it.
AWS.Tools.Installer automatically keeps your module versions in sync. When you install or
update to a newer version of one module, the cmdlets in AWS.Tools.Installer automatically
update all of your other AWS . Tools modules to the same version.

This method is described in the procedure that follows.

« Downloading the modules from AWS.Tools.zip and extracting them in one of the

module directories. You can discover your module directories by printing the value of the
$Env:PSModulePath variable.

« Installing each service module from the PowerShell Gallery using the Install-Module cmdlet.

To install AWS.Tools on Linux or macOS using the AWS.Tools.Installer module

1. Start a PowerShell Core session by running the following command.

$ pwsh

(® Note

We recommend that you don't run PowerShell as an administrator with elevated
permissions except when required by the task at hand. This is because of the potential
security risk and is inconsistent with the principle of least privilege.

2. Toinstall the modularized AWS.Tools package using the AWS.Tools.Installer module,
run the following command.

PS > Install-Module -Name AWS.Tools.Installer

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this
repository, change its InstallationPolicy value by running the Set-PSRepository
cmdlet. Are you sure

you want to install the modules from 'PSGallery'?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"N"):y
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If you are notified that the repository is "untrusted", you're asked if you want to install anyway.
Enter y to allow PowerShell to install the module. To avoid the prompt and install the module
without trusting the repository, you can run the following command.

PS > Install-Module -Name AWS.Tools.Installer -Force

3. You can now install the module for each service that you want to use. For example, the

following command installs the Amazon EC2 and Amazon S3 modules. This command

also installs any dependent modules that are required for the specified module to work.

For example, when you install your first AWS . Tools service module, it also installs
AWS .Tools.Common. This is a shared module required by all AWS service modules. It also
removes older versions of the modules, and updates other modules to the same newer version.

PS > Install-AWSToolsModule AWS.Tools.EC2,AWS.Tools.S3 -CleanUp

Confirm

Are you sure you want to perform this action?
Performing the operation "Install-AWSToolsModule" on target "AWS Tools version

4.0.0.0".
[Y] Yes [A]
IIYII ) :

Installing module AWS.Tools
Installing module AWS.Tools
Installing module AWS.Tools
Installing module AWS.Tools

Uninstalling
Uninstalling
Uninstalling
Uninstalling
Uninstalling
Uninstalling

® Note

Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is

.Common version 4.0.0.0
.EC2 version 4.0.0.0
.Glacier version 4.0.0.0
.S3 version 4.0.0.0

AWS.Tools version 3.3.618.0

module AWS.Tools

module AWS.Tools.

module AWS.Tools

module AWS.Tools.

module AWS.Tools

.Glacier

S3
.SimpleNotificationService
SQsS

.Common

The Install-AWSToolsModule cmdlet downloads all requested modules from
the PSRepository named PSGallery (https://www.powershellgallery.com/) and

considers the repository as a trusted source. Use the command Get-PSRepository -

Name PSGallery for more information about this PSRepository.

Install AWS . Tools
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The previous command installs modules into the default directories on your system. The
actual directories depend on your operating system distribution and version and on the
version of PowerShell you installed. For example, if you installed PowerShell 7 on a RHEL-like
system, the default modules are most likely located in /opt/microsoft/powershell/7/
Modules (or $PSHOME /Modules) and user modules are most likely located in ~/.1local/
share/powershell/Modules. For more information, see Install PowerShell on Linux on

the Microsoft PowerShell website. To see where modules are installed, run the following
command:

PS > Get-Module -ListAvailable

To install other modules, run similar commands with the appropriate module names, as found
in the PowerShell Gallery.

Install AWSPowerShell.NetCore on Linux or macOS

To upgrade to a newer release of AWSPowerShell.NetCore, follow the instructions in Updating the
AWS Tools for PowerShell on Linux or macOS. Uninstall earlier versions of AWSPowerShell.NetCore
first.

You can install AWSPowerShell.NetCore in one of two ways:

« Downloading the module from AWSPowerShell.NetCore.zip and extracting it in one of
the module directories. You can discover your module directories by printing the value of the
$Env:PSModulePath variable.

« Installing from the PowerShell Gallery using the Install-Module cmdlet as described in the
following procedure.

To install AWSPowerShell.NetCore on Linux or macOS using the Install-Module cmdlet

Start a PowerShell Core session by running the following command.

$ pwsh
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® Note

We recommend that you don't start PowerShell by running sudo pwsh to run PowerShell
with elevated, administrator rights. This is because of the potential security risk and is
inconsistent with the principle of least privilege.

To install the AWSPowerShell.NetCore single-module package from the PowerShell Gallery, run the
following command.

PS > Install-Module -Name AWSPowerShell.NetCore

Untrusted repository

You are installing the modules from an untrusted repository. If you trust this
repository, change its InstallationPolicy value by running the Set-PSRepository
cmdlet. Are you sure

you want to install the modules from 'PSGallery'?

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"N"):y

If you are notified that the repository is "untrusted", you're asked if you want to install anyway.
Enter y to allow PowerShell to install the module. To avoid the prompt without trusting the
repository, you can run the following command.

PS > Install-Module -Name AWSPowerShell.NetCore -Forxce

You don't have to run this command as root, unless you want to install the AWS Tools for
PowerShell for all users of a computer. To do this, run the following command in a PowerShell
session that you have started with sudo pwsh.

PS > Install-Module -Scope AllUsers -Name AWSPowerShell.NetCore -Foxce

Script Execution

The Set-ExecutionPolicy command isn't available on non-Windows systems. You can run Get-
ExecutionPolicy, which shows that the default execution policy setting in PowerShell Core
running on non-Windows systems is Unrestricted. For more information, see About Execution
Policies on the Microsoft Technet website.
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Because the PSModulePath includes the location of the AWS module's directory, the Get-Module
-ListAvailable cmdlet shows the module that you installed.

AWS .Tools

PS > Get-Module -ListAvailable
Directory: /Users/username/.local/share/powershell/Modules

ModuleType Version Name PSEdition ExportedCommands

Binary 3.3.563.1 AWS.Tools.Common Desk {Clear-
AWSHistory, Set-AWSHistoryConfiguration, Initialize-AWSDefaultConfiguration, Clear-
AwSDefaultConfigurat..

AWSPowerShell.NetCore

PS > Get-Module -ListAvailable
Directory: /Users/username/.local/share/powershell/Modules

ModuleType Version Name ExportedCommands

Binary 3.3.563.1 AWSPowerShell.NetCore

Configure a PowerShell Console to Use the AWS Tools for PowerShell
Core (AWSPowerShell.NetCore Only)

PowerShell Core typically loads modules automatically whenever you run a cmdlet in the
modaule. But this doesn't work for AWSPowerShell.NetCore because of its large size. To

start running AWSPowerShell.NetCore cmdlets, you must first run the Import-Module
AWSPowerShell.NetCore command. This isn't required for cmdlets in AWS. Tools modules.

Initialize Your PowerShell Session

When you start PowerShell on a Linux-based or macOS-based system after you have installed the
AWS Tools for PowerShell, you must run Initialize-AWSDefaultConfiguration to specify which AWS

access key to use. For more information about Initialize-AWSDefaultConfiguration, see
Using AWS Credentials.
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® Note

In earlier (before 3.3.96.0) releases of the AWS Tools for PowerShell, this cmdlet was
named Initialize-AWSDefaults.

Versioning

AWS releases new versions of the AWS Tools for PowerShell periodically to support new AWS
services and features. To determine the version of the AWS Tools for PowerShell that you have
installed, run the Get-AWSPowerShellVersion cmdlet.

PS > Get-AWSPowerShellVersion

Tools for PowerShell
Version 4.0.123.0
Copyright 2012-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Amazon Web Services SDK for .NET
Core Runtime Version 3.3.103.22
Copyright 2009-2015 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Release notes: https://github.com/aws/aws-tools-for-powershell/blob/master/CHANGELOG.md
This software includes third party software subject to the following copyrights:

- Logging from log4net, Apache License
[http://logging.apache.org/log4net/license.html]

To see a list of the supported AWS services in the current version of the tools, add the -
ListServiceVersionInfo parameter to a Get-AWSPowerShellVersion cmdlet.

To determine the version of PowerShell that you are running, enter $PSVersionTable to view the
contents of the $PSVersionTable automatic variable.

PS > $PSVersionTable

Name Value
PSVersion 6.2.2
PSEdition Core

GitCommitId 6.2.2
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0s Darwin 18.7.0 Darwin Kernel Version 18.7.0: Tue Aug 20
16:57:14 PDT 2019; root:xnu-4903.271.2~2/RELEASE_X86_64

Platform Unix

PSCompatibleVersions {1.0, 2.0, 3.0, 4.0.}

PSRemotingProtocolVersion 2.3

SerializationVersion 1.1.0.1

WSManStackVersion 3.0

Updating the AWS Tools for PowerShell on Linux or macOS

Periodically, as updated versions of the AWS Tools for PowerShell are released, you should update
the version that you're running locally.

Update the modularized AWS . Tools modules

To update your AWS . Tools modules to the latest version, run the following command:

PS > Update-AWSToolsModule -CleanUp

This command updates all of the currently installed AWS.Tools modules and, for those modules
that were successfully updated, removes the earlier versions.

® Note

The Update-AWSToolsModule cmdlet downloads all modules from the PSRepository
named PSGallery (https://www.powershellgallery.com/) and considers it a trusted
source. Use the command Get-PSRepository -Name PSGallery for more information

about this PSRepository.

Update the Tools for PowerShell Core

Run the Get-AWSPowerShellVersion cmdlet to determine the version that you are running, and
compare that with the version of Tools for Windows PowerShell that is available on the PowerShell
Gallery website. We suggest you check every two to three weeks. Support for new commands and
AWS services is available only after you update to a version with that support.

Before you install a newer release of AWSPowerShell.NetCore, uninstall the existing module.
Close any open PowerShell sessions before you uninstall the existing package. Run the following
command to uninstall the package.
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PS > Uninstall-Module -Name AWSPowerShell.NetCore -AllVersions

After the package is uninstalled, install the updated module by running the following command.

PS > Install-Module -Name AWSPowerShell.NetCore

After installation, run the command Import-Module AWSPowerShell.NetCore to load the
updated cmdlets into your PowerShell session.

Related Information

« Get started with the AWS Tools for Windows PowerShell
o Work with AWS services in the AWS Tools for PowerShell

Migrating from AWS Tools for PowerShell Version 3.3 to
Version 4

AWS Tools for PowerShell version 4 is a backward-compatible update to AWS Tools for PowerShell
version 3.3. It adds significant improvements while maintaining existing cmdlet behavior.

Your existing scripts should continue to work after upgrading to the new version, but we do
recommend that you test them thoroughly before upgrading your production environments.

This section describes the changes and explains how they might impact your scripts.

New Fully Modularized AWS.Tools Version

The AWSPowerShell.NetCore and AWSPowerShell packages were "monolithic". This meant that all
of the AWS services were supported in the same module, making it very large, and growing larger
as each new AWS service and feature was added. The new AWS. Tools package is broken up into
smaller modules that give you the flexibility to download and install only those that you require for
the AWS services that you use. The package includes a shared AWS . Tools.Common module that

is required by all of the other modules, and an AWS.Tools.Installer module that simplifies
installing, updating, and removing modules as needed.

This also enables auto-importing of cmdlets on first call, without having to first call Import-
module. However, to interact with the associated .NET objects before calling a cmdlet, you must
still call Import-Module to let PowerShell know about the relevant .NET types.
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For example, the following command has a reference to Amazon.EC2.Model.Filter. This type
of reference can't trigger auto-importing, so you must call Import-Module first or the command
fails.

PS > $filter = [Amazon.EC2.Model.Filter]@{Name="vpc-id";Values="vpc-1234abcd"}
InvalidOperation: Unable to find type [Amazon.EC2.Model.Filter].

PS > Import-Module AWS.Tools.EC2
PS > $filter = [Amazon.EC2.Model.Filter]@{Name="vpc-id";Values="vpc-1234abcd"}
PS > Get-EC2Instance -Filter $filter -Select Reservations.Instances.Instanceld
1-0123456789abcdefg
1i-0123456789hijklmn

New Get-AWSService cmdlet

To help you discover the names of the modules for each AWS service in the AWS.Tools collection
of modules, you can use the Get-AWSService cmdlet.

PS > Get-AWSService
Service : ACMPCA
CmdletNounPrefix : PCA
ModuleName : AWS.Tools.ACMPCA
SDKAssemblyVersion : 3.3.101.56
ServiceName : Certificate Manager Private Certificate Authority

Service : AlexaForBusiness
CmdletNounPrefix : ALXB

ModuleName : AWS.Tools.AlexaForBusiness
SDKAssemblyVersion : 3.3.106.26
ServiceName : Alexa For Business

New -Select Parameter to Control the Object Returned by a Cmdlet

Most cmdlets in version 4 support a new -Select parameter. Each cmdlet calls the AWS service
APIs for you using the AWS SDK for .NET. Then the AWS Tools for PowerShell client converts the
response into an object that you can use in your PowerShell scripts and pipe to other commands.
Sometimes the final PowerShell object has more fields or properties in the original response than
you need, and other times you might want the object to include fields or properties of the response
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that are not there by default. The -Select parameter enables you to specify what is included in
the .NET object returned by the cmdlet.

For example, the Get-S30bject cmdlet invokes the Amazon S3 SDK operation ListObjects. That
operation returns a ListObjectsResponse object. However, by default, the Get-S30bject cmdlet
returns only the S30bjects element of the SDK response to the PowerShell user. In the following

example, that object is an array with two elements.

PS > Get-S30bject -BucketName amzn-s3-demo-bucket

ETag : "01234567890123456789012345678901111"
BucketName : amzn-s3-demo-bucket

Key : filel.txt

LastModified : 9/30/2019 1:31:40 PM

Owner : Amazon.S3.Model.Owner

Size : 568

StorageClass : STANDARD

ETag : "01234567890123456789012345678902222"
BucketName : amzn-s3-demo-bucket

Key : file2.txt

LastModified : 7/15/2019 9:36:54 AM

Owner : Amazon.S3.Model.Owner

Size : 392

StorageClass : STANDARD

In AWS Tools for PowerShell version 4, you can specify -Select * to return the complete .NET
response object returned by the SDK API call.

PS > Get-S30bject -BucketName amzn-s3-demo-bucket -Select *

IsTruncated : False

NextMarker

S30bjects : {filel.txt, file2.txt}
Name : amzn-s3-demo-bucket
Prefix :

MaxKeys : 1000

CommonPrefixes : {3}

Delimiter

You can also specify the path to the specific nested property you want. The following example
returns only the Key property of each element in the S30bjects array.
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PS > Get-S30bject -BucketName amzn-s3-demo-bucket -Select S30bjects.Key
filel.txt
file2.txt

In certain situations it can be useful to return a cmdlet parameter. You can do this with -Select
AParameterName. This feature supplants the -PassThru parameter, which is still available but
deprecated.

PS > Get-S30bject -BucketName amzn-s3-demo-bucket -Select S30bjects.Key |
>> Write-S30bjectTagSet -Select ~Key -BucketName amzn-s3-demo-bucket -Tagging_TagSet
@{ Key='key'; Value='value'}

filel.txt

file2.txt

The reference topic for each cmdlet identifies whether it supports the -Select parameter.

More Consistent Limiting of the Number of Items in the Output

Earlier versions of AWS Tools for PowerShell enabled you to use the -MaxItems parameter to
specify the maximum number of objects returned in the final output.

This behavior is removed from AWS . Tools.

This behavior is deprecated in AWSPowerShell.NetCore and AWSPowerShell, and will be removed
from those versions in a future release.

If the underlying service API supports a MaxItems parameter, it's still available and functions as
the API specifies. But it no longer has the added behavior of limiting the number of items returned
in the output of the cmdlet.

To limit the number of items returned in the final output, pipe the output to the Select-0bject
cmdlet and specify the -First n parameter, where n is the maximum number of items to include
in the final output.

PS > Get-S30bjectV2 -BucketName amzn-s3-demo-bucket -Select S30bjects.Key | select -
first 2

filel.txt

file2.txt
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Not all AWS services supported -MaxItems in the same way, so this removes that inconsistency
and the unexpected results that sometimes occurred. Also, -MaxItems combined with the new -
Select parameter could sometimes result in confusing results.

Easier to Use Stream Parameters

Parameters of type Stream or byte[] can now accept string, string[], or FileInfo values.

For example, you can use any of the following examples.

PS > Invoke-LMFunction -FunctionName MyTestFunction -PayloadStream '{
>> "some": "json"
>> }!

PS > Invoke-LMFunction -FunctionName MyTestFunction -PayloadStream (1ls .\some.json)

PS > Invoke-LMFunction -FunctionName MyTestFunction -PayloadStream @('{', '"some":
lljson"l, I}I)

AWS Tools for PowerShell converts all strings to byte[ ] using UTF-8 encoding.

Extending the Pipe by Property Name

To make the user experience more consistent, you can now pass pipeline input by specifying the
property name for any parameter.

In the following example, we create a custom object with properties that have names that match
the parameter names of the target cmdlet. When the cmdlet runs, it automatically consumes those
properties as its parameters.

PS > [pscustomobject] @{ BucketName='amzn-s3-demo-bucket'; Key='filel.txt';
PartNumber=1 } | Get-S30bjectMetadata

(® Note

Some properties supported this in earlier versions of AWS Tools for PowerShell. Version 4
makes this more consistent by enabling it for all parameters.
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Static Common Parameters

To improve consistency in version 4.0 of AWS Tools for PowerShell, all parameters are static.

In earlier versions of AWS Tools for PowerShell, some common parameters such as
AccessKey,SecretKey, ProfileName, or Region, were dynamic, while all other parameters
were static. This could create problems because PowerShell binds static parameters before dynamic
ones. For example, let's say you ran the following command.

PS > Get-EC2Region -Region us-west-2

Earlier versions of PowerShell bound the value us-west-2 to the -RegionName static parameter
instead of the -Region dynamic parameter. Likely, this could confuse users.

AWS .Tools Declares and Enforces Manadatory Parameters

The AWS.Tools. * modules now declare and enforce mandatory cmdlet parameters. When an
AWS Service declares that a parameter of an API is required, PowerShell prompts you for the
corresponding cmdlet parameter if you didn't specify it. This applies only to AWS.Tools. To ensure
backward compatibility, this does not apply to AWSPowerShell.NetCore or AWSPowerShell.

All Parameters Are Nullable

You can now assign $null to value type parameters (numbers and dates). This change should
not affect existing scripts. This enables you to bypass the prompt for a mandatory parameter.
Mandatory parameters are enforced in AWS . Tools only.

If you run the following example using version 4, it effectively bypasses client-side validation
because you provide a "value" for each mandatory parameter. However, the Amazon EC2 API
service call fails because the AWS service still requires that information.

PS > Get-EC2InstanceAttribute -InstanceIld $null -Attribute $null

WARNING: You are passing $null as a value for parameter Attribute which is marked as
required.

In case you believe this parameter was incorrectly marked as required, report this by
opening

an issue at https://github.com/aws/aws-tools-for-powershell/issues

WARNING: You are passing $null as a value for parameter Instanceld which is marked as
required.
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In case you believe this parameter was incorrectly marked as required, report this by
opening
an issue at https://github.com/aws/aws-tools-for-powershell/issues

Get-EC2InstanceAttribute : The request must contain the parameter instanceld

Removing Previously Deprecated Features

The following features were deprecated in previous releases of AWS Tools for PowerShell and are
removed in version 4:

« Removed the -Terminate parameter from the Stop-EC2Instance cmdlet. Use Remove-
EC2Instance instead.

« Removed the -ProfileName parameter from the Clear-AWSCredential cmdlet. Use Remove-
AWSCredentialProfile instead.

+ Removed cmdlets Import-EC2Instance and Import-EC2Volume.
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Get started with the AWS Tools for Windows PowerShell

Some of the topics in this section describe the fundamentals of using the Tools for Windows
PowerShell after you have installed the tools. For example, they explain how to specify which
credentials and AWS Region the Tools for Windows PowerShell should use when interacting with
AWS.

Other topics in this section provide information about advanced ways that you can configure the
tools, your environment, and your projects.

Topics

» Configure tool authentication with AWS

» Specify AWS Regions

» Configure federated identity with the AWS Tools for PowerShell

o Cmdlet discovery and aliases

 Pipelining, output, and iteration in the AWS Tools for PowerShell

» Credential and profile resolution

« Additional information about users and roles

« Using legacy credentials

Configure tool authentication with AWS

You must establish how your code authenticates with AWS when developing with AWS services.
There are different ways in which you can configure programmatic access to AWS resources,
depending on the environment and the AWS access available to you.

To see various methods of authentication for the Tools for PowerShell, see Authentication and
access in the AWS SDKs and Tools Reference Guide.

This topic assumes that a new user is developing locally, has not been given a method of
authentication by their employer, and will be using AWS IAM Identity Center to obtain temporary
credentials. If your environment doesn't fall under these assumptions, some of the information in
this topic might not apply to you, or some of the information might have already been given to
you.
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Configuring this environment requires several steps, which are summarized as follows:

1. Enable and configure IAM Identity Center

2. Configure the Tools for PowerShell to use IAM Identity Center.

3. Start an AWS access portal session

Enable and configure IAM Identity Center

To use AWS IAM Identity Center, it must first be enabled and configured. To see details about how
to do this for PowerShell, look at Step 1 in the topic for IAM Identity Center authentication in the
AWS SDKs and Tools Reference Guide. Specifically, follow any necessary instructions under | do not
have established access through IAM Identity Center.

Configure the Tools for PowerShell to use IAM Identity Center.

® Note

Starting with version 4.1.538 of the Tools for PowerShell, the recommended method

to configure SSO credentials and start an AWS access portal session is to use the
Initialize-AWSSSOConfiguration and Invoke-AWSSSOLogin cmdlets, as described
in this topic. If you don't have access to that version of the Tools for PowerShell (or later) or
can't use those cmdlets, you can still perform these tasks by using the AWS CLI. To find out
how, see Use the AWS CLI for portal login.

The following procedure updates the shared AWS config file with SSO information that the Tools
for PowerShell uses to obtain temporary credentials. As a consequence of this procedure, an AWS
access portal session is also started. If the shared config file already has SSO information and you
just want to know how to start an access portal session using the Tools for PowerShell, see the next
section in this topic, Start an AWS access portal session.

1. If you haven't already done so, open PowerShell and install the AWS Tools for PowerShell as
appropriate for your operating system and environment, including the common cmdlets. For
information about how to do this, see Installing the AWS Tools for PowerShell.

For example, if installing the modularized version of the Tools for PowerShell on Windows, you
would most likely run commands similar to the following:
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Install-Module -Name AWS.Tools.Installer
Install-AWSToolsModule AWS.Tools.Common

2. Run the following command. Replace the example property values with values from your
IAM Identity Center configuration. For information about these properties and how to find
them, see IAM Identity Center credential provider settings in the AWS SDKs and Tools Reference
Guide.

$params = @{
ProfileName = 'my-sso-profile'
AccountId = '111122223333"
RoleName = 'SamplePermissionSet'
SessionName = 'my-sso-session'
StartUrl = 'https://provided-domain.awsapps.com/start’
SSORegion = 'us-west-2'
RegistrationScopes = 'sso:account:access'
};
Initialize-AWSSSOConfiguration @params

Alternatively, you can simply use the cmdlet by itself, Initialize-AWSSSOConfiguration,
and the Tools for PowerShell prompts you for the property values.

Considerations for certain property values:

« If you simply followed the instructions to enable and configure IAM Identity Center, the
value for -RoleName might be PowerUserAccess. But if you created an IAM Identity
Center permission set specifically for PowerShell work, use that instead.

« Be sure to use the AWS Region where you have configured IAM Identity Center.

3. At this point, the shared AWS config file contains a profile called my-sso-profile with a
set of configuration values that can be referenced from the Tools for PowerShell. To find the
location of this file, see Location of the shared files in the AWS SDKs and Tools Reference Guide.

The Tools for PowerShell uses the profile's SSO token provider to acquire credentials before
sending requests to AWS. The sso_role_name value, which is an IAM role connected to

an IAM Identity Center permission set, should allow access to the AWS services used in your
application.

The following sample shows the profile that was created by using the command shown
above. Some of the property values and their order might be different in your actual profile.
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The profile's sso-session property refers to the section named my-sso-session, which
contains settings to initiate an AWS access portal session.

[profile my-sso-profile]
sso_account_id=111122223333
sso_role_name=SamplePermissionSet
Sso_session=my-sso-session

[sso-session my-sso-session]

sso_region=us-west-2
sso_registration_scopes=sso:account:access
sso_start_url=https://provided-domain.awsapps.com/start/

4. If you already have an active AWS access portal session, the Tools for PowerShell informs you
that you are already logged in.

If that's not the case, the Tools for PowerShell attempts to automatically open the SSO
authorization page in your default web browser. Follow the prompts in your browser, which
might include an SSO authorization code, username and password, and permission to access
AWS IAM ldentity Center accounts and permission sets.

The Tools for PowerShell informs you that SSO login was successful.

Start an AWS access portal session

Before running commands that accesses AWS services, you need an active AWS access portal
session so that the Tools for PowerShell can use IAM Identity Center authentication to resolve
credentials. To sign in to the AWS access portal, run the following command in PowerShell, where
-ProfileName my-sso-profile is the name of the profile that was created in the shared
config file when you followed the procedure in the previous section of this topic.

Invoke-AWSSSOLogin -ProfileName my-sso-profile

If you already have an active AWS access portal session, the Tools for PowerShell informs you that
you are already logged in.

If that's not the case, the Tools for PowerShell attempts to automatically open the SSO
authorization page in your default web browser. Follow the prompts in your browser, which might
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include an SSO authorization code, username and password, and permission to access AWS IAM
Identity Center accounts and permission sets.

The Tools for PowerShell informs you that SSO login was successful.

To test if you already have an active session, run the following command after installing or
importing the AWS.Tools.SecurityToken module as needed.

Get-STSCallerIdentity -ProfileName my-sso-profile

The response to the Get-STSCallerIdentity cmdlet reports the IAM Identity Center account
and permission set configured in the shared config file.

Example

The following is an example of how to use IAM Identity Center with the Tools for PowerShell. It
assumes the following:

» You have enabled IAM Identity Center and configured it as described previously in this topic. The
SSO properties are in the my-sso-profile profile, which was configured earlier in this topic.

« When you log in through the Initialize-AWSSSOConfiguration or Invoke-AWSSSOLogin
cmdlets, the user has at least read-only permissions for Amazon S3.

« Some S3 buckets are available for that user to view.

Install or import the AWS.Tools.S3 module as needed and then use the following PowerShell
command to display a list of the S3 buckets.

Get-S3Bucket -ProfileName my-sso-profile

Additional information

» For more options on authentication for the Tools for PowerShell, such as the use of profiles and
environment variables, see the configuration chapter in the AWS SDKs and Tools Reference Guide.

« Some commands require an AWS Region to be specified. There are a number of ways to do
so, including the -Region cmdlet option, the [default] profile, and the AWS_REGION
environment variable. For more information, see Specify AWS Regions in this guide and AWS

Region in the AWS SDKs and Tools Reference Guide.
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« To learn more about best practices, see Security best practices in IAM in the IAM User Guide.

» To create short-term AWS credentials, see Temporary Security Credentials in the IAM User Guide.

« To learn about other credential providers, see Standardized credential providers in the AWS SDKs
and Tools Reference Guide.

Topics

» Use the AWS CLI for portal login

Use the AWS CLI for portal login

Starting with version 4.1.538 of the Tools for PowerShell, the recommended method to
configure SSO credentials and start an AWS access portal session is to use the Initialize-
AWSSSOConfiguration and Invoke-AWSSSOLogin cmdlets, as described in Configure tool
authentication with AWS. If you don't have access to that version of the Tools for PowerShell (or
later) or can't use those cmdlets, you can still perform these tasks by using the AWS CLI.

Configure the Tools for PowerShell to use IAM Identity Center through the AWS
CLI.

If you haven't already done so, be sure to Enable and configure IAM Identity Center before you
proceed.

Information about how to configure the Tools for PowerShell to use IAM Identity Center through
the AWS CLI is in Step 2 in the topic for IAM Identity Center authentication in the AWS SDKs and
Tools Reference Guide. After you complete this configuration, your system should contain the
following elements:

o The AWS CLI, which you use to start an AWS access portal session before you run your
application.

« The shared AWS config file that contains a [default] profile with a set of configuration
values that can be referenced from the Tools for PowerShell. To find the location of this file, see
Location of the shared files in the AWS SDKs and Tools Reference Guide. The Tools for PowerShell
uses the profile's SSO token provider to acquire credentials before sending requests to AWS. The

sso_role_name value, which is an IAM role connected to an IAM Identity Center permission set,
should allow access to the AWS services used in your application.
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The following sample config file shows a [default] profile set up with an SSO token provider.
The profile's sso_session setting refers to the named sso-session section. The sso-
session section contains settings to initiate an AWS access portal session.

[default]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

/A Important

Your PowerShell session must have the following modules installed and imported so that
SSO resolution can work:

e AWS.Tools.SSO
e AWS.Tools.SS0O0IDC

If you're using an older version of the Tools for PowerShell and you don't have these
modules, you will get an error similar to the following: "Assembly AWSSDK.SSOOIDC could
not be found...".

Start an AWS access portal session

Before running commands that accesses AWS services, you need an active AWS access portal
session so that the Tools for Windows PowerShell can use IAM Identity Center authentication to
resolve credentials. Depending on your configured session lengths, your access will eventually
expire and the Tools for Windows PowerShell will encounter an authentication error. To sign in to
the AWS access portal, run the following command in the AWS CLI.
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aws sso login

Since you are using the [default] profile, you do not need to call the command with the - -
profile option. If your SSO token provider configuration is using a named profile, the command
isaws sso login --profile named-profile instead. For more information about named
profiles, see the Profiles section in the AWS SDKs and Tools Reference Guide.

To test if you already have an active session, run the following AWS CLI command (with the same
consideration for named profile):

aws sts get-caller-identity

The response to this command should report the IAM Identity Center account and permission set
configured in the shared config file.

(® Note

If you already have an active AWS access portal session and run aws sso login, you will
not be required to provide credentials.

The sign-in process might prompt you to allow the AWS CLI access to your data. Because
the AWS CLI is built on top of the SDK for Python, permission messages may contain
variations of the botocore name.

Example

The following is an example of how to use IAM Identity Center with the Tools for PowerShell. It
assumes the following:

» You have enabled IAM Identity Center and configured it as described previously in this topic. The
SSO properties are in the [default] profile.

« When you log in through the AWS CLI by using aws sso login, that user has at least read-only
permissions for Amazon S3.

» Some S3 buckets are available for that user to view.

Use the following PowerShell commands to display a list of the S3 buckets:
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Install-Module AWS.Tools.Installer

Install-AWSToolsModule S3

# And if using an older version of the AWS Tools for PowerShell:
Install-AWSToolsModule SSO, SSOO0IDC

# In older versions of the AWS Tools for PowerShell, we're not invoking a cmdlet from
these modules directly,

# so we must import them explicitly:

Import-Module AWS.Tools.SSO

Import-Module AWS.Tools.SS00IDC

# Older versions of the AWS Tools for PowerShell don't support the SSO login flow, so
login with the CLI
aws sso login

# Now we can invoke cmdlets using the SSO profile
Get-S3Bucket

As mentioned above, since you are using the [default] profile, you do not need to call the Get -
S3Bucket cmdlet with the -ProfileName option. If your SSO token provider configuration

is using a named profile, the command is Get-S3Bucket -ProfileName named-profile.

For more information about named profiles, see the Profiles section in the AWS SDKs and Tools
Reference Guide.

Additional information

» For more options on authentication for the Tools for PowerShell, such as the use of profiles and
environment variables, see the configuration chapter in the AWS SDKs and Tools Reference Guide.

« Some commands require an AWS Region to be specified. There are a number of ways to do
so, including the -Region cmdlet option, the [default] profile, and the AWS_REGION
environment variable. For more information, see Specify AWS Regions in this guide and AWS
Region in the AWS SDKs and Tools Reference Guide.

« To learn more about best practices, see Security best practices in IAM in the IAM User Guide.

» To create short-term AWS credentials, see Temporary Security Credentials in the IJAM User Guide.

« To learn about other credential providers, see Standardized credential providers in the AWS SDKs

and Tools Reference Guide.
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Specify AWS Regions

There are two ways to specify the AWS Region to use when running AWS Tools for PowerShell
commands:

» Use the -Region common parameter on individual commands.

« Use the Set-DefaultAWSRegion command to set a default Region for all commands.

Many AWS cmdlets fail if the Tools for Windows PowerShell can't figure out what Region to
use. Exceptions include cmdlets for Amazon S3, Amazon SES, and AWS Identity and Access
Management, which automatically default to a global endpoint.

To specify the region for a single AWS command

Add the -Region parameter to your command, such as the following.

PS > Get-EC2Image -Region us-west-2

To set a default region for all AWS CLI commands in the current session

From the PowerShell command prompt, type the following command.

PS > Set-DefaultAWSRegion -Region us-west-2

(@ Note

This setting persists only for the current session. To apply the setting to all of your
PowerShell sessions, add this command to your PowerShell profile as you did for the
Import-Module command.

To view the current default region for all AWS CLI commands

From the PowerShell command prompt, type the following command.

PS > Get-DefaultAWSRegion

Region Name IsShellDefault
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us-west-2 US West (Oregon) True

To clear the current default Region for all AWS CLI commands

From the PowerShell command prompt, type the following command.

PS > Clear-DefaultAwWSRegion

To view a list of all available AWS Regions

From the PowerShell command prompt, type the following command. The third column in the
sample output identifies which Region is the default for your current session.

PS > Get-AWSRegion

Region Name IsShellDefault
ap-east-1 Asia Pacific (Hong Kong) False
ap-northeast-1 Asia Pacific (Tokyo) False
us-east-2 US East (Ohio) False
us-west-1 US West (N. California) False
us-west-2 US West (Oregon) True

(@ Note

Some Regions might be supported but not included in the output of the Get-AWSRegion
cmdlet. For example, this is sometimes true of Regions that are not yet global. If you're not
able to specify a Region by adding the -Region parameter to a command, try specifying
the Region in a custom endpoint instead, as shown in the following section.

Specifying a Custom or Nonstandard Endpoint

Specify a custom endpoint as a URL by adding the -EndpointUrl common parameter to your
Tools for Windows PowerShell command, in the following sample format.

PS > Some-AWS-PowerShellCmdlet -EndpointUrl "custom endpoint URL" -Othexr -Parameters
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The following is an example using the Get-EC2Instance cmdlet. The custom endpoint is in the
us-west-2, or US West (Oregon) Region in this example, but you can use any other supported
AWS Region, including regions that are not enumerated by Get-AWSRegion.

PS > Get-EC2Instance -EndpointUrl "https://service-custom-url.us-west-2.amazonaws.com"
-InstanceID "i-0555a30a2000000el1"

Additional information

For additional information about AWS Regions, see AWS Region in the AWS SDKs and Tools
Reference Guide.

Configure federated identity with the AWS Tools for
PowerShell

To let users in your organization access AWS resources, you must configure a standard and
repeatable authentication method for purposes of security, auditability, compliance, and the
capability to support role and account separation. Although it's common to provide users with
the ability to access AWS APIs, without federated API access, you would also have to create AWS
Identity and Access Management (IAM) users, which defeats the purpose of using federation.
This topic describes SAML (Security Assertion Markup Language) support in the AWS Tools for
PowerShell that eases your federated access solution.

SAML support in the AWS Tools for PowerShell lets you provide your users federated access to
AWS services. SAML is an XML-based, open-standard format for transmitting user authentication
and authorization data between services; in particular, between an identity provider (such as
Active Directory Federation Services), and a service provider (such as AWS). For more information
about SAML and how it works, see SAML on Wikipedia, or SAML Technical Specifications at the
Organization for the Advancement of Structured Information Standards (OASIS) website. SAML
support in the AWS Tools for PowerShell is compatible with SAML 2.0.

Prerequisites
You must have the following in place before you try to use SAML support for the first time.

» A federated identity solution that is correctly integrated with your AWS account for console
access by using only your organizational credentials. For more information about how to do this
specifically for Active Directory Federation Services, see About SAML 2.0 Federation in the IAM
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User Guide, and the blog post, Enabling Federation to AWS Using Windows Active Directory,

AD FS, and SAML 2.0. Although the blog post covers AD FS 2.0, the steps are similar if you are

running AD FS 3.0.

« Version 3.1.31.0 or newer of the AWS Tools for PowerShell installed on your local workstation.

How an Identity-Federated User Gets Federated Access to AWS Service

APIs

The following process describes, at a high level, how an Active Directory (AD) user is federated by

AD FS to gain access to AWS resources.

1

\~/

Federated
ser

1. The client on federated user's computer authenticates against AD FS.

AWS Secunty
Token Sernvice

e

Service APls

2. If authentication succeeds, AD FS sends the user a SAML assertion.

How an Identity-Federated User Gets Federated Access to AWS Service APls
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3. The user's client sends the SAML assertion to the AWS Security Token Service (STS) as part of a
SAML federation request.

4. STS returns a SAML response that contains AWS temporary credentials for a role the user can
assume.

5. The user accesses AWS service APIs by including those temporary credentials in request made by
AWS Tools for PowerShell.

How SAML Support Works in the AWS Tools for PowerShell

This section describes how AWS Tools for PowerShell cmdlets enable configuration of SAML-based
identity federation for users.

Your organization

ﬁ 1

' |
AWS Security
Token Service

LesumeRoleWithSAMLEequest

Active Directory 5
2 * f..- -------------------

i
(2 | R Y ”" 1- *

i I

I

I

_ I

Windows-based client '

1. AWS Tools for PowerShell authenticates against AD FS by using the Windows user's current
credentials, or interactively, when the user tries to run a cmdlet that requires credentials to call
into AWS.

2. AD FS authenticates the user.

3. AD FS generates a SAML 2.0 authentication response that includes an assertion; the purpose of
the assertion is to identify and provide information about the user. AWS Tools for PowerShell
extracts the list of the user's authorized roles from the SAML assertion.
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4. AWS Tools for PowerShell forwards the SAML request, including the requested role's Amazon
Resource Names (ARN), to STS by making the AssumeRoleWithSAMLRequest API call.

5. If the SAML request is valid, STS returns a response that contains the AWS AccessKeyId,
SecretAccessKey, and SessionToken. These credentials last for 3,600 seconds (1 hour).

6. The user now has valid credentials to work with any AWS service APIs that the user's role is
authorized to access. AWS Tools for PowerShell automatically applies these credentials for any
subsequent AWS API calls, and renews them automatically when they expire.

(® Note

When the credentials expire, and new credentials are required, AWS Tools for PowerShell
automatically reauthenticates with AD FS, and obtains new credentials for a subsequent
hour. For users of domain-joined accounts, this process occurs silently. For accounts

that are not domain-joined, AWS Tools for PowerShell prompts users to enter their
credentials before they can reauthenticate.

How to Use the PowerShell SAML Configuration Cmdlets

AWS Tools for PowerShell includes two new cmdlets that provide SAML support.

« Set-AWSSamlEndpoint configures your AD FS endpoint, assigns a friendly name to the
endpoint, and optionally describes the authentication type of the endpoint.

« Set-AWSSamlRoleProfile creates or edits a user account profile that you want to associate
with an AD FS endpoint, identified by specifying the friendly name you provided to the Set -
AwWSSamlEndpoint cmdlet. Each role profile maps to a single role that a user is authorized to
perform.

Just as with AWS credential profiles, you assign a friendly name to the role profile. You can
use the same friendly name with the Set-AWSCredential cmdlet, or as the value of the -
ProfileName parameter for any cmdlet that invokes AWS service APIs.

Open a new AWS Tools for PowerShell session. If you are running PowerShell 3.0 or newer, the
AWS Tools for PowerShell module is automatically imported when you run any of its cmdlets. If
you are running PowerShell 2.0, you must import the module manually by running the * " Import-
Module™ * cmdlet, as shown in the following example.
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PS > Import-Module "C:\Program Files (x86)\AWS Tools\PowerShell\AWSPowexrShell
\AWSPowexShell.psdl"

How to Run the Set-AwWSSamlEndpoint and Set-AWSSamlRoleProfile Cmdlets

1. First, configure the endpoint settings for the AD FS system. The simplest way to do this is to
store the endpoint in a variable, as shown in this step. Be sure to replace the placeholder account
IDs and AD FS host name with your own account IDs and AD FS host name. Specify the AD FS
host name in the Endpoint parameter.

PS > $endpoint = "https://adfs.example.com/adfs/ls/IdpInitiatedSignOn.aspx?
loginToRp=urn:amazon:websexrvices"

2. To create the endpoint settings, run the Set-AWSSamlEndpoint cmdlet, specifying the
correct value for the AuthenticationType parameter. Valid values include Basic, Digest,
Kerberos, Negotiate, and NTLM. If you do not specify this parameter, the default value is
Kerberos.

PS > $epName = Set-AWSSamlEndpoint -Endpoint $endpoint -StoreAs ADFS-Demo -
AuthenticationType NTLM

The cmdlet returns the friendly name you assigned by using the -StoreAs parameter, so you
can use it when you run Set-AWSSamlRoleProfile in the next line.

3. Now, run the Set-AwWSSamlRoleProfile cmdlet to authenticate with the AD FS identity
provider and get the set of roles (in the SAML assertion) that the user is authorized to perform.

The Set-AwWSSamlRoleProfile cmdlet uses the returned set of roles to either prompt the
user to select a role to associate with the specified profile, or validate that role data provided in
parameters is present (if not, the user is prompted to choose). If the user is authorized for only
one role, the cmdlet associates the role with the profile automatically, without prompting the
user. There is no need to provide a credential to set up a profile for domain-joined usage.

PS > Set-AWSSamlRoleProfile -StoreAs SAMLDemoProfile -EndpointName $epName

Alternatively, for non-domain-joined accounts, you can provide Active Directory credentials,
and then select an AWS role to which the user has access, as shown in the following line. This
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is useful if you have different Active Directory user accounts to differentiate roles within your
organization (for example, administration functions).

PS > $credential = Get-Credential -Message "Enter the domain credentials for the
endpoint"”

PS > Set-AWSSamlRoleProfile -EndpointName $epName -NetworkCredential $credential -
StoreAs SAMLDemoProfile

4. In either case, the Set-AwWSSamlRoleProfile cmdlet prompts you to choose which role should
be stored in the profile. The following example shows two available roles: ADFS-Dev, and
ADFS-Production. The IAM roles are associated with your AD login credentials by the AD FS
administrator.

Select Role
Select the role to be assumed when this profile is active
[1] 1 - ADFS-Dev [2] 2 - ADFS-Production [?] Help (default is "1"):

Alternatively, you can specify a role without the prompt, by entering the RoleARN,
PrincipalARN, and optional NetworkCredential parameters. If the specified role is not
listed in the assertion returned by authentication, the user is prompted to choose from available
roles.

PS > $params = @{ "NetworkCredential"=$credential,
"PrincipalARN"="{arn:aws:iam::012345678912:saml-providex/ADFS}",
"RoleARN"="{arn:aws:iam::012345678912:role/ADFS-Dev}"

}
PS > $epName | Set-AWSSamlRoleProfile @params -StoreAs SAMLDemoProfilel -Verbose

5. You can create profiles for all roles in a single command by adding the StoreAllRoles
parameter, as shown in the following code. Note that the role name is used as the profile name.

PS > Set-AWSSamlRoleProfile -EndpointName $epName -StoreAllRoles
ADFS-Dev
ADFS-Production

How to Use Role Profiles to Run Cmdlets that Require AWS Credentials

To run cmdlets that require AWS credentials, you can use role profiles defined in the AWS shared
credential file. Provide the name of a role profile to Set-AWSCredential (or as the value for
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any ProfileName parameter in the AWS Tools for PowerShell) to get temporary AWS credentials
automatically for the role that is described in the profile.

Although you use only one role profile at a time, you can switch between profiles within a shell
session. The Set-AwWSCredential cmdlet does not authenticate and get credentials when you run
it by itself; the cmdlet records that you want to use a specified role profile. Until you run a cmdlet
that requires AWS credentials, no authentication or request for credentials occurs.

You can now use the temporary AWS credentials that you obtained with the SAMLDemoProfile
profile to work with AWS service APIs. The following sections show examples of how to use role
profiles.

Example 1: Set a Default Role with Set-AWSCredential

This example sets a default role for a AWS Tools for PowerShell session by using Set -
AWSCredential. Then, you can run cmdlets that require credentials, and are authorized by the
specified role. This example lists all Amazon Elastic Compute Cloud instances in the US West
(Oregon) Region that are associated with the profile you specified with the Set-AwWSCredential
cmdlet.

PS > Set-AWSCredential -ProfileName SAMLDemoProfile
PS > Get-EC2Instance -Region us-west-2 | Format-Table -Property Instances,GroupNames

Instances GroupNames
{TestInstancel} {default}
{TestInstance2} {3

{TestInstance3} {launch-wizard-6}
{TestInstance4} {default}
{TestInstance5} {1}

{TestInstance6} {AWS-0psWorks-Default-
Server}

Example 2: Change Role Profiles During a PowerShell Session

This example lists all available Amazon S3 buckets in the AWS account of the role associated

with the SAMLDemoProfile profile. The example shows that although you might have been
using another profile earlier in your AWS Tools for PowerShell session, you can change profiles by
specifying a different value for the -ProfileName parameter with cmdlets that support it. This is
a common task for administrators who manage Amazon S3 from the PowerShell command line.
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PS > Get-S3Bucket -ProfileName SAMLDemoProfile

CreationDate
7/25/2013 3:16:56 AM
4/15/2015 12:46:50 AM
4/15/2015 6:15:53 AM

BucketName
amzn-s3-demo-bucket
amzn-s3-demo-bucketl
amzn-s3-demo-bucket2

1/12/2015 11:20:16 PM amzn-s3-demo-bucket3

Note that the Get-S3Bucket cmdlet specifies the name of the profile created by running the
Set-AwWSSamlRoleProfile cmdlet. This command could be useful if you had set a role profile
earlier in your session (for example, by running the Set-AWSCredential cmdlet) and wanted to
use a different role profile for the Get-S3Bucket cmdlet. The profile manager makes temporary
credentials available to the Get-S3Bucket cmdlet.

Although the credentials expire after 1 hour (a limit enforced by STS), AWS Tools for PowerShell
automatically refreshes the credentials by requesting a new SAML assertion when the tool detects
that the current credentials have expired.

For domain-joined users, this process occurs without interruption, because the current user's
Windows identity is used during authentication. For non-domain-joined user accounts, AWS Tools
for PowerShell shows a PowerShell credential prompt requesting the user password. The user
provides credentials that are used to reauthenticate the user and get a new assertion.

Example 3: Get Instances in a Region

The following example lists all Amazon EC2 instances in the Asia Pacific (Sydney) Region that are
associated with the account used by the ADFS-Production profile. This is a useful command for
returning all Amazon EC2 instances in a region.

PS > (Get-Ec2Instance -ProfileName ADFS-Production -Region ap-southeast-2).Instances |
Select InstanceType, @{Name="Servername";Expression={$_.tags | where key -eq "Name" |
Select Value -Expand Value}}

InstanceType Servername
t2.small DC2
tl.micro NAT1
tl.micro RDGW1
tl.micro RDGW2
tl.micro NAT2

How to Use the PowerShell SAML Configuration Cmdlets 51



AWS Tools for PowerShell User Guide

t2.small DC1
t2.micro BUILD

Additional Reading

For general information about how to implement federated API access, see How to Implement a
General Solution for Federated API/CLI Access Using SAML 2.0.

For support questions or comments, visit the AWS Developer Forums for PowerShell Scripting or

.NET Development.

Cmdlet discovery and aliases

This section shows you how to list services that are supported by the AWS Tools for PowerShell,
how to show the set of cmdlets provided by the AWS Tools for PowerShell in support of those
services, and how to find alternative cndlet names (also called aliases) to access those services.

Cmdlet Discovery

All AWS service operations (or APIs) are documented in the API Reference Guide for each service.
For example, see the IAM AP| Reference. There is, in most cases, a one-to-one correspondence
between an AWS service APl and an AWS PowerShell cmdlet. To get the cmdlet name that
corresponds to an AWS service APl name, run the AWS Get-AWSCmdletName cmdlet with the -

ApiOperation parameter and the AWS service APl name. For example, to get all possible cmdlet

names that are based on any available DescribeInstances AWS service API, run the following
command:

PS > Get-AWSCmdletName -ApiOperation Describelnstances

CmdletName ServiceOperation ServiceName CmdletNounPrefix

Get-EC2Instance Describelnstances Amazon Elastic Compute Cloud EC2
Get-GMLInstance DescribelInstances Amazon GamelLift Service GML

The -ApiOperation parameter is the default parameter, so you can omit the parameter name.
The following example is equivalent to the previous one:

PS > Get-AWSCmdletName DescribelInstances
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If you know the names of both the API and the service, you can include the -Service parameter
along with either the cmdlet noun prefix or part of the AWS service name. For example, the
cmdlet noun prefix for Amazon EC2 is EC2. To get the cmdlet name that corresponds to the
DescribeInstances APl in the Amazon EC2 service, run one of the following commands. They
are all result in the same output:

PS > Get-AWSCmdletName -ApiOperation Describelnstances -Service EC2
PS > Get-AWSCmdletName -ApiOperation DescribelInstances -Service Compute
PS > Get-AWSCmdletName -ApiOperation Describelnstances -Service "Compute Cloud"

CmdletName ServiceOperation ServiceName CmdletNounPrefix

Get-EC2Instance Describelnstances Amazon Elastic Compute Cloud EC2

Parameter values in these commands are case-insensitive.

If you do not know the name of either the desired AWS service API or the AWS service, you can use
the -ApiOperation parameter, along with the pattern to match, and the -MatchWithRegex
parameter. For example, to get all available cmdlet names that contain SecurityGroup, run the
following command:

PS > Get-AWSCmdletName -ApiOperation SecurityGroup -MatchWithRegex

CmdletName ServiceOperation
ServiceName CmdletNounPrefix
Approve-ECCacheSecurityGroupIngress AuthorizeCacheSecurityGroupIngress
Amazon ElastiCache EC
Get-ECCacheSecurityGroup DescribeCacheSecurityGroups
Amazon ElastiCache EC
New-ECCacheSecurityGroup CreateCacheSecurityGroup
Amazon ElastiCache EC
Remove-ECCacheSecurityGroup DeleteCacheSecurityGroup
Amazon ElastiCache EC
Revoke-ECCacheSecurityGroupIngress RevokeCacheSecurityGroupIngress
Amazon ElastiCache EC
Add-EC2SecurityGroupToClientVpnTargetNetwrk
ApplySecurityGroupsToClientVpnTargetNetwork Amazon Elastic Compute Cloud EC2
Get-EC2SecurityGroup DescribeSecurityGroups
Amazon Elastic Compute Cloud EC2
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Get-EC2SecurityGroupReference

DescribeSecurityGroupReferences

Amazon Elastic Compute Cloud EC2

Get-EC2StaleSecurityGroup DescribeStaleSecurityGroups
Amazon Elastic Compute Cloud EC2

Grant-EC2SecurityGroupEgress AuthorizeSecurityGroupEgress
Amazon Elastic Compute Cloud EC2

Grant-EC2SecurityGroupIngress AuthorizeSecurityGroupIngress
Amazon Elastic Compute Cloud EC2

New-EC2SecurityGroup CreateSecurityGroup
Amazon Elastic Compute Cloud EC2

Remove-EC2SecurityGroup DeleteSecurityGroup
Amazon Elastic Compute Cloud EC2

Revoke-EC2SecurityGroupEgress RevokeSecurityGroupEgress
Amazon Elastic Compute Cloud EC2

Revoke-EC2SecurityGroupIngress RevokeSecurityGroupIngress
Amazon Elastic Compute Cloud EC2

Update-EC2SecurityGroupRuleEgressDescription
Amazon Elastic Compute Cloud EC2
Update-EC2SecurityGroupRuleIngressDescription
UpdateSecurityGroupRuleDescriptionsIngress

UpdateSecurityGroupRuleDescriptionsEgress

Amazon Elastic Compute Cloud EC2

Edit-EFSMountTargetSecurityGroup

ModifyMountTargetSecurityGroups

Amazon Elastic File System EFS

Get-EFSMountTargetSecurityGroup DescribeMountTargetSecurityGroups
Amazon Elastic File System EFS

Join-ELBSecurityGroupToLoadBalancer ApplySecurityGroupsToLoadBalancer
Elastic Load Balancing ELB

Set-ELB2SecurityGroup SetSecurityGroups
Elastic Load Balancing V2 ELB2

Enable-RDSDBSecurityGroupIngress AuthorizeDBSecurityGroupIngress
Amazon Relational Database Service RDS

Get-RDSDBSecurityGroup DescribeDBSecurityGroups
Amazon Relational Database Service RDS

New-RDSDBSecurityGroup CreateDBSecurityGroup
Amazon Relational Database Service RDS

Remove-RDSDBSecurityGroup DeleteDBSecurityGroup
Amazon Relational Database Service RDS

Revoke-RDSDBSecurityGroupIngress RevokeDBSecurityGroupIngress
Amazon Relational Database Service RDS

Approve-RSClusterSecurityGroupIngress AuthorizeClusterSecurityGroupIngress
Amazon Redshift RS

Get-RSClusterSecurityGroup DescribeClusterSecurityGroups
Amazon Redshift RS

New-RSClusterSecurityGroup CreateClusterSecurityGroup
Amazon Redshift RS
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Remove-RSClusterSecurityGroup DeleteClusterSecurityGroup
Amazon Redshift RS

Revoke-RSClusterSecurityGroupIngress RevokeClusterSecurityGroupIngress
Amazon Redshift RS

If you know the name of the AWS service but not the AWS service API, include both the -
MatchWithRegex parameter and the -Service parameter to scope the search down to a single
service. For example, to get all cmdlet names that contain SecurityGroup in only the Amazon
EC2 service, run the following command

PS > Get-AWSCmdletName -ApiOperation SecurityGroup -MatchWithRegex -Service EC2

CmdletName ServiceOperation
ServiceName CmdletNounPrefix

Add-EC2SecurityGroupToClientVpnTargetNetwrk
ApplySecurityGroupsToClientVpnTargetNetwork Amazon Elastic Compute Cloud EC2

Get-EC2SecurityGroup DescribeSecurityGroups
Amazon Elastic Compute Cloud EC2

Get-EC2SecurityGroupReference DescribeSecurityGroupReferences
Amazon Elastic Compute Cloud EC2

Get-EC2StaleSecurityGroup DescribeStaleSecurityGroups
Amazon Elastic Compute Cloud EC2

Grant-EC2SecurityGroupEgress AuthorizeSecurityGroupEgress
Amazon Elastic Compute Cloud EC2

Grant-EC2SecurityGroupIngress AuthorizeSecurityGroupIngress
Amazon Elastic Compute Cloud EC2

New-EC2SecurityGroup CreateSecurityGroup
Amazon Elastic Compute Cloud EC2

Remove-EC2SecurityGroup DeleteSecurityGroup
Amazon Elastic Compute Cloud EC2

Revoke-EC2SecurityGroupEgress RevokeSecurityGroupEgress
Amazon Elastic Compute Cloud EC2

Revoke-EC2SecurityGroupIngress RevokeSecurityGroupIngress

Amazon Elastic Compute Cloud EC2
Update-EC2SecurityGroupRuleEgressDescription UpdateSecurityGroupRuleDescriptionsEgress
Amazon Elastic Compute Cloud EC2
Update-EC2SecurityGroupRuleIngressDescription
UpdateSecurityGroupRuleDescriptionsIngress Amazon Elastic Compute Cloud EC2
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If you know the name of the AWS Command Line Interface (AWS CLI) command, you can use the
-AwsCliCommand parameter and the desired AWS CLI command name to get the name of the
cmdlet that's based on the same API. For example, to get the cmdlet name that corresponds to the
authorize-security-group-ingress AWS CLI command call in the Amazon EC2 service, run
the following command:

PS > Get-AWSCmdletName -AwsCliCommand "aws ec2 authorize-security-group-ingress"

CmdletName ServiceOperation ServiceName
CmdletNounPrefix

Grant-EC2SecurityGroupIngress AuthorizeSecurityGroupIngress Amazon Elastic Compute
Cloud EC2

The Get-AWSCmdletName cmdlet needs only enough of the AWS CLI command name to identify
the service and the AWS API.

To get a list of all of the cmdlets in the Tools for PowerShell Core, run the PowerShell Get -
Command cmdlet, as shown in the following example.

PS > Get-Command -Module AWSPowerShell.NetCore

You can run the same command with -Module AWSPowerShell to see the cmdlets in the AWS
Tools for Windows PowerShell.

The Get-Command cmdlet generates the list of cmdlets in alphabetical order. Note that by default
the list is sorted by PowerShell verb, rather than PowerShell noun.

To sort results by service instead, run the following command:

PS > Get-Command -Module AWSPowerShell.NetCoxre | Sort-Object Noun,Verb

To filter the cmdlets that are returned by the Get-Command cmdlet, pipe the output to the
PowerShell Select-String cmdlet. For example, to view the set of cmdlets that work with AWS
regions, run the following command:

PS > Get-Command -Module AWSPowexrShell.NetCore | Select-String region

Clear-DefaultAwWSRegion
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Copy-HSM2BackupToRegion

Get-AWSRegion

Get-DefaultAWSRegion

Get-EC2Region

Get-LSRegionlList
Get-RDSSourceRegion
Set-DefaultAWSRegion

You can also find cmdlets for a specific service by filtering for the service prefix of cmdlet

nouns. To see the list of available service prefixes, run Get-AWSPowerShellVersion -

ListServiceVersionInfo. The following example returns cmdlets that support the Amazon

CloudWatch Events service.

PS > Get-Command -Module AWSPowerShell -Noun CWE*

CommandType

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Name

Add-CWEResourceTag

NetCore
Disable-CWEEventSource
NetCore
Disable-CWERule
NetCore
Enable-CWEEventSource
NetCore
Enable-CWERule
NetCore
Get-CWEEventBus
NetCore
Get-CWEEventBuslList
NetCore
Get-CWEEventSource
NetCore
Get-CWEEventSourcelist
NetCore
Get-CWEPartnerEventSource
NetCore

Get-CWEPartnerEventSourceAccountlList
NetCore

Get-CWEPartnerEventSourcelist
NetCore

Get-CWEResourceTag
NetCore

Version

3.3.563.

3.3.563.

3.3.563.

3.3.563.

3.3.563.

3.3.563.

3.3.563.

3.3.563.

3.3.563.

3.3.563.

3.3.563.

Source
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Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet

AWSPowerShell.

Cmdlet
AWSPowerShell

Get-CWERule
NetCore

Get-CWERuleDetail
NetCore

Get-CWERuleNamesByTarget

NetCore
Get-CWETargetsByRule
NetCore
New-CWEEventBus
NetCore

New-CWEPartnerEventSource

NetCore
Remove-CWEEventBus
NetCore

Remove-CWEPartnerEventSource

NetCore
Remove-CWEPermission
NetCore
Remove-CWEResourceTag
NetCore
Remove-CWERule
NetCore
Remove-CWETarget
NetCore
Test-CWEEventPattern
NetCore
Write-CWEEvent
NetCore
Write-CWEPartnerEvent
NetCore
Write-CWEPermission
NetCore
Write-CWERule
NetCore
Write-CWETarget
.NetCore
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The cmdlets in the AWS Tools for PowerShell for each service are based on the methods

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

.563.

provided by the AWS SDK for the service. However, because of PowerShell's mandatory naming

conventions, the name of a cmdlet might be different from the name of the API call or method
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on which it is based. For example, the Get-EC2Instance cmdlet is based on the Amazon
EC2DescribeInstances method.

In some cases, the cmdlet name may be similar to a method name, but it may actually perform a
different function. For example, the Amazon S3Get0Object method retrieves an Amazon S3 object.
However, the Get-S30bject cmdlet returns information about an Amazon S3 object rather than
the object itself.

PS > Get-S30bject -BucketName text-content -Key aws-tech-docs

ETag : "df000002a0fe0000f3c000004EXAMPLE"
BucketName : aws-tech-docs

Key : javascript/frameset.js
LastModified : 6/13/2011 1:24:18 PM

Owner : Amazon.S3.Model.Owner

Size . 512

StorageClass : STANDARD

To get an S3 object with the AWS Tools for PowerShell, run the Read-S30bject cmdlet:

PS > Read-S30bject -BucketName text-content -Key text-object.txt -file c:\tmp\text-
object-download.text

Mode LastWriteTime Length Name
-a--- 11/5/2012 7:29 PM 20622 text-object-download.text
(® Note

The cmdlet help for an AWS cmdlet provides the name of the AWS SDK APl on which the
cmdlet is based.

For more information about standard PowerShell verbs and their meanings, see Approved
Verbs for PowerShell Commands.

All AWS cmdlets that use the Remove verb — and the Stop-EC2Instance cmdlet when you add
the -Terminate parameter — prompt for confirmation before proceeding. To bypass confirmation,
add the -Force parameter to your command.
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/A Important
AWS cmdlets do not support the -WhatIf switch.

Aliases

Setup of the AWS Tools for PowerShell installs an aliases file that contains aliases for many of

the AWS cmdlets. You might find these aliases to be more intuitive than the cmdlet names. For
example, service names and AWS SDK method names replace PowerShell verbs and nouns in some
aliases. An example is the EC2-DescribeInstances alias.

Other aliases use verbs that, though they do not follow standard PowerShell conventions, can
be more descriptive of the actual operation. For example, the alias file maps the alias Get -
S3Content to the cmdlet Read-S30bject.

PS > Set-Alias -Name Get-S3Content -Value Read-S30bject

The aliases file is located in the AWS Tools for PowerShell installation directory. To load the aliases
into your environment, dot-source the file. The following is a Windows-based example.

PS > . "C:\Program Files (x86)\AWS Tools\PowerShell\AWSPowershell\AWSAliases.psl"

For a Linux or macQOS shell, it might look like this:

. ~/.local/share/powershell/Modules/AWSPowerShell.NetCore/3.3.563.1/AWSAliases.psl

To show all AWS Tools for PowerShell aliases, run the following command. This command uses
the ? alias for the PowerShell Where-0bject cmdlet and the Source property to filter for only
aliases that come from the AWSPowerShell.NetCore module.

PS > Get-Alias | ? Source -like "AWSPowerShell.NetCoxe"

CommandType Name Version Source

Alias Add-ASInstances 3.3.343.0
AWSPowerShell

Alias Add-CTTag 3.3.343.0
AWSPowerShell
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Alias Add-DPTags L343,
AWSPowerShell
Alias Add-DSIpRoutes L343,
AWSPowerShell
Alias Add-ELBTags L343,
AWSPowerShell
Alias Add-EMRTag L343,
AWSPowerShell
Alias Add-ESTag L343,
AWSPowerShell
Alias Add-MLTag L343,
AWSPowerShell
Alias Clear-AwWSCredentials L343,
AWSPowerShell
Alias Clear-AwSDefaults L343,
AWSPowerShell
Alias Dismount-ASInstances L343,
AWSPowerShell
Alias Edit-EC2Hosts L343,
AWSPowerShell
Alias Edit-RSClusterIamRoles L343,
AWSPowerShell
Alias Enable-ORGAllFeatures L343,
AWSPowerShell
Alias Find-CTEvents L343,
AWSPowerShell
Alias Get-ASACases L343,
AWSPowerShell
Alias Get-ASAccountlLimits L343,
AWSPowerShell
Alias Get-ASACommunications L343,
AWSPowerShell
Alias Get-ASAServices L343,
AWSPowerShell
Alias Get-ASASeveritylevels L343,
AWSPowerShell
Alias Get-ASATrustedAdvisorCheckRefreshStatuses L343,
AWSPowerShell
Alias Get-ASATrustedAdvisorChecks L343,
AWSPowerShell
Alias Get-ASATrustedAdvisorCheckSummaries L343,
AWSPowerShell
Alias Get-ASLifecycleHooks L343,
AWSPowerShell
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Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell
Alias
AWSPowerShell

To add your own aliases to this file, you might need to raise the value of PowerShell's

Get-ASLifecycleHookTypes

Get-AwWSCredentials

Get-CDApplications

Get-CDDeployments

Get-CFCloudFrontOriginAccessIdentities

Get-CFDistributions

Get-CFGConfigRules

Get-CFGConfigurationRecorders

Get-CFGDeliveryChannels

Get-CFInvalidations

Get-CFNAccountLimits

Get-CFNStackEvents

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

L343,

$MaximumAliasCount preference variable to a value greater than 5500. The default value is

4096; you can raise it to a maximum of 32768. To do this, run the following.

PS > $MaximumAliasCount = 32768

To verify that your change was successful, enter the variable name to show its current value.

PS > $MaximumAliasCount

32768
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Pipelining, output, and iteration in the AWS Tools for
PowerShell

Pipelining

PowerShell encourages users to connect cmdlets into pipelines that direct the output of one
cmdlet into the input of the next. The following example shows this behavior when using the AWS
Tools for PowerShell. The command gets and then stops all Amazon EC2 instances in the current
default Region.

PS > Get-EC2Instance | Stop-EC2Instance

Cmdlet output

To better support pipelining, some data from the responses of the AWS SDK for .NET might be
discarded by default. The output from AWS Tools for PowerShell cmdlets isn't reshaped to include
the service response and result instances as Note properties on the emitted collection object.
Instead, for those calls that emit a single collection as output, the collection is now enumerated
to the PowerShell pipeline. This means that the SDK response and result data cannot exist in the
pipeline because there is no containing collection object to which it can be attached.

Although most users probably won't need this data, it can be useful for diagnostic purposes
because you can see exactly what was sent to and received from the underlying AWS service calls
that were made by the cmdlet. Starting with the AWS Tools for PowerShell V4, cmdlets can use the
-Select * parameter and argument to return the entire service response.

® Note

In versions of the AWS Tools for PowerShell prior to V4, a session variable called
$AWSHistory was introduced that maintains a record of AWS cmdlet invocations and the
service responses that were received for each invocation. In V4 of the Tools for PowerShell,
this session variable was deprecated in favor of the -Select * parameter and argument,
which can be used to return the entire service response. This parameter is described in this

topic.
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® Note

This is prerelease documentation for a feature in preview release. It is subject to
change.

The $AWSHistory variable will be removed in V5 of the AWS Tools for PowerShell. For
more information, see the blog post Notice of upcoming major version 5 of AWS Tools for

PowerShell.

To illustrate how all data from a response can be returned, consider the following examples.

The first example simply returns a list of Amazon S3 buckets. This is the default behavior.

PS > Get-S3Bucket

CreationDate BucketName

9/22/2023 10:54:35 PM amzn-s3-demo-bucketl
9/22/2023 11:04:37 AM amzn-s3-demo-bucket?2
9/22/2023 12:54:34 PM amzn-s3-demo-bucket3

The second example returns an AWS SDK for .NET response object. Because -Select * was
specified, the output includes the entire API response, which contains the collection of buckets in
the Buckets property. In this example, the Format-List cmdlet isn't strictly necessary, but is
present to ensure that all properties are displayed.

PS > Get-S3Bucket -Select * | Format-List

LoggedAt : 10/1/2023 9:45:52 AM

Buckets : {amzn-s3-demo-bucketl, amzn-s3-demo-bucket2,
amzn-s3-demo-bucket3}

Owner : Amazon.S3.Model.Owner

ContinuationToken :

ResponseMetadata : Amazon.Runtime.ResponseMetadata

ContentLength : 0

HttpStatusCode : 0K
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Iteration through paged data
The following sections describe various types of iteration that are possible.
Automatic iteration

For service APIs that impose a default maximum number of returned objects for a given call or
that support pageable result sets, most cmdlets implement automatic iteration, which enables
the default behavior of "page-to-completion". In this scenario, a cmdlet makes as many calls as
necessary on your behalf to return the complete data set to the pipeline.

In the following example, which uses the Get-S30bject cmdlet, the $result variable contains
S30bject instances for every key in a bucket called amzn-s3-demo-bucketl, which is
potentially a very large data set.

PS > $result = Get-S30bject -BucketName amzn-s3-demo-bucketl

The following example reduces the number of results for each page during automatic iteration
from the default value of 1000 to 500. The example performs twice as many automatic iteration
calls because only half as many results are returned for each call.

PS > $result = Get-S30bject -BucketName amzn-s3-demo-bucketl -MaxKey 500

(® Note

In the AWS Tools for PowerShell V4, some cmdlets for paged operations don't implement
automatic iteration. If a cmdlet doesn't have the -NoAutoIteration parameter, which is
discussed in the next section, then it doesn't implement automatic iteration.

Disable automatic iteration

If you want the Tools for PowerShell to return only the first page of data, you can add the -
NoAutoIteration parameter to prevent additional pages of data from being returned.

The following example uses the -NoAutoIteration and -MaxKey parameters to limit the
number of returned S30bject instances to no more than the first 500 found in the bucket.
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PS > $result = Get-S30bject -BucketName amzn-s3-demo-bucketl -MaxKey 500 -
NoAutoIteration

To determine if more data was available but not returned, use the -Select * parameter and
argument and check if there is a value in the next token property.

The following example returns $true if there are more than 500 objects in the bucket and $false
otherwise.

PS > $result = Get-S30bject -BucketName amzn-s3-demo-bucketl -MaxKey 500 -
NoAutoIteration -Select *
PS > $null -eq $result.NextMarker

(® Note

The names of the next token response property and cmdlet parameter vary between
cmdlets. For details, refer to the help documentation for each cmdlet.

Manual iteration

The following example returns all S3 objects from a bucket using a do loop, which evaluates

the condition after each iteration. The do loop performs iterations until Get-S30bject sets
$result.NextMarker to $null, indicating that no more paged data remains. The output of the
loop is assigned to the $s30bjects variable.

$s30bjects = do

{
$splatParams = @{
BucketName = 'amzn-s3-demo-bucketl'
MaxKey = 500
Marker = $result.NextMarker
NoAutoIteration = $true
Select = '*'
}
$result = Get-S30bject @splatParams
$result.S30bjects
}

while ($null -ne $result.NextMarker)
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This example uses PowerShell splatting to avoid a long line of code that would be caused by

declaring parameters and arguments in-line.

Credential and profile resolution

Credentials Search Order

When you run a command, AWS Tools for PowerShell searches for credentials in the following
order. It stops when it finds usable credentials.

1.

Literal credentials that are embedded as parameters in the command line.

We strongly recommend using profiles instead of putting literal credentials in your command
lines.

. A specified profile name or profile location.

« If you specify only a profile name, the command looks for the specified profile in the AWS SDK
store and, if that does not exist, the specified profile from the AWS shared credentials file in
the default location.

« If you specify only a profile location, the command looks for the default profile from that
credentials file.

« If you specify both a name and a location, the command looks for the specified profile in that
credentials file.

If the specified profile or location is not found, the command throws an exception. Search
proceeds to the following steps only if you did not specify a profile or location.

3. Credentials specified by the -Credential parameter.

. The session profile, if one exists.

5. The default profile, in the following order:

a. The default profile in the AWS SDK store.
b. The default profile in the AWS shared credentials file.
c. The AWS PS Default profile in the AWS SDK store.

. If the command is running on an Amazon EC2 instance that is configured to use an IAM role, the

EC2 instance's temporary credentials accessed from the instance profile.

For more information about using IAM roles for Amazon EC2 instances, see the AWS SDK
for .NET.
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If this search fails to locate the specified credentials, the command throws an exception.

Additional information about users and roles

In order to run Tools for PowerShell commands on AWS, you need to have some combination of
users, permission sets, and service roles that are appropriate for your tasks.

The specific users, permission sets, and service roles that you create, and the way in which you use
them, will depend on your requirements. The following is some additional information about why
they might be used and how to create them.

Users and permission sets

Although it's possible to use an IAM user account with long-term credentials to access AWS
services, this is no longer a best practice and should be avoided. Even during development, it is a
best practice to create users and permission sets in AWS IAM Identity Center and use temporary
credentials provided by an identity source.

For development, you can use the user that you created or were given in Configure tool

authentication. If you have appropriate AWS Management Console permissions, you can also

create different permission sets with least privilege for that user or create new users specifically
for development projects, providing permission sets with least privilege. The course of action you
choose, if any, depends on your circumstances.

For more information about these users and permissions sets and how to create them, see
Authentication and access in the AWS SDKs and Tools Reference Guide and Getting started in the
AWS IAM lIdentity Center User Guide.

Service roles

You can set up an AWS service role to access AWS services on behalf of users. This type of access
is appropriate if multiple people will be running your application remotely; for example, on an
Amazon EC2 instance that you have created for this purpose.

The process for creating a service role varies depending on the situation, but is essentially the
following.

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.
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2. Choose Roles, and then choose Create role.

3. Choose AWS service, find and select EC2 (for example), and then choose the EC2 use case (for
example).

4. Choose Next and select the appropriate policies for the AWS services that your application will

use.

/A Warning

Do NOT choose the AdministratorAccess policy because that policy enables read and
write permissions to almost everything in your account.

5. Choose Next. Enter a Role name, Description, and any tags you want.

You can find information about tags in Controlling access using AWS resource tags in the IAM
User Guide.

6. Choose Create role.

You can find high-level information about IAM roles in IAM Identities (users, user groups, and roles)

in the IAM User Guide. Find detailed information about roles in the IAM roles topic.

Using legacy credentials

The topics in this section provide information about using long-term or short-term credentials
without using AWS IAM Identity Center.

/A Warning

To avoid security risks, don't use IAM users for authentication when developing purpose-
built software or working with real data. Instead, use federation with an identity provider
such as AWS IAM Identity Center.

(® Note

The information in these topics is for circumstances where you need to obtain and manage
short-term or long-term credentials manually. For additional information about short-
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term and long-term credentials, see Other ways to authenticate in the AWS SDKs and Tools
Reference Guide.

For best security practices, use AWS IAM Identity Center, as described in Configure tool
authentication.

Important warnings and guidance for credentials

Warnings for credentials
« Do NOT use your account's root credentials to access AWS resources. These credentials provide
unrestricted account access and are difficult to revoke.

» Do NOT put literal access keys or credential information in your commands or scripts. If you do,
you create a risk of accidentally exposing your credentials.

« Be aware that any credentials stored in the shared AWS credentials file, are stored in
plaintext.

Additional guidance for securely managing credentials

For a general discussion of how to securely manage AWS credentials, see AWS security credentials

in the AWS General Reference and Security best practices and use cases in the IAM User Guide. In
addition to those discussions, consider the following:

» Create additional users, such as users in IAM Identity Center, and use their credentials instead
of using your AWS root user credentials. Credentials for other users can be revoked if necessary
or are temporary by nature. In addition, you can apply a policy to each user for access to only
certain resources and actions and thereby take a stance of least-privilege permissions.

e Use IAM roles for tasks for Amazon Elastic Container Service (Amazon ECS) tasks.

« Use IAM roles for applications that are running on Amazon EC2 instances.

Topics

« Using AWS Credentials

« Shared Credentials in AWS Tools for PowerShell
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Using AWS Credentials

Each AWS Tools for PowerShell command must include a set of AWS credentials, which are used
to cryptographically sign the corresponding web service request. You can specify credentials per
command, per session, or for all sessions.

/A Warning

To avoid security risks, don't use IAM users for authentication when developing purpose-
built software or working with real data. Instead, use federation with an identity provider
such as AWS IAM Identity Center.

(® Note

The information in this topic is for circumstances where you need to obtain and manage
short-term or long-term credentials manually. For additional information about short-
term and long-term credentials, see Other ways to authenticate in the AWS SDKs and Tools
Reference Guide.

For best security practices, use AWS IAM Identity Center, as described in Configure tool
authentication.

As a best practice, to avoid exposing your credentials, do not put literal credentials in a command.
Instead, create a profile for each set of credentials that you want to use, and store the profile in
either of two credential stores. Specify the correct profile by name in your command, and the AWS
Tools for PowerShell retrieves the associated credentials. For a general discussion of how to safely
manage AWS credentials, see Best Practices for Managing AWS Access Keys in the Amazon Web
Services General Reference.

® Note

You need an AWS account to get credentials and use the AWS Tools for PowerShell. To
create an AWS account, see Getting started: Are you a first-time AWS user? in the AWS
Account Management Reference Guide.

Topics
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e Credentials Store Locations

Managing Profiles

Specifying Credentials

Credentials Search Order

Credential Handling in AWS Tools for PowerShell Core

Credentials Store Locations

The AWS Tools for PowerShell can use either of two credentials stores:

« The AWS SDK store, which encrypts your credentials and stores them in your home folder.
In Windows, this store is located at: C:\Users\username\AppData\Local\AWSToolkit
\RegisteredAccounts. json.

The AWS SDK for .NET and Toolkit for Visual Studio can also use the AWS SDK store.

» The shared credentials file, which is also located in your home folder, but stores credentials as
plain text.

By default, the credentials file is stored here:
e On Windows: C:\Users\username\.aws\credentials

e On Mac/Linux: ~/.aws/credentials

The AWS SDKs and the AWS Command Line Interface can also use the credentials file. If you're
running a script outside of your AWS user context, be sure that the file that contains your
credentials is copied to a location where all user accounts (local system and user) can access your
credentials.

Managing Profiles

Profiles enable you to reference different sets of credentials with AWS Tools for PowerShell.

You can use AWS Tools for PowerShell cmdlets to manage your profiles in the AWS SDK store.
You can also manage profiles in the AWS SDK store by using the Toolkit for Visual Studio or
programmatically by using the AWS SDK for .NET. For directions about how to manage profiles in
the credentials file, see Best Practices for Managing AWS Access Keys.
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Add a New profile

To add a new profile to the AWS SDK store, run the command Set-AWSCredential. It stores your
access key and secret key in your default credentials file under the profile name you specify.

PS > Set-AWSCredential °
-AccessKey AKIAQ123456787EXAMPLE °
-SecretKey wJlalxXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY °
-StoreAs MyNewProfile

» -AccessKey- The access key ID.
+ -SecretKey- The secret key.

« -StoreAs- The profile name, which must be unique. To specify the default profile, use the name
default.

Update a Profile

The AWS SDK store must be maintained manually. If you later change credentials on the service
—for example, by using the IAM console—running a command with the locally stored credentials
fails with the following error message:

The Access Key Id you provided does not exist in our records.

You can update a profile by repeating the Set-AWSCredential command for the profile, and
passing it the new access and secret keys.

List Profiles

You can check the current list of names with the following command. In this example, a user
named Shirley has access to three profiles that are all stored in the shared credentials file
(~/.aws/credentials).

PS > Get-AWSCredential -ListProfileDetail

ProfileName StoreTypeName ProfilelLocation

default SharedCredentialsFile /Users/shirley/.aws/credentials
production SharedCredentialsFile /Users/shirley/.aws/credentials
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test SharedCredentialsFile /Users/shirley/.aws/credentials

Remove a Profile

To remove a profile that you no longer require, use the following command.

PS > Remove-AWSCredentialProfile -ProfileName an-old-profile-I-do-not-need

The -ProfileName parameter specifies the profile that you want to delete.

The deprecated command Clear-AWSCredential is still available for backward compatibility, but
Remove-AWSCredentialProfile is preferred.

Specifying Credentials

There are several ways to specify credentials. The preferred way is to identify a profile instead of
incorporating literal credentials into your command line. AWS Tools for PowerShell locates the
profile using a search order that is described in Credentials Search Order.

On Windows, AWS credentials stored in the AWS SDK store are encrypted with the logged-in
Windows user identity. They cannot be decrypted by using another account, or used on a device
that's different from the one on which they were originally created. To perform tasks that require
the credentials of another user, such as a user account under which a scheduled task will run, set
up a credential profile, as described in the preceding section, that you can use when you log in to
the computer as that user. Log in as the task-performing user to complete the credential setup
steps, and create a profile that works for that user. Then log out and log in again with your own
credentials to set up the scheduled task.

(® Note

Use the -ProfileName common parameter to specify a profile. This parameter is
equivalent to the -StoredCredentials parameter in earlier AWS Tools for PowerShell
releases. For backward compatibility, -StoredCredentials is still supported.

Default Profile (Recommended)

All AWS SDKs and management tools can find your credentials automatically on your local
computer if the credentials are stored in a profile named default. For example, if you have a
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profile named default on the local computer, you don't have to run either the Initialize-
AwWSDefaultConfiguration cmdlet or the Set-AWSCredential cmdlet. The tools
automatically use the access and secret key data stored in that profile. To use an AWS Region
other than your default Region (the results of Get-DefaultAWSRegion), you can run Set -
DefaultAWSRegion and specify a Region.

If your profile is not named default, but you want to use it as the default profile for the current
session, run Set-AWSCredential to set it as the default profile.

Although running Initialize-AWSDefaultConfiguration lets you specify a default profile
for every PowerShell session, the cmdlet loads credentials from your custom-named profile, but
overwrites the default profile with the named profile.

We recommend that you do not run Initialize-AWSDefaultConfiguration unless you are
running a PowerShell session on an Amazon EC2 instance that was not launched with an instance
profile, and you want to set up the credential profile manually. Note that the credential profile

in this scenario would not contain credentials. The credential profile that results from running
Initialize-AwWSDefaultConfiguration on an EC2 instance doesn't directly store credentials,
but instead points to instance metadata (that provides temporary credentials that automatically
rotate). However, it does store the instance's Region. Another scenario that might require running
Initialize-AWSDefaultConfiguration occurs if you want to run a call against a Region other
than the Region in which the instance is running. Running that command permanently overrides
the Region stored in the instance metadata.

PS > Initialize-AWSDefaultConfiguration -ProfileName MyProfileName -Region us-west-2

® Note

The default credentials are included in the AWS SDK store under the default profile
name. The command overwrites any existing profile with that name.

If your EC2 instance was launched with an instance profile, PowerShell automatically gets the AWS
credentials and Region information from the instance profile. You don't need to run Initialize-
AwWSDefaultConfiguration. Running the Initialize-AWSDefaultConfiguration cmdlet
on an EC2 instance launched with an instance profile isn't necessary, because it uses the same
instance profile data that PowerShell already uses by default.
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Session Profile

Use Set-AwWSCredential to specify a default profile for a particular session. This profile overrides
any default profile for the duration of the session. We recommend this if you want to use a custom-
named profile in your session instead of the current default profile.

PS > Set-AWSCredential -ProfileName MyProfileName

(® Note

In versions of the Tools for Windows PowerShell that are earlier than 1.1, the Set-
AWSCredential cmdlet did not work correctly, and would overwrite the profile specified
by "MyProfileName". We recommend using a more recent version of the Tools for Windows
PowerShell.

Command Profile

On individual commands, you can add the -ProfileName parameter to specify a profile that
applies to only that one command. This profile overrides any default or session profiles, as shown
in the following example.

PS > Get-EC2Instance -ProfileName MyProfileName

(@ Note

When you specify a default or session profile, you can also add a -Region parameter to
override a default or session Region. For more information, see Specify AWS Regions. The

following example specifies a default profile and Region.

PS > Initialize-AWSDefaultConfiguration -ProfileName MyProfileName -Region us-
west-2

By default, the AWS shared credentials file is assumed to be in the user's home folder (C:\Users
\username\.aws on Windows, or ~/. aws on Linux). To specify a credentials file in a different
location, include the -ProfilelLocation parameter and specify the credentials file path. The
following example specifies a non-default credentials file for a specific command.
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PS > Get-EC2Instance -ProfileName MyProfileName -ProfilelLocation C:
\aws_service_credentials\credentials

(® Note

If you are running a PowerShell script during a time that you are not normally signed in

to AWS—for example, you are running a PowerShell script as a scheduled task outside

of your normal work hours—add the -ProfilelLocation parameter when you specify

the profile that you want to use, and set the value to the path of the file that stores your
credentials. To be certain that your AWS Tools for PowerShell script runs with the correct
account credentials, you should add the -Profilelocation parameter whenever your
script runs in a context or process that does not use an AWS account. You can also copy
your credentials file to a location that is accessible to the local system or other account that
your scripts use to perform tasks.

Credentials Search Order

When you run a command, AWS Tools for PowerShell searches for credentials in the following
order. It stops when it finds usable credentials.

1. Literal credentials that are embedded as parameters in the command line.

We strongly recommend using profiles instead of putting literal credentials in your command

lines.

2. A specified profile name or profile location.

If you specify only a profile name, the command looks for the specified profile in the AWS SDK
store and, if that does not exist, the specified profile from the AWS shared credentials file in
the default location.

If you specify only a profile location, the command looks for the default profile from that
credentials file.

If you specify both a name and a location, the command looks for the specified profile in that
credentials file.

If the specified profile or location is not found, the command throws an exception. Search

proceeds to the following steps only if you did not specify a profile or location.

3. Credentials specified by the -Credential parameter.
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4. The session profile, if one exists.

5. The default profile, in the following order:
a. The default profile in the AWS SDK store.
b. The default profile in the AWS shared credentials file.
c. The AWS PS Default profile in the AWS SDK store.

6. If the command is running on an Amazon EC2 instance that is configured to use an IAM role, the
EC2 instance's temporary credentials accessed from the instance profile.

For more information about using IAM roles for Amazon EC2 instances, see the AWS SDK
for .NET.

If this search fails to locate the specified credentials, the command throws an exception.
Credential Handling in AWS Tools for PowerShell Core

Cmdlets in AWS Tools for PowerShell Core accept AWS access and secret keys or the names of
credential profiles when they run, similarly to the AWS Tools for Windows PowerShell. When they
run on Windows, both modules have access to the AWS SDK for .NET credential store file (stored in
the per-user AppData\Local\AWSToolkit\RegisteredAccounts. json file).

This file stores your keys in encrypted format, and cannot be used on a different computer. It is
the first file that the AWS Tools for PowerShell searches for a credential profile, and is also the file
where the AWS Tools for PowerShell stores credential profiles. For more information about the
AWS SDK for .NET credential store file, see Configuring AWS Credentials. The Tools for Windows
PowerShell module does not currently support writing credentials to other files or locations.

Both modules can read profiles from the AWS shared credentials file that is used by other AWS
SDKs and the AWS CLI. On Windows, the default location for this file is C:\Users\<userid>
\.aws\credentials. On non-Windows platforms, this file is stored at ~/.aws/credentials.
The -ProfilelLocation parameter can be used to point to a non-default file name or file
location.

The SDK credential store holds your credentials in encrypted form by using Windows cryptographic
APIs. These APIs are not available on other platforms, so the AWS Tools for PowerShell Core
module uses the AWS shared credentials file exclusively, and supports writing new credential
profiles to the shared credential file.
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The following example scripts that use the Set-AWSCredential cmdlet show the
options for handling credential profiles on Windows with either the AWSPowerShell or
AWSPowerShell.NetCore modules.

# Writes a new (or updates existing) profile with name "myProfileName"
# in the encrypted SDK store file

Set-AWSCredential -AccessKey akey -SecretKey skey -StoreAs myProfileName

# Checks the encrypted SDK credential store for the profile and then
# falls back to the shared credentials file in the default location

Set-AWSCredential -ProfileName myProfileName
# Bypasses the encrypted SDK credential store and attempts to load the
# profile from the ini-format credentials file "mycredentials" in the

# folder C:\MyCustomPath

Set-AWSCredential -ProfileName myProfileName -ProfilelLocation C:\MyCustomPath
\mycredentials

The following examples show the behavior of the AWSPowerShell.NetCore module on the Linux or
macOS operating systems.

# Writes a new (or updates existing) profile with name "myProfileName"
# in the default shared credentials file ~/.aws/credentials

Set-AWSCredential -AccessKey akey -SecretKey skey -StoreAs myProfileName

# Writes a new (or updates existing) profile with name "myProfileName"
# into an ini-format credentials file "~/mycustompath/mycredentials"

Set-AWSCredential -AccessKey akey -SecretKey skey -StoreAs myProfileName -
ProfilelLocation ~/mycustompath/mycredentials

# Reads the default shared credential file looking for the profile "myProfileName"
Set-AWSCredential -ProfileName myProfileName

# Reads the specified credential file looking for the profile "myProfileName"
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Set-AWSCredential -ProfileName myProfileName -ProfilelLocation ~/mycustompath/
mycredentials

Shared Credentials in AWS Tools for PowerShell

The Tools for Windows PowerShell support the use of the AWS shared credentials file, similarly
to the AWS CLI and other AWS SDKs. The Tools for Windows PowerShell now support reading
and writing of basic, session, and assume role credential profiles to both the .NET
credentials file and the AWS shared credential file. This functionality is enabled by a new
Amazon.Runtime.CredentialManagement namespace.

/A Warning

To avoid security risks, don't use IAM users for authentication when developing purpose-
built software or working with real data. Instead, use federation with an identity provider
such as AWS IAM Identity Center.

® Note

The information in this topic is for circumstances where you need to obtain and manage
short-term or long-term credentials manually. For additional information about short-
term and long-term credentials, see Other ways to authenticate in the AWS SDKs and Tools
Reference Guide.

For best security practices, use AWS IAM Identity Center, as described in Configure tool
authentication.

The new profile types and access to the AWS shared credential file are supported by the
following parameters that have been added to the credentials-related cmdlets, Initialize-
AWSDefaultConfiguration, New-AWSCredential, and Set-AWSCredential. In service cmdlets, you
can refer to your profiles by adding the common parameter, -ProfileName.

Using an IAM Role with AWS Tools for PowerShell

The AWS shared credential file enables additional types of access. For example, you can access your
AWS resources by using an IAM role instead of the long term credentials of an IAM user. To do this,
you must have a standard profile that has permissions to assume the role. When you tell the AWS
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Tools for PowerShell to use a profile that specified a role, the AWS Tools for PowerShell looks up
the profile identified by the SourceProfile parameter. Those credentials are used to request

temporary credentials for the role specified by the RoleArn parameter. You can optionally require
the use of an multi-factor authentication (MFA) device or an ExternalId code when the role is

assumed by a third party.

Parameter Name

Externalld

MfaSerial

RoleArn

SourceProfile

Description

The user-defined external ID to be used when
assuming a role, if required by the role. This
is typically only required when you delegate
access to your account to a third party. The
third party must include the Externalld as

a parameter when assuming the assigned
role. For more information, see How to Use
an External ID When Granting Access to Your
AWS Resources to a Third Party in the IAM
User Guide.

The MFA serial number to be used when
assuming a role, if required by the role. For
more information, see Using Multi-Factor
Authentication (MFA) in AWS in the IAM User
Guide.

The ARN of the role to assume for assume
role credentials. For more information about
creating and using roles, see IAM Roles in the
IAM User Guide.

The name of the source profile to be used
by assume role credentials. The credentials
found in this profile are used to assume the
role specified by the RoleArn parameter.

Shared Credentials

81


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

AWS Tools for PowerShell User Guide

Setup of profiles for assuming a role

The following is an example showing how to set up a source profile that enables directly assuming
an IAM role.

The first command creates a source profile that is referenced by the role profile. The second
command creates the role profile that which role to assume. The third command shows the
credentials for the role profile.

PS > Set-AWSCredential -StoxeAs my_source_profile -AccessKey access_key_id -
SecretKey secret_key

PS > Set-AWSCredential -StoreAs my_role_profile -SourceProfile my_source_profile -
RoleAxrn arn:aws:iam::123456789012:role/role-i-want-to-assume

PS > Get-AWSCredential -ProfileName my_role_profile

SourceCredentials RoleArn
RoleSessionName Options

Amazon.Runtime.BasicAWSCredentials arn:aws:iam::123456789012:role/
role-i-want-to-assume aws-dotnet-sdk-session-636238288466144357
Amazon.Runtime.AssumeRoleAWSCredentialsOptions

To use this role profile with the Tools for Windows PowerShell service cmdlets, add the -
ProfileName common parameter to the command to reference the role profile. The following
example uses the role profile defined in the previous example to access the Get-S3Bucket cmdlet.
AWS Tools for PowerShell looks up the credentials in my_source_profile, uses those credentials
to call AssumeRole on behalf of the user, and then uses those temporary role credentials to call
Get-S3Bucket.

PS > Get-S3Bucket -ProfileName my_role_profile

CreationDate BucketName

2/27/2017 8:57:53 AM 4ba3578c-f88f-4d8b-b95f-92a8858dac58-bucketl
2/27/2017 10:44:37 AM 2091a504-66a9-4d69-8981-aaef812a0@2c3-bucket2

Using the Credential Profile Types

To set a credential profile type, understand which parameters provide the information required by
the profile type.
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Credentials Type
Basic

These are the long term credentials for an IAM
user

Session:

These are the short term credentials for an
IAM role that you retrieve manually, such as by
directly calling the Use-STSRole cmdlet.

Role:

These are are short term credentials for
an IAM role that AWS Tools for PowerShell
retrieve for you.

Parameters you must use
-AccessKey

-SecretKey

-AccessKey
-SecretKey

-SessionToken

-SourceProfile
-RoleArn
optional: -Externalld

optional: -MfaSerial

The ProfilesLocation Common Parameter

You can use -ProfilelLocation to write to the shared credential file as well as instruct a cmdlet
to read from the credential file. Adding the -ProfilelLocation parameter controls whether Tools
for Windows PowerShell uses the shared credential file or the .NET credential file. The following
table describes how the parameter works in Tools for Windows PowerShell.

Profile Location Value

null (not set) or empty

The path to a file in the AWS shared credentia
[ file format

Profile Resolution Behavior

First, search the .NET credential file for a
profile with the specified name. If the profile
isn't found, search the AWS shared credentials
file at (user's home directory) \.aws
\credentials .

Search only the specified file for a profile with
the given name.
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Save Credentials to a Credentials File

To write and save credentials to one of the two credential files, run the Set-AWSCredential
cmdlet. The following example shows how to do this. The first command uses Set -
AWSCredential with -Profilelocation to add access and secret keys to a profile specified
by the -ProfileName parameter. In the second line, run the Get-Content cmdlet to display the
contents of the credentials file.

PS > Set-AWSCredential -ProfilelLocation C:\Users\auser\.aws\credentials -ProfileName
basic_profile -AccessKey access_key2 -SecretKey secret_key2
PS > Get-Content C:\Users\auser\.aws\credentials

aws_access_key_id=access_key2
aws_secret_access_key=secret_key2

Displaying Your Credential Profiles

Run the Get-AWSCredential cmdlet and add the -ListProfileDetail parameter to return
credential file types and locations, and a list of profile names.

PS > Get-AWSCredential -ListProfileDetail

ProfileName StoreTypeName ProfilelLocation

source_profile NetSDKCredentialsFile

assume_role_profile NetSDKCredentialsFile

basic_profile SharedCredentialsFile C:\Users\auser\.aws\credentials

Removing Credential Profiles

To remove credential profiles, run the new Remove-AWSCredentialProfile cmdlet. Clear-
AWSCredential is deprecated, but still available for backward compatibility.

Important Notes

Only Initialize-AWSDefaultConfiguration, New-AWSCredential, and Set-AWSCredential
support the parameters for role profiles. You cannot specify the role parameters directly on a

command such as Get-S3Bucket -SourceProfile source_profile_name -RoleArn
arn:aws:iam: :999999999999:role/role_name. That does not work because service cmdlets
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do not directly support the SourceProfile or RoleArn parameters. Instead, you must store
those parameters in a profile, then call the command with the -ProfileName parameter.
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Features of the AWS Tools for Windows PowerShell

Some topics in this section provide information about features of the Tools for Windows
PowerShell that you might need to consider when creating your projects and scripts. Other topics
in this section provide information about advanced ways that you can configure the tools, your
environment, and your projects. Be sure you have installed and set up the tools first.

For information about developing software for specific AWS services along with code examples, see
Work with AWS services. For additional code examples, see Tools for PowerShell code examples.

Topics

» Observability

Observability

(® Note

This is prerelease documentation for a service in preview release. It is subject to change.

Observability is the extent to which a system's current state can be inferred from the data it emits.
The data emitted is commonly referred to as telemetry. For additional information about telemetry
when using AWS services, see Observability in the AWS SDK for .NET Developer Guide.

The following code shows an example of how observability can be enabled in the AWS Tools for
PowerShell.

<#
This is an example of generating telemetry for AWS Tools for PowerShell.
Each cmdlet that interacts with an Amazon Web Service creates a trace containing
spans
for underlying processes and AWS SDK for .NET operations.
This example is written using PowerShell 7 and .NET 8.
It requires the installation of the .NET CLI tool.
Note that implementation varies by the exporter/endpoint, which is not specified in
this example.
For more information, see https://opentelemetry.io/docs/languages/net/exporters/.
#>
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# Set this value to a common folder path on your computer for local development of code
repositories.
$devProjectsPath = [System.IO.Path]::Join('C:', 'Dev', 'Repos')

# If these values are changed, update the hardcoded method invocation toward the end of
this script.

# Values must follow constraints for namespaces and classes.

$telemetryProjectName = 'ExampleAWSPowerShellTelemetryImplementation'

$serviceName = 'ExamplePowerShellService'

# This example supposes that the OTLP exporter requires these two properties,
# but some exporters require different properties or no properties.
$telemetryEndPoint = 'https://example-endpoint-provider.io'

$telemetryHeaders = 'x-example-header=abc123'

$dllsPath = [System.IO.Path]::Join($devProjectsPath, $telemetryProjectName, 'bin',
'Release’', 'net8.0', 'publish')

$telemetryProjectPath = [System.IO0.Path]::Join($devProjectsPath, $telemetryProjectName)

# This script is designed to recreate the example telemetry project each time it's
executed.

Remove-Item -Path $telemetryProjectPath -Recurse -Force -ErrorAction 'SilentlyContinue’

$null = New-Item -Path $devProjectsPath -Name $telemetryProjectName -ItemType
'Directory’

<#
Create and build a C#-based .NET 8 project that implements
OpenTelemetry Instrumentation for the AWS Tools for PowerShell.
#>

Set-Location -Path $telemetryProjectPath
dotnet new classlib

# Other exporters are available.

# For more information, see https://opentelemetry.io/docs/languages/net/exporters/.
dotnet add package OpenTelemetry.Exporter.OpenTelemetryProtocol

dotnet add package OpenTelemetry.Instrumentation.AWS --prerelease

$classContent = @"

using OpenTelemetry;

using OpenTelemetry.Resources;
using OpenTelemetry.Trace;
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namespace Example.Telemetry;

public class AWSToolsForPowerShellTelemetry

{
public static void InitializeAWSInstrumentation()
{
Sdk.CreateTracerProviderBuilder()
.ConfigureResource(e => e.AddService("$ServiceName"))
.AddAWSInstrumentation()
// Exporters vary so options might need to be changed or omitted.
.AddOtlpExporter(options =>
{
options.Endpoint = new Uri("$telemetryEndPoint");
options.Headers = "$telemetryHeaders";
)
.Build();
}
}
"@

$csFilePath = [System.IO0.Path]::Join($telemetryProjectPath, ($serviceName + '.cs'))
Set-Content -Path $csFilePath -Value $classContent

dotnet build
dotnet publish -c Release

<
Add additional modules here for any other cmdlets that you require.
Beyond this point, additional AWS Tools for PowerShell modules will fail to import
due to conflicts with the AWS SDK for .NET assemblies that are added next.

#>

Import-Module -Name 'AWS.Tools.Common'
Import-Module -Name 'AWS.Tools.DynamoDBv2'

# Load assemblies for the telemetry project, excluding the AWS SDK for .NET assemblies
# that were already loaded by importing AWS Tools for PowerShell modules.
$d1ls = (Get-ChildItem $dllsPath -Filter *.dll -Recurse ).FullName
$AWSSDKAssembliesAlreadylLoaded =
[Threading.Thread]: :GetDomain().GetAssemblies().Location | Where-Object {$_ -like
'"*AWSSDK*' } | Split-Path -Leaf
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$d11ls.Where{$AWSSDKAssembliesAlreadylLoaded -notcontains ($_ | Split-Path -
Leaf)}.ForEach{Add-Type -Path $_}

# Invoke the method defined earlier in this script.
[Example.Telemetry.AWSToolsForPowerShellTelemetry]::InitializeAWSInstrumentation()

<#
Now telemetry will be exported for AWS Tools for PowerShell cmdlets
that are invoked directly or indirectly.
Execute this cmdlet or execute your own PowerShell script.

#>

Get-DDBTable -TableName 'DotNetTests-HashTable' -Region 'us-east-1'
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Work with AWS services in the AWS Tools for PowerShell

This section provides examples of using the AWS Tools for PowerShell to access AWS services.
These examples help demonstrate how to use the cmdlets to perform actual AWS tasks. These
examples rely on cmdlets that the Tools for PowerShell provides. To see what cmdlets are
available, see the AWS Tools for PowerShell Cmdlet Reference.

PowerShell File Concatenation Encoding

Some cmdlets in the AWS Tools for PowerShell edit existing files or records that you have in AWS.
An example is Edit-R53ResourceRecordSet, which calls the ChangeResourceRecordSets API for
Amazon Route 53.

When you edit or concatenate files in PowerShell 5.1 or older releases, PowerShell encodes the
output in UTF-16, not UTF-8. This can add unwanted characters and create results that are not
valid. A hexadecimal editor can reveal the unwanted characters.

To avoid converting file output to UTF-16, you can pipe your command into PowerShell's Out -
File cmdlet and specify UTF-8 encoding, as shown in the following example:

PS > *some file concatenation command* | Out-File filename.txt -Encoding utf8

If you are running AWS CLI commands from within the PowerShell console, the same behavior
applies. You can pipe the output of an AWS CLI command into Out-File in the PowerShell
console. Other cmdlets, such as Export-Csv or Export-Clixml, also have an Encoding
parameter. For a complete list of cmdlets that have an Encoding parameter, and that allow you to
correct the encoding of the output of a concatenated file, run the following command:

PS > Get-Command -ParameterName "Encoding"

(® Note

PowerShell 6.0 and newer, including PowerShell Core, automatically retains UTF-8
encoding for concatenated file output.
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Returned Objects for the PowerShell Tools

To make AWS Tools for PowerShell more useful in a native PowerShell environment, the object
returned by a AWS Tools for PowerShell cmdlet is a .NET object, not the JSON text object that

is typically returned from the corresponding API in the AWS SDK. For example, Get-S3Bucket
emits a Buckets collection, not an Amazon S3 JSON response object. The Buckets collection

can be placed in the PowerShell pipeline and interacted with in appropriate ways. Similarly, Get -
EC2Instance emits a Reservation .NET object collection, not a DescribeEC2Instances JSON
result object. This behavior is by design and enables the AWS Tools for PowerShell experience to be
more consistent with idiomatic PowerShell.

The actual service responses are available for you if you need them. They are stored as note
properties on the returned objects. For API actions that support paging by using NextToken fields,
these are also attached as note properties.

Amazon EC2

This section walks through the steps required to launch an Amazon EC2 instance including how to:

Retrieve a list of Amazon Machine Images (AMls).

Create a key pair for SSH authentication.

Create and configure an Amazon EC2 security group.

Launch the instance and retrieve information about it.

Amazon S3

The section walks through the steps required to create a static website hosted in Amazon S3. It
demonstrates how to:

Create and delete Amazon S3 buckets.

Upload files to an Amazon S3 bucket as objects.

Delete objects from an Amazon S3 bucket.

Designate an Amazon S3 bucket as a website.

Returned Objects for the PowerShell Tools 91



AWS Tools for PowerShell User Guide

AWS Lambda and AWS Tools for PowerShell

This section provides a brief overview of the AWS Lambda Tools for PowerShell module and
describes the required steps for setting up the module.

Amazon SNS and Amazon SQS

This section walks through the steps required to subscribe an Amazon SQS queue to an Amazon
SNS topic. It demonstrates how to:

« Create an Amazon SNS topic.

« Create an Amazon SQS queue.

o Subscribe the queue to the topic.

« Send a message to the topic.

» Receive the message from the queue.

CloudWatch

This section provides an example of how to publish custom data to CloudWatch.

e Publish a Custom Metric to Your CloudWatch Dashboard.

See Also

o Get started with the AWS Tools for Windows PowerShell

Topics

Amazon S3 and Tools for Windows PowerShell

Amazon EC2 and Tools for Windows PowerShell

AWS Lambda and AWS Tools for PowerShell

Amazon SQS, Amazon SNS and Tools for Windows PowerShell

CloudWatch from the AWS Tools for Windows PowerShell
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» Using the ClientConfig parameter in cmdlets

Amazon S3 and Tools for Windows PowerShell

In this section, we create a static website using the AWS Tools for Windows PowerShell using
Amazon S3 and CloudFront. In the process, we demonstrate a number of common tasks with these
services. This walkthrough is modeled after the Getting Started Guide for Host a Static Website,
which describes a similar process using the AWS Management Console.

The commands shown here assume that you have set default credentials and a default region for
your PowerShell session. Therefore, credentials and regions are not included in the invocation of
the cmdlets.

(® Note

There is currently no Amazon S3 API for renaming a bucket or object, and therefore,

no single Tools for Windows PowerShell cmdlet for performing this task. To rename an
object in S3, we recommend that you copy the object to one with a new name, by running
the Copy-S30bject cmdlet, and then delete the original object by running the Remove-

S30bject cmdlet.

See also

o Work with AWS services in the AWS Tools for PowerShell

» Hosting a Static Website on Amazon S3

+« Amazon S3 Console

Topics

» Create an Amazon S3 Bucket, Verify Its Region, and Optionally Remove It

Configure an Amazon S3 Bucket as a Website and Enable Logging

Upload Objects to an Amazon S3 Bucket

Delete Amazon S3 Objects and Buckets

Upload In-Line Text Content to Amazon S3

Amazon S3 and Tools for Windows PowerShell 93


https://aws.amazon.com/getting-started/projects/host-static-website/
https://console.aws.amazon.com/s3/home
https://docs.aws.amazon.com/powershell/latest/reference/items/Copy-S3Object.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-S3Object.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-S3Object.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
https://console.aws.amazon.com/s3/home

AWS Tools for PowerShell User Guide

Create an Amazon S3 Bucket, Verify Its Region, and Optionally Remove
It

Use the New-S3Bucket cmdlet to create a new Amazon S3 bucket. The following examples creates
a bucket named website-example. The name of the bucket must be unique across all regions.
The example creates the bucket in the us-west-1 region.

PS > New-S3Bucket -BucketName website-example -Region us-west-2
CreationDate BucketName

8/16/19 8:45:38 PM website-example

You can verify the region in which the bucket is located using the Get-S3BucketLocation
cmdlet.

PS > Get-S3BucketLocation -BucketName website-example

us-west-2

When you're done with this tutorial, you can use the following line to remove this bucket. We
suggest that you leave this bucket in place as we use it in subsequent examples.

PS > Remove-S3Bucket -BucketName website-example

Note that the bucket removal process can take some time to finish. If you try to re-create a same-
named bucket immediately, the New-S3Bucket cmdlet can fail until the old one is completely
gone.

See Also

« Work with AWS services in the AWS Tools for PowerShell

e Put Bucket (Amazon S3 Service Reference)

« AWS PowerShell Regions for Amazon S3
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Configure an Amazon S3 Bucket as a Website and Enable Logging

Use the Write-S3BucketWebsite cmdlet to configure an Amazon S3 bucket as a static website.
The following example specifies a name of index.html for the default content web page and a
name of error.html for the default error web page. Note that this cmdlet does not create those
pages. They need to be uploaded as Amazon S3 objects.

PS > Write-S3BucketWebsite -BucketName website-example -
WebsiteConfiguration_IndexDocumentSuffix index.html -WebsiteConfiguration_ErrorDocument
error.html

RequestId : A1813E27995FFDDD
AmazonId2 : T7h1D0elLqA5Q2XfTe8j2q3SLoP3/5XwhUU3RyIBGHU/LnC+CIWLeGgPOMY24xA1T
ResponseStream :
Headers : {x-amz-id-2, x-amz-request-id, Content-Length, Date...}
Metadata : {3
ResponseXml
See Also

o Work with AWS services in the AWS Tools for PowerShell

e Put Bucket Website (Amazon S3 API Reference)

o Put Bucket ACL (Amazon S3 API Reference)

Upload Objects to an Amazon S3 Bucket

Use the Write-S30bject cmdlet to upload files from your local file system to an Amazon S3
bucket as objects. The example below creates and uploads two simple HTML files to an Amazon
S3 bucket, and verifies the existence of the uploaded objects. The -File parameter to Write-
S30bject specifies the name of the file in the local file system. The -Key parameter specifies the
name that the corresponding object will have in Amazon S3.

Amazon infers the content-type of the objects from the file extensions, in this case, ".html".

PS > # Create the two files using here-strings and the Set-Content cmdlet
PS > $index_html = @"

>> <html>
>> <body>
>> <p>
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>>
>>
>>
>>
>>
>>
PS
PS

>>
>>
>>
>>
>>
>>
>>
>>

>>

Hello, World!
</p>
</body>
</html>
"@

> $index_html | Set-Content index.html
> $erroxr_html = @"
<html>
<body>
<p>
This is an errxor page.
</p>
</body>
</html>
"e

>>$error_html | Set-Content error.html

>># Upload the files to Amazon S3 using a foreach loop

>>foreach ($f in "index.html", "error.html") {

>> Write-S30bject -BucketName website-example -File $f -Key $f -CannedACLName public-
read

>>
>>
PS

}

> # Verify that the files were uploaded

PS > Get-S3BucketWebsite -BucketName website-example
IndexDocumentSuffix ErrorDocument
index.html error.html

Canned ACL Options

The values for specifying canned ACLs with the Tools for Windows PowerShell are the same as
those used by the AWS SDK for .NET. Note, however, that these are different from the values used
by the Amazon S3Put Object action. The Tools for Windows PowerShell support the following
canned ACLs:

NoACL
private
public-read

public-read-write

Upload Objects to an Amazon S3 Bucket
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» aws-exec-read
 authenticated-read

» bucket-owner-read

» bucket-owner-full-control

 log-delivery-write

For more information about these canned ACL settings, see Access Control List Overview.

Note Regarding Multipart Upload

If you use the Amazon S3 API to upload a file that is larger than 5 GB in size, you need to use
multipart upload. However, the Write-S30bject cmdlet provided by the Tools for Windows
PowerShell can transparently handle file uploads that are greater than 5 GB.

Test the Website

At this point, you can test the website by navigating to it using a browser. URLs for static websites
hosted in Amazon S3 follow a standard format.

http://<bucket-name>.s3-website-<region>.amazonaws.com
For example:

http://website-example.s3-website-us-west-1.amazonaws.com

See Also

« Work with AWS services in the AWS Tools for PowerShell
o Put Object (Amazon S3 API Reference)
e Canned ACLs (Amazon S3 API Reference)

Delete Amazon S3 Objects and Buckets

This section describes how to delete the website that you created in preceding sections. You can
simply delete the objects for the HTML files, and then delete the Amazon S3 bucket for the site.

First, run the Remove-S30bject cmdlet to delete the objects for the HTML files from the Amazon
S3 bucket.
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PS > foreach ( $obj in "index.html", "error.html" ) {

>> Remove-S30bject -BucketName website-example -Key $obj
>> }

>>

IsDeleteMarker

The False response is an expected artifact of the way that Amazon S3 processes the request. In
this context, it does not indicate an issue.

Now you can run the Remove-S3Bucket cmdlet to delete the now-empty Amazon S3 bucket for
the site.

PS > Remove-S3Bucket -BucketName website-example

RequestId : E48QED92A2EC703D

AmazonId2 : k6tgaqClnMkoeYwbuJXUx1/UDa49BJd6dfLNOLsImWYNPHjbc8/Nyvm6AGbWcc2P
ResponseStream :

Headers : {x-amz-id-2, x-amz-request-id, Date, Server}

Metadata : {3

ResponseXml

In 1.1 and newer versions of the AWS Tools for PowerShell, you can add the -
DeleteBucketContent parameter to Remove-S3Bucket, which first deletes all objects and
object versions in the specified bucket before trying to remove the bucket itself. Depending on the
number of objects or object versions in the bucket, this operation can take a substantial amount of
time. In versions of the Tools for Windows PowerShell older than 1.1, the bucket had to be empty
before Remove-S3Bucket could delete it.

® Note

Unless you add the -Force parameter, AWS Tools for PowerShell prompts you for
confirmation before the cmdlet runs.

See Also

o Work with AWS services in the AWS Tools for PowerShell
o Delete Object (Amazon S3 API Reference)
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o DeleteBucket (Amazon S3 API Reference)

Upload In-Line Text Content to Amazon S3

The Write-S30bject cmdlet supports the ability to upload in-line text content to Amazon S3.
Using the -Content parameter (alias -Text), you can specify text-based content that should be
uploaded to Amazon S3 without needing to place it into a file first. The parameter accepts simple
one-line strings as well as here strings that contain multiple lines.

PS > # Specifying content in-line, single line text:
PS > write-s3object amzn-s3-demo-bucket -key myobject.txt -content "file content"

PS > # Specifying content in-line, multi-line text: (note final newline needed to end
in-line here-string)

PS > write-s3object amzn-s3-demo-bucket -key myobject.txt -content @"

>> line 1

>> line 2

>> line 3

>> "@

>>

PS > # Specifying content from a variable: (note final newline needed to end in-line
here-string)

PS > $x = @"

>> line
>> line

W N =

>> line
>> Il@

>>

PS > write-s3object amzn-s3-demo-bucket -key myobject.txt -content $x

Amazon EC2 and Tools for Windows PowerShell

You can perform common tasks related to Amazon EC2 using the AWS Tools for PowerShell.

The example commands shown here assume that you have set default credentials and a default
region for your PowerShell session. Therefore, we don't include credentials or region when we
invoke the cndlets. For more information, see Get started with the AWS Tools for Windows
PowerShell.

Topics
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» Creating a Key Pair

o Create a Security Group Using Windows PowerShell

« Find an Amazon Machine Image Using Windows PowerShell

o Launch an Amazon EC2 Instance Using Windows PowerShell

Creating a Key Pair

The following New-EC2KeyPair example creates a key pair and stores in the PowerShell variable
$myPSKeyPair

PS > $myPSKeyPair = New-EC2KeyPair -KeyName myPSKeyPair
Pipe the key pair object into the Get-Member cmdlet to see the object's structure.

PS > $myPSKeyPair | Get-Member

TypeName: Amazon.EC2.Model.KeyPair

Name MemberType Definition

Equals Method bool Equals(System.Object obj)
GetHashCode Method int GetHashCode()

GetType Method type GetType()

ToString Method string ToString()

KeyFingerprint Property System.String KeyFingerprint {get;set;}
KeyMaterial Property System.String KeyMaterial {get;set;}
KeyName Property System.String KeyName {get;set;}

Pipe the key pair object into the Format-List cmdlet to view values of the KeyName,
KeyFingerprint, and KeyMaterial members. (The output has been truncated for readability.)

PS > $myPSKeyPair | Format-List KeyName, KeyFingerprint, KeyMaterial

KeyName : myPSKeyPair
KeyFingerprint : 09:06:70:8e:26:b6:e7:ef:8f:fe:4a:1d:bc:9c:6a:63:11:ac:ad:3c
KeyMaterial : ----BEGIN RSA PRIVATE KEY----

MITIEogIBAAKCAQEAKK+ANYUS9c7niNjYfaCn6KYj/D@I6djnFoQE. ..
Mz6btoxPcE7EMeH1wySUp8nouAS9xb1917+VkD74bN9KmNcPa/Mu. . .
Zyn4vVe@Q5il /MpkrRogHqOBOrigeTeV5Yc31vO@RFFPu@Kz4kem. . .
w3Jg8dKsWn@plOpX7V3sRCO2KgIIbejQUVvBFGi50QK9bm4tXBIeC. . .
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daxKIAQMtDUdmBDrhR1/YMv8itFe5DilLbq7Ga+FDcS85NstBa3h. ..
iuskGkcvgWkcFQkLmRHRoDpPb+0dFsZtjHZDpMVFmA9tT8EdbkKEF. . .
3SrNeqZPsxJJIx00db3CxLIpg75JUS5kyWnb@+sDNVHoJiZCULCzO. ..
GG1LfEgB95KjGIk7zEv2Q7K6s+DHclrDeMZWa7KFNRZuCuX7jssC. ..
x098abxMr303TNU6p1ZYRIEQQ0IrOW+kc+/8SWbS8NIwfLtwhmIEy. ..
1BX9X8WFX/A8VLHrTlelrKmLkNECgYEAwltkV1p0OJAFhz9p7ZFEv. ..
vvVsPaFQEv9bk9pghx269PB50x2KokwCagDMMaYvasWobuLmNu/1. . .
ImwRx7KTeQ7W1330LgxHA1QNMkip9c4Th3q9vVc3t/fPf8vwfI8C. ..
63g6N61k2FKHZX1E62Bgbewld3eZ0S05Ip4VUdvtGeuc8/qa+e5C. . .
KXgyt9nl64pMv+VaXfXkZhdLAdYOKhcOTGBI9++VMSG5TrD15YJIId. ..
gYALEI7m1jIKpHWAEs@hiemw5VmKyIZpzGstSIsFStERIAJiETDH. ..
YAtnI4J8dRyP9I7BOVON3wNfIjk859il/00c+j8S65giLAfndWGR. ..
9ROwIkm5BMUcSRRcDy@yuwkKBgEbkONnGGSD@ah4HkvrUkepIbUDTD. . .
AnEBM1cXI5UT7BfKInpUihZi59QhgdK/hkOSmWhl1ZGWikJ5VizBf. ..
drkBr/vTKVRMTi31VFB7KkIV1xJIxC5E/BZ+YdZEpWoCZAoGAC/Cd. ..
TT1d5N60pg0XAcQIwzqoGa9ZMwc5Q9f4bfRc67emkw@ZAAWSSVIWR. . .
x302duuy7/smTwWwskEWRK5IrUxoMv/VVYaqgdzcOajwieNrblr7c. ..

The KeyMaterial member stores the private key for the key pair. The public key is stored in AWS.

You can't retrieve the public key from AWS, but you can verify the public key by comparing the

KeyFingerprint for the private key to that returned from AWS for the public key.

Viewing the Fingerprint of Your Key Pair

You can use the Get-EC2KeyPair cmdlet to view the fingerprint for your key pair.

PS > Get-EC2KeyPair -KeyName myPSKeyPair | format-list KeyName, KeyFingerprint

KeyName

KeyFingerprint :

: myPSKeyPair
09:06:70:8e:26:b6:e7:ef:8f:fe:4a:1d:bc:9c:6a:63:11:ac:ad:3c

Storing Your Private Key

To store the private key to a file, pipe the KeyFingerMaterial member to the Out-File cmdlet.

PS > $myPSKeyPair.KeyMaterial | Out-File -Encoding ascii myPSKeyPair.pem

You must specify -Encoding ascii when writing the private key to a file. Otherwise, tools such

as openssl might not be able to read the file correctly. You can verify that the format of the

resulting file is correct by using a command such as the following:

Create a Key Pair
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PS > openssl rsa -check < myPSKeyPair.pem

(The openssl1 tool is not included with the AWS Tools for PowerShell or the AWS SDK for .NET.)
Removing Your Key Pair

You need your key pair to launch and connect to an instance. When you are done using a key pair,
you can remove it. To remove the public key from AWS, use the Remove-EC2KeyPair cmdlet.
When prompted, press Enter to remove the key pair.

PS > Remove-EC2KeyPair -KeyName myPSKeyPair

Confirm
Performing the operation "Remove-EC2KeyPair (DeleteKeyPair)" on target "myPSKeyPair".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is "Y"):

The variable, $myPSKeyPair, still exists in the current PowerShell session and still contains the
key pair information. The myPSKeyPair. pem file also exists. However, the private key is no longer
valid because the public key for the key pair is no longer stored in AWS.

Create a Security Group Using Windows PowerShell

You can use the AWS Tools for PowerShell to create and configure a security group. The response is
the ID of the security group.

If you need to connect to your instance, you must configure the security group to allow SSH traffic
(Linux) or RDP traffic (Windows).
Topics

« Prerequisites
» Creating a Security Group for EC2-VPC

Prerequisites

You need the public IP address of your computer, in CIDR notation. You can get the public IP
address of your local computer using a service. For example, Amazon provides the following
service: http://checkip.amazonaws.com/ or https://checkip.amazonaws.com/. To locate another

service that provides your IP address, use the search phrase "what is my IP address". If you are
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connecting through an ISP or from behind your firewall without a static IP address, you need to
find the range of IP addresses that can be used by your client computers.

/A Warning

If you specify @.0.0.0/0, you are enabling traffic from any IP addresses in the world.
For the SSH and RDP protocols, you might consider this acceptable for a short time in a
test environment, but it's unsafe for production environments. In production, be sure to
authorize access only from the appropriate individual IP address or range of addresses.

Creating a Security Group for EC2-VPC

/A Warning

EC2-Classic was retired on August 15, 2022. We recommend that you migrate from EC2-
Classic to a VPC. For more information, see the blog post EC2-Classic Networking is Retiring
— Here's How to Prepare.

The following New-EC2SecurityGroup example adds the -VpcId parameter to create a security
group for the specified VPC.

PS > $groupid = New-EC2SecurityGroup °
-VpcId "vpc-da0013b3" °
-GroupName "myPSSecurityGroup" °
-GroupDescription "EC2-VPC from PowerShell"

To view the initial configuration of the security group, use the Get-EC2SecurityGroup cmdlet.
By default, the security group for a VPC contains a rule that allows all outbound traffic. Notice that
you can't reference a security group for EC2-VPC by name.

PS > Get-EC2SecurityGroup -GroupId sg-5d293231

OwnerId : 123456789012

GroupName : myPSSecurityGroup
GroupId : sg-5d293231

Description : EC2-VPC from PowerShell
IpPermissions : {3
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IpPermissionsEgress : {Amazon.EC2.Model.IpPermission}
VpcId : vpc-da0013b3
Tags : {1

To define the permissions for inbound traffic on TCP port 22 (SSH) and TCP port 3389, use the
New-0bject cmdlet. The following example script defines permissions for TCP ports 22 and 3389
from a single IP address, 203.0.113.25/32.

$ipl = new-object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPoxrt = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPoxt = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")
Grant-EC2SecurityGroupIngress -GroupId $groupid -IpPermissions @( $ipl, $ip2 )

To verify the security group has been updated, use the Get-EC2SecurityGroup cmdlet again.

PS > Get-EC2SecurityGroup -GroupIds sg-5d293231

OwnerId : 123456789012

GroupName : myPSSecurityGroup

GroupId : sg-5d293231

Description : EC2-VPC from PowerShell
IpPermissions : {Amazon.EC2.Model.IpPermission}
IpPermissionsEgress : {Amazon.EC2.Model.IpPermission}
VpcId : vpc-da0013b3

Tags : {1

To view the inbound rules, you can retrieve the IpPermissions property from the collection
object returned by the previous command.

PS > (Get-EC2SecurityGroup -GroupIds sg-5d293231).IpPermissions

IpProtocol . tep
FromPort : 22
ToPort . 22
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UserIdGroupPairs : {}

IpRanges : {203.0.113.25/32}
IpProtocol . tep

FromPort . 3389

ToPort : 3389
UserIdGroupPairs : {3}

IpRanges : {203.0.113.25/32}

Find an Amazon Machine Image Using Windows PowerShell

When you launch an Amazon EC2 instance, you specify an Amazon Machine Image (AMI) to serve
as a template for the instance. However, the IDs for the AWS Windows AMIs change frequently
because AWS provides new AMIs with the latest updates and security enhancements. You can use
the Get-EC2Image and Get-EC2ImageByName cmdlets to find the current Windows AMls and get
their IDs.

Topics

o Get-EC2Image

o Get-EC2ImageByName

Get-EC2Image
The Get-EC2Image cmdlet retrieves a list of AMIs that you can use.

Use the -Owner parameter with the array value amazon, self sothat Get-EC2Image retrieves
only AMIs that belong to Amazon or to you. In this context, you refers to the user whose credentials
you used to invoke the cmdlet.

PS > Get-EC2Image -Ownexr amazon, self

You can scope the results using the -Filter parameter. To specify the filter, create an object of
type Amazon.EC2.Model.Filter. For example, use the following filter to display only Windows
AMls,

$platform_values = New-Object 'collections.generic.list[string]’
$platform_values.add("windows")

$filter_platform = New-Object Amazon.EC2.Model.Filter -Property @{Name = "platform";
Values = $platform_values}
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Get-EC2Image -Owner amazon, self -Filter $filter_platform

The following is an example of one of the AMIs returned by the cmdlet; the actual output of the
previous command provides information for many AMls.

Architecture

: x86_64

BlockDeviceMappings :
: 2019-06-12T10:41:31.000Z

CreationDate
Description

2017 AMI provided by

EnaSupport
Hypervisor
Imageld
Imagelocation
ImageOwnerAlias
ImageType
Kernelld

Name

OwnerId
Platform
ProductCodes
Public
RamdiskId
RootDeviceName
RootDeviceType
SriovNetSupport
State
StateReason
Tags
VirtualizationType

{/dev/sdal, xvdca, xvdcb, xvdcc..}

: Microsoft Windows Server 2019 Full Locale English with SQL Web

Amazon

: True

T xen
: ami-000226b77608d973b

: amazon/Windows_Server-2019-English-Full-SQL_2017_Web-2019.06.12
: amazon

: machine

: Windows_Server-2019-English-Full-SQL_2017_Web-2019.06.12
: 801119661308
: Windows

{3

: True

: /dev/sdal
: ebs

: simple

: available

{3

: hvm

Get-EC2ImageByName

The Get-EC2ImageByName cmdlet enables you to filter the list of AWS Windows AMIs based on
the type of server configuration you are interested in.

When run with no parameters, as follows, the cmdlet emits the complete set of current filter

names:

PS > Get-EC2ImageByName

WINDOWS_2016_BASE

Find an AMI
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WINDOWS_2016_NANO

WINDOWS_2016_CORE
WINDOWS_2016_CONTAINER
WINDOWS_2016_SQL_SERVER_ENTERPRISE_2016
WINDOWS_2016_SQL_SERVER_STANDARD_2016
WINDOWS_2016_SQL_SERVER_WEB_2016
WINDOWS_2016_SQL_SERVER_EXPRESS_2016
WINDOWS_2012R2_BASE

WINDOWS_2012R2_CORE
WINDOWS_2012R2_SQL_SERVER_EXPRESS_2016
WINDOWS_2012R2_SQL_SERVER_STANDARD_2016
WINDOWS_2012R2_SQL_SERVER_WEB_2016
WINDOWS_2012R2_SQL_SERVER_EXPRESS_2014
WINDOWS_2012R2_SQL_SERVER_STANDARD_2014
WINDOWS_2012R2_SQL_SERVER_WEB_2014
WINDOWS_2012_BASE
WINDOWS_2012_SQL_SERVER_EXPRESS_2014
WINDOWS_2012_SQL_SERVER_STANDARD_2014
WINDOWS_2012_SQL_SERVER_WEB_2014
WINDOWS_2012_SQL_SERVER_EXPRESS_2012
WINDOWS_2012_SQL_SERVER_STANDARD_2012
WINDOWS_2012_SQL_SERVER_WEB_2012
WINDOWS_2012_SQL_SERVER_EXPRESS_2008
WINDOWS_2012_SQL_SERVER_STANDARD_2008
WINDOWS_2012_SQL_SERVER_WEB_2008
WINDOWS_2008R2_BASE
WINDOWS_2008R2_SQL_SERVER_EXPRESS_2012
WINDOWS_2008R2_SQL_SERVER_STANDARD_2012
WINDOWS_2008R2_SQL_SERVER_WEB_2012
WINDOWS_2008R2_SQL_SERVER_EXPRESS_2008
WINDOWS_2008R2_SQL_SERVER_STANDARD_2008
WINDOWS_2008R2_SQL_SERVER_WEB_2008
WINDOWS_2008RTM_BASE
WINDOWS_2008RTM_SQL_SERVER_EXPRESS_2008
WINDOWS_2008RTM_SQL_SERVER_STANDARD_2008
WINDOWS_2008_BEANSTALK_IIS75
WINDOWS_2012_BEANSTALK_TIIS8

VPC_NAT

To narrow the set of images returned, specify one or more filter names using the Names parameter.

PS > Get-EC2ImageByName -Names WINDOWS_2016_CORE
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Architecture

CreationDate
Description
Amazon
EnaSupport
Hypervisor
Imageld
ImagelLocation
ImageOwnerAlias
ImageType
Kernelld
Name
OwnerId
Platform
ProductCodes
Public
RamdiskId
RootDeviceName
RootDeviceType
SriovNetSupport
State
StateReason
Tags
VirtualizationType

: x86_64
BlockDeviceMappings :
: 2019-08-16T09:36:09.000Z

: Microsoft Windows Server 2016 Core Locale English AMI provided by

{/dev/sdal, xvdca, xvdcb, xvdcc..}

: True

: xen

: ami-06f2a2afca®6f15fc

: amazon/Windows_Server-2016-English-Core-Base-2019.08.16
: amazon

: machine

: Windows_Server-2016-English-Core-Base-2019.08.16
: 801119661308
: Windows

{3

. True

: /dev/sdal
: ebs

: simple

: available

{3

: hvm

Launch an Amazon EC2 Instance Using Windows PowerShell

To launch an Amazon EC2 instance, you need the key pair and security group that you created

in the previous sections. You also need the ID of an Amazon Machine Image (AMI). For more

information, see the following documentation:

» Creating a Key Pair

o Create a Security Group Using Windows PowerShell

« Find an Amazon Machine Image Using Windows PowerShell

/A Important

If you launch an instance that is not within the Free Tier, you are billed after you launch the

instance and charged for the time that the instance is running even if it remains idle.

Launch an Instance
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Topics

» Launching an Instance in a VPC

» Launching a Spot Instance in a VPC

Launching an Instance in a VPC

/A Warning

EC2-Classic was retired on August 15, 2022. We recommend that you migrate from EC2-
Classic to a VPC. For more information, see the blog post EC2-Classic Networking is Retiring
— Here's How to Prepare.

The following command creates a single m1.small instance in the specified private subnet. The
security group must be valid for the specified subnet.

PS > New-EC2Instance °
-Imageld ami-c49c@dac °
-MinCount 1 -MaxCount 1 °
-KeyName myPSKeyPair °
-SecurityGroupId sg-5d293231 °
-InstanceType ml.small °
-SubnetId subnet-d60013bf

ReservationId : r-b70a0efl
OwnerId : 123456789012
RequesterId

Groups : {3

GroupName : {3

Instances : {3

Your instance is in the pending state initially, but is in the running state after a few minutes. To
view information about your instance, use the Get-EC2Instance cmdlet. If you have more than
one instance, you can filter the results on the reservation ID using the Filter parameter. First,
create an object of type Amazon.EC2.Model.Filter. Next, call Get-EC2Instance that uses the
filter, and then displays the Instances property.

PS > $reservation = New-Object 'collections.generic.list[string]’'
PS > $reservation.add("r-b70a0efl")
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PS > $filter_reservation

= New-Object Amazon.EC2.Model.Filter -Property @{Name

"reservation-id"; Values = $reservation}
PS > (Get-EC2Instance -Filter $filter_reservation).Instances

AmiLaunchIndex
Architecture

BlockDeviceMappings

ClientToken
EbsOptimized
Hypervisor

IamInstanceProfile

Imageld
Instanceld
InstancelLifecycle
InstanceType
Kernelld

KeyName
LaunchTime
Monitoring
NetworkInterfaces
Placement
Platform
PrivateDnsName
PrivateIpAddress
ProductCodes
PublicDnsName
PublicIpAddress
RamdiskId
RootDeviceName
RootDeviceType
SecurityGroups
SourceDestCheck

SpotInstanceRequestId :

SriovNetSupport
State
StateReason

StateTransitionReason :

SubnetId
Tags

VirtualizationType

Vpcld

0

x86_64
{/dev/sdal}

False
xen

ami-c49c0@dac

: 1-5203422c
: ml.small

: myPSKeyPair

12/2/2018 3:38:52 PM

: Amazon.EC2.Model.Monitoring

{3

: Amazon.EC2.Model.Placement
: Windows

10.25.1.11
{3

198.51.100.245

: /dev/sdal
. ebs

{myPSSecurityGroup}

. True

: Amazon.EC2.Model.InstanceState

subnet-d60013bf
{3

hvm

. vpc-a01106c2

Launch an Instance
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Launching a Spot Instance in a VPC

The following example script requests a Spot Instance in the specified subnet. The security group
must be one you created for the VPC that contains the specified subnet.

$interfacel = New-Object Amazon.EC2.Model.InstanceNetworkInterfaceSpecification
$intexrfacel.DeviceIndex = 0
$interfacel.SubnetId = "subnet-b61f49f0"
$interfacel.PrivateIpAddress = "10.0.1.5"
$interfacel.Groups.Add("sg-5d293231")
Request-EC2SpotInstance °
-SpotPrice 0.007 °
-InstanceCount 1 °
-Type one-time °
-LaunchSpecification_ImageIld ami-7527031c °
-LaunchSpecification_InstanceType ml.small °
-Region us-west-2 °
-LaunchSpecification_NetworkInterfaces $interfacel

AWS Lambda and AWS Tools for PowerShell

By using the AWSLambdaPSCore module, you can develop AWS Lambda functions in PowerShell
Core 6.0 using the .NET Core 2.1 runtime. PowerShell developers can manage AWS resources and

write automation scripts in the PowerShell environment by using Lambda. PowerShell support

in Lambda lets you run PowerShell scripts or functions in response to any Lambda event, such as
an Amazon S3 event or Amazon CloudWatch scheduled event. The AWSLambdaPSCore module is
a separate AWS module for PowerShell; it is not part of the AWS Tools for PowerShell, nor does
installing the AWSLambdaPSCore module install the AWS Tools for PowerShell.

After you install the AWSLambdaPSCore module, you can use any available PowerShell cmdlets
—or develop your own—to author serverless functions. The AWS Lambda Tools for PowerShell
module includes project templates for PowerShell-based serverless applications, and tools to
publish projects to AWS.

AWSLambdaPSCore module support is available in all regions that support Lambda. For more
information about supported regions, see the AWS region table.
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Prerequisites

The following steps are required before you can install and use the AWSLambdaPSCore module.
For more detail about these steps, see Setting Up a PowerShell Development Environment in the
AWS Lambda Developer Guide.

« Install the correct release of PowerShell - Lambda's support for PowerShell is based on the
cross-platform PowerShell Core 6.0 release. You can develop PowerShell Lambda functions
on Windows, Linux, or Mac. If you don't have at least this release of PowerShell installed,
instructions are available on the Microsoft PowerShell documentation website.

o Install the .NET Core 2.1 SDK - Because PowerShell Core is based on .NET Core, the Lambda
support for PowerShell uses the same .NET Core 2.1 Lambda runtime for both .NET Core and
PowerShell Lambda functions. The Lambda PowerShell publishing cmdlets use the .NET Core
2.1 SDK to create the Lambda deployment package. The .NET Core 2.1 SDK is available from the
Microsoft Download Center. Be sure to install the SDK, not the Runtime.

Install the AWSLambdaPSCore Module

After completing the prerequisites, you are ready to install the AWSLambdaPSCore module. Run
the following command in a PowerShell Core session.

PS> Install-Module AWSLambdaPSCore -Scope CurrentUser

You are ready to start developing Lambda functions in PowerShell. For more information about
how to get started, see Programming Model for Authoring Lambda Functions in PowerShell in the
AWS Lambda Developer Guide.

See Also

Announcing Lambda Support for PowerShell Core on the AWS Developer Blog

AWSLambdaPSCore module on the PowerShell Gallery website

Setting Up a PowerShell Development Environment

AWS Lambda Tools for Powershell on GitHub

AWS Lambda Console
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Amazon SQS, Amazon SNS and Tools for Windows PowerShell

This section provides examples that show how to:

» Create an Amazon SQS queue and get queue ARN (Amazon Resource Name).
« Create an Amazon SNS topic.

« Give permissions to the SNS topic so that it can send messages to the queue.
» Subscribe the queue to the SNS topic

« Give IAM users or AWS accounts permissions to publish to the SNS topic and read messages from
the SQS queue.

« Verify results by publishing a message to the topic and reading the message from the queue.
Create an Amazon SQS queue and get queue ARN

The following command creates an SQS queue in your default region. The output shows the URL of
the new queue.

PS > New-SQSQueue -QueueName myQueue
https://sqs.us-west-2.amazonaws.com/123456789012/myQueue

The following command retrieves the ARN of the queue.

PS > Get-SQSQueueAttribute -QueueUrl https://sqs.us-west-2.amazonaws.com/123456789012/
myQueue -AttributeName QueueArn

QueueARN ¢ arn:aws:sqs:us-west-2:123456789012 :myQueue

Create an Amazon SNS topic

The following command creates an SNS topic in your default region, and returns the ARN of the
new topic.

PS > New-SNSTopic -Name myTopic
arn:aws:sns:us-west-2:123456789012 :myTopic
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Give permissions to the SNS topic

The following example script creates both an SQS queue and an SNS topic, and grants permissions
to the SNS topic so that it can send messages to the SQS queue:

# create the queue and topic to be associated
$qurl = New-SQSQueue -QueueName "myQueue"
$topicarn = New-SNSTopic -Name "myTopic"

# get the queue ARN to inject into the policy; it will be returned

# in the output's QueueARN member but we need to put it into a variable

# so text expansion in the policy string takes effect

$qarn = (Get-SQSQueueAttribute -QueueUrl $qurl -AttributeNames "QueueArn").QueueARN

# construct the policy and inject arns
$policy = @"
{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",

"Principal": "*",
"Action": "SQS:SendMessage",
"Resource": "$garn",
"Condition": { "ArnEquals": { "aws:SourceArn": "$topicarn" } }
}
}
"e@

# set the policy
Set-SQSQueueAttribute -QueueUrl $qurl -Attribute @{ Policy=$policy }

Subscribe the queue to the SNS topic

The following command subscribes the queue myQueue to the SNS topic myTopic, and returns the
Subscription ID:

PS > Connect-SNSNotification °

-TopicARN arn:aws:sns:us-west-2:123456789012:myTopic °

-Protocol SQS °

-Endpoint arn:aws:sqs:us-west-2:123456789012:myQueue
arn:aws:sns:us-west-2:123456789012:myTopic:f8ff77c6-e719-4d70-8e5c-a54d41feb754
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Give permissions

The following command grants permission to perform the sns:Publish action on the topic
myTopic

PS > Add-SNSPermission °
-TopicArn arn:aws:sns:us-west-2:123456789012:myTopic °
-Label ps-cmdlet-topic °
-AWSAccountIds 123456789012 °
-ActionNames publish

The following command grants permission to perform the sqs:ReceiveMessage and
sqs:DeleteMessage actions on the queue myQueue.

PS > Add-SQSPermission °
-QueueUrl https://sqs.us-west-2.amazonaws.com/123456789012/myQueue °
-AWSAccountId "123456789012" °
-Label queue-permission °
-ActionName SendMessage, ReceiveMessage

Verify results

The following command tests your new queue and topic by publishing a message to the SNS topic
myTopic and returns the Messageld.

PS > Publish-SNSMessage °
-TopicArn arn:aws:sns:us-west-2:123456789012:myTopic °
-Message "Have A Nice Day!"
728180b6-162b-49d5-b4d3-3824bb2e77f4

The following command retrieves the message from the SQS queue myQueue and displays it.

PS > Receive-SQSMessage -QueueUrl https://sqs.us-west-2.amazonaws.com/123456789012/
myQueue

Attributes : {3

Body 1 {
"Type" : "Notification",
"MessageId" : "491c687d-b78d-5c48-b7a0-3d8d769ee91b",
"TopicArn" : "arn:aws:sns:us-west-2:123456789012:myTopic",
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"Message" : "Have A Nice Day!",
"Timestamp" : "2019-09-09T21:06:27.201z",
"SignatureVersion" : "1",

"Signature"

"11E17A2+X0uJZnw3T1gcXz4C4KPLXZxbxoEMIirelhl3u/oxkWmz5+9tJKFMns1Z0gQvKxk
+ExTEZcD5yWt6biVuBb8pyRmZ1b03hUEN13ayv2WQiQT1lvpLpM7VEQNSm+hLIiPFcs
vyuGkJReV710JWPHNCN
+qTE21Id2RPkFOeGtLGawTsSPTWEVIdDbL1f7EQzZ0qlniXTUtpsZ8Swx@1X3Q06u9i9qBFt0@ekIFZNIp6AVUO5ShIklb4yc
y0a8Y191Wp7a7EoWaBn@zhCESe70
kZC6ncBJIWphX7KCGVYDOqhVf/5VDgBuvOw8T+higJyvr3wWbaSvg==",

"SigningCertURL" : "https://sns.us-west-2.amazonaws.com/
SimpleNotificationService-6aad65c2f9911b0@5cd53efdallf913f9.pem",
"UnsubscribeURL"

"https://sns.us-west-2.amazonaws.com/?
Action=Unsubscribe&SubscriptionArn=arn:aws:sns:us-west-2:123456789012:myTopic:22b77de7-
a216-4000-9a23-bf465744ca84"

}
MD50fBody : 5b5ee4f073e9c618eda3718b594fa257
MD50fMessageAttributes :
MessageAttributes : {3
Messageld : 728180b6-f62b-49d5-b4d3-3824bb2e77f4
ReceiptHandle :

AQEB2vvkle5cOKFjeIWJticabkc664yuDEjhucnI0qdVUmie7bX7GiJbl7F@enABUgalI2XjEcNPxixhVc/
wfsAJZLNHn18S1bQa0OR/kD+Saqa40Ivfj8x3M40h1yM1cVKpYmhAzsYrAwAD5g5FvxNBD6zs
+HmXdkax2Wd+9AxrH1QZV5ur1MoByKWWbDbsqoYJTJquCclOgWIak/sBx/
daBRMTiVQ4GHsTrQWMVHtNC14q7]y/0L2dkmb4dzIfIq@VbFSX1G+u/1xrSLpgae+Dfux646y8yFiPFzY4ua4mCF/
SVUn63Spy
sHN12776axknhg3j9K/Xwj54DixdsegnrKolLx+ctI
+0jzAetBR66Q1VhIoJAq7s0a2Msey0eM/Jjucg6SroOVUNTWVhV8ErXmotoiEg==

CloudWatch from the AWS Tools for Windows PowerShell

This section shows an example of how to use the Tools for Windows PowerShell to publish custom
metric data to CloudWatch.

This example assumes that you have set default credentials and a default region for your
PowerShell session.

Publish a Custom Metric to Your CloudWatch Dashboard

The following PowerShell code initializes an CloudWatch MetricDatum object and posts it to the
service. You can see the result of this operation by navigating to the CloudWatch console.

CloudWatch from the AWS Tools for Windows PowerShell 116


https://console.aws.amazon.com/cloudwatch/home

AWS Tools for PowerShell User Guide

$dat = New-Object Amazon.CloudWatch.Model.MetricDatum
$dat.Timestamp = (Get-Date).ToUniversalTime()

$dat.MetricName = "New Posts"
$dat.Unit = "Count"
$dat.value = ".50"

Write-CWMetricData -Namespace "Usage Metrics" -MetricData $dat

Note the following:

« The date-time information that you use to initialize $dat . Timestamp must be in Universal Time
(UTQ).

 The value that you use to initialize $dat.Value can be either a string value enclosed in quotes,
or a numeric value (no quotes). The example shows a string value.

See Also

Work with AWS services in the AWS Tools for PowerShell
AmazonCloudWatchClient.PutMetricData (.NET SDK Reference)

MetricDatum (Service APl Reference)

Amazon CloudWatch Console

Using the ClientConfig parameter in cmdlets

The ClientConfig parameter can be used to specify certain configuration settings when
you connect to a service. Most of the possible properties of this parameter are defined in the
Amazon.Runtime.ClientConfig class, which is inherited into the APIs for AWS services. For

an example of simple inheritance, see the Amazon.Keyspaces.AmazonKeyspacesConfig

class. In addition, some services define additional properties that are appropriate only
for that service. For an example of additional properties that have been defined, see the
Amazon.S3.AmazonS3Config class, specifically the ForcePathStyle property.

Using the ClientConfig parameter

To use the ClientConfig parameter, you can specify it on the command line as a ClientConfig
object or use PowerShell splatting to pass a collection of parameter values to a command as
a unit. These methods are shown in the following examples. The examples assume that the
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AWS .Tools.S3 module has been installed and imported, and that you have a [default]

credentials profile with appropriate permissions.

Defining a ClientConfig object

$s3Config = New-Object -TypeName Amazon.S3.AmazonS3Config
$s3Config.ForcePathStyle = $true

$s3Config.Timeout = [TimeSpan]::FromMilliseconds(150000)
Get-S30bject -BucketName <BUCKET_NAME> -ClientConfig $s3Config

Adding ClientConfig properties by using PowerShell splatting

$params=@{
ClientConfig=e{
ForcePathStyle=$true
Timeout=[TimeSpan]::FromMilliseconds(150000)

X
BucketName="<BUCKET_NAME>"

Get-S30bject @params

Using an undefined property

When using PowerShell splatting, if you specify a ClientConfig property that doesn't exist,
the AWS Tools for PowerShell doesn't detect the error until runtime, at which time it returns an

exception. Modifying the example from above:

$params=@{
ClientConfig=e{
ForcePathStyle=$true
UndefinedProperty="Value"
Timeout=[TimeSpan]::FromMilliseconds(150000)

}
BucketName="<BUCKET_NAME>"

Get-S30bject @params

This example produces an exception similar to the following:

Using an undefined property
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Cannot bind parameter 'ClientConfig'. Cannot create object of type
"Amazon.S3.AmazonS3Config". The UndefinedProperty property was not found for the
Amazon.S3.AmazonS3Config object.

Specifying the AWS Region

You can use the ClientConfig parameter to set the AWS Region for the command. The Region is
set through the RegionEndpoint property. The AWS Tools for PowerShell calculates the Region
to use according to the following precedence:

. The -Region parameter

. The Region passed in the ClientConfig parameter
. The PowerShell session state

. The shared AWS config file

. The environment variables

OO U1 A W N =2

. The Amazon EC2 instance metadata, if enabled.
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Tools for PowerShell code examples

The code examples in this topic show you how to use the AWS Tools for PowerShell with AWS.

Basics are code examples that show you how to perform the essential operations within a service.

Actions are code excerpts from larger programs and must be run in context. While actions show you

how to call individual service functions, you can see actions in context in their related scenarios.

Scenarios are code examples that show you how to accomplish specific tasks by calling multiple

functions within a service or combined with other AWS services.

Some services contain additional example categories that show how to leverage libraries or
functions specific to the service.

Services

ACM examples using Tools for PowerShell

Application Auto Scaling examples using Tools for PowerShell

AppStream 2.0 examples using Tools for PowerShell

Aurora examples using Tools for PowerShell

Auto Scaling examples using Tools for PowerShell

AWS Budgets examples using Tools for PowerShell

AWS Cloud9 examples using Tools for PowerShell

AWS CloudFormation examples using Tools for PowerShell

CloudFront examples using Tools for PowerShell

CloudTrail examples using Tools for PowerShell

CloudWatch examples using Tools for PowerShell

CodeCommit examples using Tools for PowerShell

CodeDeploy examples using Tools for PowerShell

CodePipeline examples using Tools for PowerShell

Amazon Cognito Identity examples using Tools for PowerShell

AWS Config examples using Tools for PowerShell

Device Farm examples using Tools for PowerShell
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« AWS Directory Service examples using Tools for PowerShell

o AWS DMS examples using Tools for PowerShell

« DynamoDB examples using Tools for PowerShell

» Amazon EC2 examples using Tools for PowerShell

» Amazon ECR examples using Tools for PowerShell

« Amazon ECS examples using Tools for PowerShell

« Amazon EFS examples using Tools for PowerShell

« Amazon EKS examples using Tools for PowerShell

« Elastic Load Balancing - Version 1 examples using Tools for PowerShell

« Elastic Load Balancing - Version 2 examples using Tools for PowerShell

« Amazon FSx examples using Tools for PowerShell

o AWS Glue examples using Tools for PowerShell

« AWS Health examples using Tools for PowerShell

» |IAM examples using Tools for PowerShell

 Kinesis examples using Tools for PowerShell

» Lambda examples using Tools for PowerShell

« Amazon ML examples using Tools for PowerShell

» Macie examples using Tools for PowerShell

« AWS OpsWorks examples using Tools for PowerShell

o AWS Price List examples using Tools for PowerShell

» Resource Groups examples using Tools for PowerShell

» Resource Groups Tagging APl examples using Tools for PowerShell

» Route 53 examples using Tools for PowerShell

« Amazon S3 examples using Tools for PowerShell

» S3 Glacier examples using Tools for PowerShell

« Amazon SES examples using Tools for PowerShell

« Amazon SES API v2 examples using Tools for PowerShell

« Amazon SNS examples using Tools for PowerShell

« Amazon SQS examples using Tools for PowerShell
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o AWS STS examples using Tools for PowerShell

« Support examples using Tools for PowerShell

« Systems Manager examples using Tools for PowerShell

« Amazon Translate examples using Tools for PowerShell

o AWS WAFV2 examples using Tools for PowerShell

» WorkSpaces examples using Tools for PowerShell

ACM examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with ACM.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics
e Actions
Actions

Get-ACMCertificate

The following code example shows how to use Get-ACMCertificate.

Tools for PowerShell

Example 1: This example shows how to return a certificate and its chain using the ARN of the
certificate.

Get-ACMCertificate -CertificateArn "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

« For API details, see GetCertificate in AWS Tools for PowerShell Cmdlet Reference.
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Get-ACMCertificateDetail
The following code example shows how to use Get-ACMCertificateDetail.
Tools for PowerShell

Example 1: Returns details of the specified certificate.

Get-ACMCertificateDetail -CertificateArn "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

Output:
CertificateArn : arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012
CreatedAt : 1/21/2016 5:55:59 PM
DomainName : www.example.com
DomainValidationOptions : {www.example.com}
InUseBy : {3
IssuedAt : 1/1/0001 12:00:00 AM
Issuer :
KeyAlgorithm : RSA-2048
NotAfter : 1/1/0001 12:00:00 AM
NotBefore : 1/1/0001 12:00:00 AM
RevocationReason :
RevokedAt : 1/1/0001 12:00:00 AM
Serial :
SignatureAlgorithm : SHA256WITHRSA
Status : PENDING_VALIDATION
Subject : CN=www.example.com

SubjectAlternativeNames : {www.example.net}

» For API details, see DescribeCertificate in AWS Tools for PowerShell Cmdlet Reference.

Get-ACMCertificatelList
The following code example shows how to use Get-ACMCertificatelist.
Tools for PowerShell

Example 1: Retrieves a list of all your certificate ARNs and the domain name for each. The
cmdlet will automatically paginate to retrieve all the ARNs. To manually control pagination,
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use the -MaxIltem parameter to control how many certificate ARNs are returned for each
service call and the -NextToken parameter to indicate the starting point for each call.

Get-ACMCertificatelList

Output:

CertificateArn
DomainName

arn:aws:acm:us-east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012
www .example.com

Example 2: Retrieves a list of all your certificate ARNs where the certificate status matches
on the supplied states.

Get-ACMCertificatelist -CertificateStatus "VALIDATION_TIMED_OUT","FAILED"

Example 3: This example returns a list of all certificates in the us-east-1 region that have

a key type of RSA_2048, and an extended key usage, or purpose, of CODE_SIGNING. You
can find the values for these filtering parameters in the ListCertificates Filters API reference
topic: https://docs.aws.amazon.com/acm/latest/APIReference/API_Filters.html.

Get-ACMCertificatelList -Region us-east-1 -Includes_KeyType RSA_2048 -
Includes_ExtendedKeyUsage CODE_SIGNING

Output:

CertificateArn
DomainName

arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-d7c0-48cl-af8d-2133d8f30zzz
* route53docs.com
arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-98a5-443d-a734-800430c80zzz
nerdzizm.net
arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-2be6-4376-8fa7-bad559525zzz

arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-e7ca-44c5-803e-24d9f2f36zzz

Actions 124



AWS Tools for PowerShell User Guide

arn:aws:acm:us-east-1:8xxxXxxxxxxxx:certificate/xxxxxxxx-1241-4b71-80b1-090305a62zzz
arn:aws:acm:us-east-1:8xxxXxXxxxxxx:certificate/xxxxxxxx-8709-4568-8c64-194617c99zzz
arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-a8fa-4a61-98cf-e@8cccleezzz

arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-fas7-40fe-a714-2d277d3eezzz
* route53docs.com

» For API details, see ListCertificates in AWS Tools for PowerShell Cmdlet Reference.

New-ACMCertificate
The following code example shows how to use New-ACMCertificate.
Tools for PowerShell

Example 1: Creates a new certificate. The service returns the ARN of the new certificate.

New-ACMCertificate -DomainName "www.example.com"

Output:

arn:aws:acm:us-east-1:123456789012:cexrtificate/12345678-1234-1234-1234-123456789012

Example 2: Creates a new certificate. The service returns the ARN of the new certificate.

New-ACMCertificate -DomainName "www.example.com" -SubjectAlternativeName

"example.com", "www.example.net"

Output:

arn:aws:acm:us-east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012

« For API details, see RequestCertificate in AWS Tools for PowerShell Cmdlet Reference.

Remove-ACMCertificate

The following code example shows how to use Remove-ACMCertificate.
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Tools for PowerShell

Example 1: Deletes the certificate identified by the supplied ARN and the associated private
key. The cmdlet will prompt for confirmation before proceeding; add the -Force switch to
suppress confirmation.

Remove-ACMCertificate -CertificateArn "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

« For API details, see DeleteCertificate in AWS Tools for PowerShell Cmdlet Reference.

Send-ACMValidationEmail
The following code example shows how to use Send-ACMValidationEmail.
Tools for PowerShell

Example 1: Requests that the email to validate domain ownership for 'www.example.com'
be sent. If your shell's $ConfirmPreference is set to 'Medium' or lower, the cmdlet

will prompt for confirmation before proceeeding. Add the -Force switch to suppress
confirmation prompts.

$params = @{
CertificateArn="arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
Domain="www.example.com"
ValidationDomain="example.com"

}
Send-ACMValidationEmail @params

« For API details, see ResendValidationEmail in AWS Tools for PowerShell Cmdlet Reference.

Application Auto Scaling examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with Application Auto Scaling.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.
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Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions

Add-AASScalableTarget
The following code example shows how to use Add-AASScalableTarget.
Tools for PowerShell

Example 1: This cmdlet registers or updates a scalable target. A scalable target is a resource
that Application Auto Scaling can scale out and scale in.

Add-AASScalableTarget -ServiceNamespace AppStream -Resourceld fleet/MyFleet -
ScalableDimension appstream:fleet:DesiredCapacity -MinCapacity 2 -MaxCapacity 10

« For API details, see RegisterScalableTarget in AWS Tools for PowerShell Cmdlet Reference.

Get-AASScalableTarget
The following code example shows how to use Get-AASScalableTarget.
Tools for PowerShell

Example 1: This example will provide information about the Application Autoscaling
Scalable targets in the specified namespace.

Get-AASScalableTarget -ServiceNamespace "AppStream"

Output:
CreationTime . 11/7/2019 2:30:03 AM
MaxCapacity : 5
MinCapacity 1
Resourceld : fleet/Test
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RoleARN : arn:aws:iam::012345678912:role/aws-
service-role/appstream.application-autoscaling.amazonaws.com/
AwWSServiceRoleForApplicationAutoScaling_AppStreamFleet
ScalableDimension : appstream:fleet:DesiredCapacity

ServiceNamespace : appstream

SuspendedState : Amazon.ApplicationAutoScaling.Model.SuspendedState

» For API details, see DescribeScalableTargets in AWS Tools for PowerShell Cmdlet Reference.

Get-AASScalingActivity
The following code example shows how to use Get-AASScalingActivity.
Tools for PowerShell

Example 1: Provides descriptive information about the scaling activities in the specified
namespace from the previous six weeks.

Get-AASScalingActivity -ServiceNamespace AppStream

Output:
ActivityId 1 2827409f-b639-4cdb-a957-8055d5d07434
Cause : monitor alarm Appstream2-MyFleet-default-scale-in-Alarm in state
ALARM triggered policy default-scale-in
Description : Setting desired capacity to 2.
Details :
EndTime 1 12/14/2019 11:32:49 AM
Resourceld : fleet/MyFleet
ScalableDimension : appstream:fleet:DesiredCapacity
ServiceNamespace : appstream
StartTime 1 12/14/2019 11:32:14 AM
StatusCode : Successful
StatusMessage : Successfully set desired capacity to 2. Change successfully

fulfilled by appstream.

» For API details, see DescribeScalingActivities in AWS Tools for PowerShell Cmdlet Reference.

Get-AASScalingPolicy

The following code example shows how to use Get-AASScalingPolicy.
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Tools for PowerShell

Example 1: This cmdlet describe the Application Auto Scaling scaling policies for the
specified service namespace.

Get-AASScalingPolicy -ServiceNamespace AppStream

Output:
Alarms : {Appstream2-LabFleet-default-scale-out-
Alarm}
CreationTime : 9/3/2019 2:48:15 AM
PolicyARN : arn:aws:autoscaling:us-

west-2:012345678912:scalingPolicy:5659b069-b5cd-4afl1-9f7f-3e956d36233e:resource/
appstream/fleet/LabFleet:
policyName/default-scale-out

PolicyName : default-scale-out

PolicyType : StepScaling

Resourceld : fleet/LabFleet
ScalableDimension : appstream:fleet:DesiredCapacity
ServiceNamespace : appstream

StepScalingPolicyConfiguration
Amazon.ApplicationAutoScaling.Model. StepScallngPollcyConflguratlon
TargetTrackingScalingPolicyConfiguration :

Alarms : {Appstream2-LabFleet-default-scale-in-
Alarm}

CreationTime : 9/3/2019 2:48:15 AM

PolicyARN : arn:aws:autoscaling:us-

west-2:012345678912:scalingPolicy:5659b069-b5cd-4afl1-9f7f-3e956d36233e:resource/
appstream/fleet/LabFleet:
policyName/default-scale-in

PolicyName : default-scale-in

PolicyType : StepScaling

Resourceld : fleet/LabFleet
ScalableDimension : appstream:fleet:DesiredCapacity
ServiceNamespace : appstream

StepScalingPolicyConfiguration
Amazon.ApplicationAutoScaling.Model. StepScallngPollcyConflguratlon
TargetTrackingScalingPolicyConfiguration :

» For API details, see DescribeScalingPolicies in AWS Tools for PowerShell Cmdlet Reference.
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Get-AASScheduledAction

The following code example shows how to use Get-AASScheduledAction.

Tools for PowerShell

Example 1: This cmdlet lists the actions scheduled for your Auto Scaling group that haven't
run or that have not reached their end time.

Get-AASScheduledAction -ServiceNamespace AppStream

Output:

CreationTime

EndTime

Resourceld
ScalableDimension
ScalableTargetAction
Schedule
ScheduledActionARN

: 12/22/2019 9:25:52 AM

: 1/1/0001 12:00:00 AM

: fleet/MyFleet

: appstream:fleet:DesiredCapacity

: Amazon.ApplicationAutoScaling.Model.ScalableTargetAction
: cron(@ @ 8 ? * MON-FRI *)

: arn:aws:autoscaling:us-

west-2:012345678912:scheduledAction:4897ca24-3caa-4bf1-8484-851a089b243c:resource/
appstream/fleet/MyFleet:scheduledActionName

ScheduledActionName
ServiceNamespace
StartTime

/WeekDaysFleetScaling

: WeekDaysFleetScaling
: appstream
: 1/1/0001 12:00:00 AM

» For API details, see DescribeScheduledActions in AWS Tools for PowerShell Cmdlet Reference.

Remove-AASScalableTarget

The following code example shows how to use Remove-AASScalableTarget.

Tools for PowerShell

Example 1: This cmdlet deregisters an Application Auto Scaling scalable
target.Deregistering a scalable target deletes the scaling policies that are associated with it.

Remove-AASScalableTarget -Resourceld fleet/MyFleet -ScalableDimension
appstream:fleet:DesiredCapacity -ServiceNamespace AppStream
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Output:

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-AASScalableTarget (DeregisterScalableTarget)" on
target "fleet/MyFleet".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): Y

» For API details, see DeregisterScalableTarget in AWS Tools for PowerShell Cmdlet Reference.

Remove-AASScalingPolicy

The following code example shows how to use Remove-AASScalingPolicy.

Tools for PowerShell

Example 1: This cmdlet deletes the specified scaling policy for an Application Auto Scaling
scalable target.

Remove-AASScalingPolicy -ServiceNamespace AppStream -PolicyName "default-scale-out"
-Resourceld fleet/Test -ScalableDimension appstream:fleet:DesiredCapacity

» For API details, see DeleteScalingPolicy in AWS Tools for PowerShell Cmdlet Reference.

Remove-AASScheduledAction

The following code example shows how to use Remove-AASScheduledAction.

Tools for PowerShell

Example 1: This cmdlet deletes the specified scheduled action for an Application Auto
Scaling scalable target.

Remove-AASScheduledAction -ServiceNamespace AppStream -ScheduledActionName
WeekDaysFleetScaling -ResourceIld fleet/MyFleet -ScalableDimension
appstream:fleet:DesiredCapacity

Output:
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Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-AASScheduledAction (DeleteScheduledAction)" on
target "WeekDaysFleetScaling".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): Y

» For API details, see DeleteScheduledAction in AWS Tools for PowerShell Cmdlet Reference.

Set-AASScalingPolicy
The following code example shows how to use Set-AASScalingPolicy.
Tools for PowerShell

Example 1: This cmdlet creates or updates a policy for an Application Auto Scaling scalable
target. Each scalable target is identified by a service namespace, resource ID, and scalable
dimension.

Set-AASScalingPolicy -ServiceNamespace AppStream -PolicyName ASFleetScaleInPolicy
-PolicyType StepScaling -Resourceld fleet/MyFleet -ScalableDimension
appstream:fleet:DesiredCapacity -StepScalingPolicyConfiguration_AdjustmentType
ChangeInCapacity -StepScalingPolicyConfiguration_Cooldown 360
-StepScalingPolicyConfiguration_MetricAggregationType Average -

StepScalingPolicyConfiguration_StepAdjustments @{ScalingAdjustment = -1;
MetricIntervalUpperBound = @}

Output:

{1} arn:aws:autoscaling:us-
west-2:012345678912:scalingPolicy:4897ca24-3caa-4bf1-8484-851a089b243c:resource/
appstream/fleet/MyFleet:policyName/ASFleetScaleInPolicy

» For API details, see PutScalingPolicy in AWS Tools for PowerShell Cmdlet Reference.

Set-AASScheduledAction

The following code example shows how to use Set-AASScheduledAction.
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Tools for PowerShell

Example 1: This cmdlet creates or updates a scheduled action for an Application Auto
Scaling scalable target. Each scalable target is identified by a service namespace, resource
ID, and scalable dimension.

Set-AASScheduledAction -ServiceNamespace AppStream -Resourceld fleet/

MyFleet -Schedule "cron(® @ 8 ? * MON-FRI *)" -ScalableDimension
appstream:fleet:DesiredCapacity -ScheduledActionName WeekDaysFleetScaling -

ScalableTargetAction_MinCapacity 5 -ScalableTargetAction_MaxCapacity 10

» For API details, see PutScheduledAction in AWS Tools for PowerShell Cmdlet Reference.

AppStream 2.0 examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with AppStream 2.0.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

« Actions

Actions

Add-APSResouxrceTag

The following code example shows how to use Add-APSResourceTag.
Tools for PowerShell

Example 1: This sample adds a resource Tag to AppStream resource

Add-APSResourceTag -ResourceArn arn:aws:appstream:us-east-1:123456789012:stack/
SessionScriptTest -Tag @{StackState='Test'} -Select ~Tag
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Output:
Name Value
StackState Test

« For API details, see TagResource in AWS Tools for PowerShell Cmdlet Reference.

Copy-APSImage
The following code example shows how to use Copy-APSImage.
Tools for PowerShell

Example 1: This sample copies an image to other region

Copy-APSImage -DestinationImageName TestImageCopy -DestinationRegion us-west-2 -
SourceImageName Powershell

Output:
TestImageCopy

« For API details, see Copylmage in AWS Tools for PowerShell Cmdlet Reference.

Disable-APSUSer
The following code example shows how to use Disable-APSUSer.
Tools for PowerShell

Example 1: This sample disables an user in USERPOOL
Disable-APSUser -AuthenticationType USERPOOL -UserName TestUser@lab.com

« For API details, see DisableUser in AWS Tools for PowerShell Cmdlet Reference.

Enable-APSUser

The following code example shows how to use Enable-APSUser.
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Tools for PowerShell

Example 1: This sample enables a disabled user in USERPOOL
Enable-APSUser -AuthenticationType USERPOOL -UserName TestUser@lab.com

« For API details, see EnableUser in AWS Tools for PowerShell Cmdlet Reference.

Get-APSAssociatedFleetList
The following code example shows how to use Get-APSAssociatedFleetList.
Tools for PowerShell

Example 1: This sample displays fleet associated with a stack
Get-APSAssociatedFleetlList -StackName PowershellStack
Output:
PowershellFleet

« For API details, see ListAssociatedFleets in AWS Tools for PowerShell Cmdlet Reference.

Get-APSAssociatedStackList
The following code example shows how to use Get-APSAssociatedStackList.
Tools for PowerShell

Example 1: This sample displays stack associated with a fleet
Get-APSAssociatedStackList -FleetName PowershellFleet
Output:
PowershellStack

» For API details, see ListAssociatedStacks in AWS Tools for PowerShell Cmdlet Reference.
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Get-APSDirectoryConfiglList

The following code example shows how to use Get-APSDirectoryConfiglList.

Tools for PowerShell

Example 1: This sample displays Directory Configurations created in AppStream

Get-APSDirectoryConfiglList | Select DirectoryName,
OrganizationalUnitDistinguishedNames, CreatedTime

Output:

DirectoryName OrganizationalUnitDistinguishedNames CreatedTime

Test.com {OU=AppStream,DC=Test,DC=com} 9/6/2019 10:56:40 AM
contoso.com {OU=AppStream,OU=contoso,DC=contoso,DC=com} 8/9/2019 9:08:50 AM

« For API details, see DescribeDirectoryConfigs in AWS Tools for PowerShell Cmdlet Reference.

Get-APSFleetList

The following code example shows how to use Get-APSFleetlList.

Tools for PowerShell

Example 1: This Sample displays details of a fleet

Get-APSFleetList -Name Test

Output:
Arn : arn:aws:appstream:us-east-1:1234567890:fleet/Test
ComputeCapacityStatus : Amazon.AppStream.Model.ComputeCapacityStatus
CreatedTime : 9/12/2019 5:00:45 PM
Description : Test
DisconnectTimeoutInSeconds : 900
DisplayName : Test
DomainJoinInfo
EnableDefaultInternetAccess : False
FleetErrors : {3
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FleetType
IamRoleArn

IdleDisconnectTimeoutInSeconds :

ImageArn

ImageName

InstanceType
MaxUserDurationInSeconds
Name

State

VpcConfig

: ON_DEMAND

900

: arn:aws:appstream:us-east-1:1234567890:image/Test
: Test

: stream.standard.medium

: 57600

: Test

: STOPPED

: Amazon.AppStream.Model.VpcConfig

« For API details, see DescribeFleets in AWS Tools for PowerShell Cmdlet Reference.

Get-APSImageBuilderList

The following code example shows how to use Get-APSImageBuilderlList.

Tools for PowerShell

Example 1: This Sample displays details of an ImageBuilder

Get-APSImageBuilderList -Name

Output:

AccessEndpoints
AppstreamAgentVersion
Arn

TestImage

CreatedTime
Description
DisplayName
DomainJoinInfo
EnableDefaultInternetAccess :
IamRoleArn

ImageArn
Builder-05-02-2018
ImageBuilderErrors
InstanceType

Name
NetworkAccessConfiguration
Platform

TestImage

{3

: 06-19-2019

arn:aws:appstream:us-east-1:1234567890:image-builder/

1/14/2019 4:33:05 AM

: TestImage

False

arn:aws:appstream:us-east-1::image/Base-Image-

{3

stream.standard.large
: TestImage
: Amazon.AppStream.Model.NetworkAccessConfiguration
: WINDOWS
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State : STOPPED
StateChangeReason :
VpcConfig : Amazon.AppStream.Model.VpcConfig

» For API details, see DescribelmageBuilders in AWS Tools for PowerShell Cmdlet Reference.

Get-APSImagelList
The following code example shows how to use Get-APSImagelist.
Tools for PowerShell

Example 1: This sample displays private AppStream Images

Get-APSImagelist -Type PRIVATE | select DisplayName, ImageBuilderName, Visibility,

arn
Output:
DisplayName ImageBuilderName Visibility Arn
OfficeApps OfficeApps PRIVATE arn:aws:appstream:us-
east-1:123456789012:image/0fficeApps
SessionScriptV2 SessionScriptTest PRIVATE arn:aws:appstream:us-

east-1:123456789012:image/SessionScriptV2

« For API details, see Describelmages in AWS Tools for PowerShell Cmdlet Reference.

Get-APSImagePermission
The following code example shows how to use Get-APSImagePermission.
Tools for PowerShell

Example 1: This sample displays Image permissions on a shared AppStream Image

Get-APSImagePermission -Name Powershell | select SharedAccountId,
@{n="AllowFleet";e={$_.ImagePermissions.AllowFleet}},
@{n="AllowImageBuilder";e={$_.ImagePermissions.AllowImageBuilder}}

Output:
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SharedAccountId AllowFleet AllowImageBuilder

123456789012 True True

» For API details, see DescribelmagePermissions in AWS Tools for PowerShell Cmdlet Reference.

Get-APSSessionlList
The following code example shows how to use Get-APSSessionList.
Tools for PowerShell

Example 1: This sample displays list of sessions to a fleet

Get-APSSessionList -FleetName PowershellFleet -StackName PowershellStack

Output:
AuthenticationType : API
ConnectionState : CONNECTED
FleetName : PowershellFleet
Id : d8987c70-4394-4324-3396-2d485c26f2a2
MaxExpirationTime : 12/27/2019 4:54:07 AM
NetworkAccessConfiguration : Amazon.AppStream.Model.NetworkAccessConfiguration
StackName : PowershellStack
StartTime : 12/26/2019 12:54:12 PM
State : ACTIVE
UserId : Test

« For API details, see DescribeSessions in AWS Tools for PowerShell Cmdlet Reference.

Get-APSStackList
The following code example shows how to use Get-APSStackList.
Tools for PowerShell

Example 1: This sample displays list of AppStream Stack

Get-APSStackList | Select DisplayName, Arn, CreatedTime
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Output:
DisplayName Azn
CreatedTime
PowershellStack arn:aws:appstream:us-east-1:123456789012:stack/
PowershellStack 4/24/2019 8:49:29 AM
SessionScriptTest arn:aws:appstream:us-east-1:123456789012:stack/
SessionScriptTest 9/12/2019 3:23:12 PM

» For API details, see DescribeStacks in AWS Tools for PowerShell Cmdlet Reference.

Get-APSTagsForResourcelList

The following code example shows how to use Get-APSTagsForResourcelist.

Tools for PowerShell

Example 1: This sample displays tags on an AppStream resource

Get-APSTagsForResourcelist -ResourceArn arn:aws:appstream:us-
east-1:123456789012:stack/SessionScriptTest

Output:

StackState Test

» For API details, see ListTagsForResource in AWS Tools for PowerShell Cmdlet Reference.

Get-APSUsageReportSubscription

The following code example shows how to use Get-APSUsageReportSubscription.

Tools for PowerShell

Example 1: This sample displays AppStreamUsageReport configuration details

Get-APSUsageReportSubscription
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Output:

LastGeneratedReportDate S3BucketName Schedule
SubscriptionErrors

1/1/0001 12:00:00 AM appstream-logs-us-east-1-123456789012-siklhnxe DAILY {3}

» For API details, see DescribeUsageReportSubscriptions in AWS Tools for PowerShell Cmdlet

Reference.

Get-APSUser

The following code example shows how to use Get-APSUser.

Tools for PowerShell

Example 1: This Sample displays list of users with enabled status

Get-APSUser -AuthenticationType USERPOOL | Select-Object UserName,
AuthenticationType, Enabled

Output:
UserName AuthenticationType Enabled
fool@contoso.com USERPOOL True
foo2@contoso.com USERPOOL True
foo3@contoso.com USERPOOL True
foo4@contoso.com USERPOOL True
foo5@contoso.com USERPOOL True

« For API details, see DescribeUsers in AWS Tools for PowerShell Cmdlet Reference.

Get-APSUserStackAssociation
The following code example shows how to use Get-APSUserStackAssociation.
Tools for PowerShell

Example 1: This sample displays list of users assigned to a stack
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Get-APSUserStackAssociation -StackName PowershellStack

Output:
AuthenticationType SendEmailNotification StackName UserName
USERPOOL False PowershellStack TestUserl@lab.com
USERPOOL False PowershellStack TestUser2@lab.com

« For API details, see DescribeUserStackAssociations in AWS Tools for PowerShell Cmdlet
Reference.

New-APSDirectoryConfig

The following code example shows how to use New-APSDirectoryConfig.

Tools for PowerShell

Example 1: This sample creates a directory configuration in AppStream

New-APSDirectoryConfig -ServiceAccountCredentials_AccountName contoso\ServiceAccount
-ServiceAccountCredentials_AccountPassword MyPass -DirectoryName contoso.com -
OrganizationalUnitDistinguishedName "OU=AppStream,OU=Contoso,DC=Contoso,DC=com"

Output:

CreatedTime DirectoryName OrganizationalUnitDistinguishedNames
ServiceAccountCredentials

12/27/2019 11:00:30 AM contoso.com {OU=AppStream,0U=Contoso,DC=Contoso,DC=com}
Amazon.AppStream.Model.ServiceAccountCredentials

» For API details, see CreateDirectoryConfig in AWS Tools for PowerShell Cmdlet Reference.

New-APSFleet

The following code example shows how to use New-APSFleet.
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Tools for PowerShell

Example 1: This sample creates a new AppStream fleet

New-APSFleet -ComputeCapacity_DesiredInstance 1 -InstanceType stream.standard.medium

-Name TestFleet -DisplayName TestFleet -FleetType ON_DEMAND -
EnableDefaultInternetAccess $True -VpcConfig_SubnetIds "subnet-123ce32","subnet-
al234cfd" -VpcConfig_SecurityGrouplds sg-4d@12a34 -ImageName SessionScriptTest -
Region us-west-2

Output:
Arn : arn:aws:appstream:us-west-2:123456789012:fleet/
TestFleet
ComputeCapacityStatus : Amazon.AppStream.Model.ComputeCapacityStatus
CreatedTime 2 12/27/2019 11:24:42 AM
Description
DisconnectTimeoutInSeconds : 900
DisplayName : TestFleet
DomainJoinInfo
EnableDefaultInternetAccess : True
FleetErrors : {3
FleetType : ON_DEMAND
IamRoleArn
IdleDisconnectTimeoutInSeconds : 0
ImageArn : arn:aws:appstream:us-west-2:123456789012:image/
SessionScriptTest
ImageName : SessionScriptTest
InstanceType : stream.standard.medium
MaxUserDurationInSeconds : 57600
Name : TestFleet
State : STOPPED
VpcConfig : Amazon.AppStream.Model.VpcConfig

« For API details, see CreateFleet in AWS Tools for PowerShell Cmdlet Reference.

New-APSImageBuilder

The following code example shows how to use New-APSImageBuilder.
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Tools for PowerShell

Example 1: This sample creates an Image Builder in AppStream

New-APSImageBuilder -InstanceType stream.standard.medium -Name TestIB -DisplayName
TestIB -ImageName AppStream-WinServer2@12R2-12-12-2019 -EnableDefaultInternetAccess
$True -VpcConfig_SubnetId subnet-al234cfd -VpcConfig_SecurityGroupIds sg-2d@12a34 -

Region us-west-2

Output:
AccessEndpoints : {3
AppstreamAgentVersion : 12-16-2019

Azn ¢ arn:aws:appstream:us-west-2:123456789012:1image-
builder/TestIB

CreatedTime : 12/27/2019 11:39:24 AM

Description :

DisplayName : TestIB

DomainJoinInfo

EnableDefaultInternetAccess : True

IamRoleArn

ImageArn : arn:aws:appstream:us-west-2::image/AppStream-
WinServer2@12R2-12-12-2019

ImageBuilderErrors {3}

InstanceType : stream.standard.medium

Name : TestIB

NetworkAccessConfiguration :

Platform : WINDOWS

State : PENDING

StateChangeReason

VpcConfig : Amazon.AppStream.Model.VpcConfig

» For API details, see CreatelmageBuilder in AWS Tools for PowerShell Cmdlet Reference.

New-APSImageBuildexrStreamingURL

The following code example shows how to use New-APSImageBuilderStreamingURL.

Tools for PowerShell

Example 1: This sample creates an ImageBuilder streaming URL with validity of 2 hours
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New-APSImageBuilderStreamingURL -Name TestIB -Validity 7200 -Region us-west-2
Output:

Expires StreamingURL

12/27/2019 1:49:13 PM https://appstream2.us-west-2.aws.amazon.com/authenticate?
parameters=eyJ0eXB1lIjoiQURNSU4ilLCJ1leHBpcmVzIjoiMTU3NzQ1NDUIMyIsImF3c@FjY291bnRIZCI6GIjM5MzQwN

» For API details, see CreatelmageBuilderStreamingURL in AWS Tools for PowerShell Cmdlet
Reference.

New-APSStack

The following code example shows how to use New-APSStack.
Tools for PowerShell

Example 1: This sample creates a new AppStream Stack

New-APSStack -Name TestStack -DisplayName TestStack -ApplicationSettings_Enabled
$True -ApplicationSettings_SettingsGroup TestStack -Region us-west-2

Output:
AccessEndpoints : {3
ApplicationSettings : Amazon.AppStream.Model.ApplicationSettingsResponse
Arn : arn:aws:appstream:us-west-2:123456789012:stack/TestStack
CreatedTime : 12/27/2019 12:34:19 PM
Description
DisplayName : TestStack
EmbedHostDomains : {3
FeedbackURL
Name : TestStack
RedirectURL :
StackErrors : {3
StorageConnectors : {3
UserSettings : {Amazon.AppStream.Model.UserSetting,

Amazon.AppStream. Model UserSetting, Amazon.AppStream.Model.UserSetting,
Amazon.AppStream.Model.UserSetting}
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« For API details, see CreateStack in AWS Tools for PowerShell Cmdlet Reference.

New-APSStreamingURL
The following code example shows how to use New-APSStreamingURL.
Tools for PowerShell

Example 1: This sample creates a streaming URL of Stack

New-APSStreamingURL -StackName SessionScriptTest -FleetName SessionScriptNew -UserId
TestUser

Output:

Expires StreamingURL

12/27/2019 12:43:37 PM https://appstream2.us-east-1.aws.amazon.com/authenticate?
parameters=eyJ0eXBlIjoiRUSEX1VTRVIiLCJ1leHBpcmVzIjoiMTU3NzQIMDYXNyIsImF3c@FjY291bnRIZCI6IjM5N

» For API details, see CreateStreamingURL in AWS Tools for PowerShell Cmdlet Reference.

New-APSUsageReportSubscription
The following code example shows how to use New-APSUsageReportSubscription.
Tools for PowerShell

Example 1: This sample enables AppStream Usage Reports

New-APSUsageReportSubscription

Output:

S3BucketName Schedule

appstream-logs-us-east-1-123456789012-sik2hnxe DAILY

» For API details, see CreateUsageReportSubscription in AWS Tools for PowerShell Cmdlet

Reference.
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New-APSUser
The following code example shows how to use New-APSUser.
Tools for PowerShell

Example 1: This sample creates a user in USERPOOL

New-APSUser -UserName Test@lab.com -AuthenticationType USERPOOL -FirstName 'kt' -
LastName 'aws' -Select ~UserName

Output:
Test@lab.com

» For API details, see CreateUser in AWS Tools for PowerShell Cmdlet Reference.

Register-APSFleet
The following code example shows how to use Register-APSFleet.
Tools for PowerShell

Example 1: This sample registers fleet with a stack
Register-APSFleet -StackName TestStack -FleetName TestFleet -Region us-west-2

« For API details, see AssociateFleet in AWS Tools for PowerShell Cmdlet Reference.

Register-APSUserStackBatch
The following code example shows how to use Register-APSUserStackBatch.
Tools for PowerShell

Example 1: This sample assigns stack to a user in USERPOOL

Register-APSUserStackBatch -UserStackAssociation
@{AuthenticationType="USERPOOL";SendEmailNotification=
$False;StackName="PowershellStack" ;UserName="TestUserl@lab.com"}
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« For API details, see BatchAssociateUserStack in AWS Tools for PowerShell Cmdlet Reference.

Remove-APSDirectoryConfig

The following code example shows how to use Remove-APSDirectoryConfig.

Tools for PowerShell
Example 1: This sample removes AppStream Directory configuration

Remove-APSDirectoryConfig -DirectoryName contoso.com
Output:

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-APSDirectoryConfig (DeleteDirectoryConfig)" on
target "contoso.com".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): A

» For API details, see DeleteDirectoryConfig in AWS Tools for PowerShell Cmdlet Reference.

Remove-APSFleet

The following code example shows how to use Remove-APSFleet.

Tools for PowerShell
Example 1: This sample removes deletes an AppStream fleet

Remove-APSFleet -Name TestFleet -Region us-west-2
Output:

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-APSFleet (DeleteFleet)" on target "TestFleet".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): A
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« For API details, see DeleteFleet in AWS Tools for PowerShell Cmdlet Reference.

Remove-APSImage

The following code example shows how to use Remove-APSImage.

Tools for PowerShell

Example 1: This sample deletes an Image

Remove-APSImage -Name TestImage -Region us-west-2

Output:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-APSImage (DeleteImage)" on target "TestImage".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is

"Y"): A
Applications : {3
AppstreamAgentVersion : LATEST
Arn : arn:aws:appstream:us-west-2:123456789012:image/
TestImage
BaseImageArn :
CreatedTime 2 12/27/2019 1:34:10 PM
Description
DisplayName : TestImage
ImageBuilderName
ImageBuilderSupported : True
ImagePermissions
Name : TestImage
Platform : WINDOWS
PublicBaseImageReleasedDate : 6/12/2018 12:00:00 AM
State : AVAILABLE
StateChangeReason :
Visibility : PRIVATE

« For API details, see Deletelmage in AWS Tools for PowerShell Cmdlet Reference.
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Remove-APSImageBuilder

The following code example shows how to use Remove-APSImageBuilder.

Tools for PowerShell

Example 1: This sample deletes an ImageBuilder

Remove-APSImageBuilder -Name TestIB -Region us-west-2

Output:

Confirm

Are you sure you want to perform this action?
Performing the operation "Remove-APSImageBuilder (DeleteImageBuilder)" on target

"TestIB".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): A

AccessEndpoints {3}

AppstreamAgentVersion 12-16-2019

Arn

arn:aws:appstream:us-west-2:123456789012:image-

builder/TestIB

CreatedTime 12/27/2019 11:39:24 AM

Description :

DisplayName : TestIB

DomainJoinInfo

EnableDefaultInternetAccess : True

IamRoleArn

ImageArn arn:aws:appstream:us-west-2::image/AppStream-
WinServer2012R2-12-12-2019

ImageBuilderErrors {3}

InstanceType : stream.standard.medium

Name : TestIB

NetworkAccessConfiguration : Amazon.AppStream.Model.NetworkAccessConfiguration
Platform : WINDOWS

State : DELETING

StateChangeReason :

VpcConfig : Amazon.AppStream.Model.VpcConfig

» For API details, see DeletelmageBuilder in AWS Tools for PowerShell Cmdlet Reference.
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Remove-APSImagePermission

The following code example shows how to use Remove-APSImagePermission.

Tools for PowerShell

Example 1: This sample removes permissions of an Image
Remove-APSImagePermission -Name Powershell -SharedAccountId 123456789012
Output:

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-APSImagePermission (DeleteImagePermissions)" on
target "Powershell".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): A

« For API details, see DeletelmagePermissions in AWS Tools for PowerShell Cmdlet Reference.

Remove-APSResourceTag

The following code example shows how to use Remove-APSResourceTag.

Tools for PowerShell

Example 1: This sample removes a resource tag from AppStream resource

Remove-APSResourceTag -ResourceArn arn:aws:appstream:us-east-1:123456789012:stack/
SessionScriptTest -TagKey StackState

Output:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-APSResourceTag (UntagResource)" on target
"arn:aws:appstream:us-east-1:123456789012:stack/SessionScriptTest".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): A
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» For API details, see UntagResource in AWS Tools for PowerShell Cmdlet Reference.

Remove-APSStack

The following code example shows how to use Remove-APSStack.

Tools for PowerShell

Example 1: This sample deletes a Stack

Remove-APSStack -Name TestStack -Region us-west-2

Output:

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-APSStack (DeleteStack)" on target "TestStack".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): A

» For API details, see DeleteStack in AWS Tools for PowerShell Cmdlet Reference.

Remove-APSUsageReportSubscription
The following code example shows how to use Remove-APSUsageReportSubscription.

Tools for PowerShell

Example 1: This sample disables AppStream Usage Report subscription

Remove-APSUsageReportSubscription

Output:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-APSUsageReportSubscription
(DeleteUsageReportSubscription)" on target "".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): A
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» For API details, see DeleteUsageReportSubscription in AWS Tools for PowerShell Cmdlet
Reference.

Remove-APSUser

The following code example shows how to use Remove-APSUser.

Tools for PowerShell

Example 1: This sample deletes a user from USERPOOL
Remove-APSUser -UserName TestUser@lab.com -AuthenticationType USERPOOL
Output:

Confirm
Are you sure you want to perform this action?
Performing the operation "Remove-APSUser (DeleteUser)" on target "TestUser@lab.com".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): A

» For API details, see DeleteUser in AWS Tools for PowerShell Cmdlet Reference.

Revoke-APSSession

The following code example shows how to use Revoke-APSSession.

Tools for PowerShell

Example 1: This sample revokes a session to AppStream fleet
Revoke-APSSession -SessionId 6cd2f9a3-f948-4aal-8014-8a7dcdels877

» For API details, see ExpireSession in AWS Tools for PowerShell Cmdlet Reference.

Start-APSFleet

The following code example shows how to use Start-APSFleet.
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Tools for PowerShell

Example 1: This sample starts a fleet
Start-APSFleet -Name PowershellFleet

« For API details, see StartFleet in AWS Tools for PowerShell Cmdlet Reference.

Start-APSImageBuilder
The following code example shows how to use Start-APSImageBuilder.
Tools for PowerShell

Example 1: This sample starts an ImageBuilder

Start-APSImageBuilder -Name TestImage

Output:
AccessEndpoints : {3
AppstreamAgentVersion : 06-19-2019

Arn

: arn:aws:appstream:us-east-1:123456789012:image-

builder/TestImage

CreatedTime : 1/14/2019 4:33:05 AM

Description

DisplayName : TestImage

DomainJoinInfo

EnableDefaultInternetAccess : False

TIamRoleArn

ImageArn : arn:aws:appstream:us-east-1::image/Base-Image-
Builder-05-02-2018

ImageBuilderErrors {}

InstanceType : stream.standard.large

Name : TestImage

NetworkAccessConfiguration : Amazon.AppStream.Model.NetworkAccessConfiguration
Platform : WINDOWS

State : PENDING

StateChangeReason

VpcConfig : Amazon.AppStream.Model.VpcConfig

« For API details, see StartlmageBuilder in AWS Tools for PowerShell Cmdlet Reference.
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Stop-APSFleet
The following code example shows how to use Stop-APSFleet.
Tools for PowerShell
Example 1: This sample stops a fleet
Stop-APSFleet -Name PowershellFleet
« For API details, see StopFleet in AWS Tools for PowerShell Cmdlet Reference.
Stop-APSImageBuilder
The following code example shows how to use Stop-APSImageBuilder.
Tools for PowerShell
Example 1: This sample stops an ImageBuilder
Stop-APSImageBuilder -Name TestImage
Output:
AccessEndpoints : {3
AppstreamAgentVersion : 06-19-2019
Arn : arn:aws:appstream:us-east-1:123456789012:1image-
builder/TestImage
CreatedTime : 1/14/2019 4:33:05 AM
Description
DisplayName : TestImage
DomainJoinInfo
EnableDefaultInternetAccess : False
IamRoleArn
ImageArn : arn:aws:appstream:us-east-1::image/Base-Image-
Builder-05-02-2018
ImageBuilderErrors {3}
InstanceType : stream.standard.large
Name : TestImage
NetworkAccessConfiguration : Amazon.AppStream.Model.NetworkAccessConfiguration
Platform : WINDOWS
State : STOPPING

Actions

155


https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

StateChangeReason :
VpcConfig : Amazon.AppStream.Model.VpcConfig

» For API details, see StoplmageBuilder in AWS Tools for PowerShell Cmdlet Reference.

Unregister-APSFleet

The following code example shows how to use Unregister-APSFleet.

Tools for PowerShell

Example 1: This sample unregisters a fleet from stack
Unregister-APSFleet -StackName TestStack -FleetName TestFleet -Region us-west-2

« For API details, see DisassociateFleet in AWS Tools for PowerShell Cmdlet Reference.

Unregister-APSUserStackBatch
The following code example shows how to use Unregister-APSUserStackBatch.
Tools for PowerShell

Example 1: This sample removes an user from an assigned Stack

Unregister-APSUserStackBatch -UserStackAssociation
@{AuthenticationType="USERPOOL";SendEmailNotification=
$False;StackName="PowershellStack" ;UserName="TestUserl@lab.com"}

» For API details, see BatchDisassociateUserStack in AWS Tools for PowerShell Cmdlet Reference.

Update-APSDirectoryConfig
The following code example shows how to use Update-APSDirectoryConfig.

Tools for PowerShell

Example 1: This sample updates the Directory configuration created in AppStream

Update-APSDirectoryConfig -ServiceAccountCredentials_AccountName contoso
\ServiceAccount -ServiceAccountCredentials_AccountPassword MyPassel$e#
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-DirectoryName contoso.com -OrganizationalUnitDistinguishedName
"OU=AppStreamNew, OU=Contoso,DC=Contoso, DC=com"

Output:

CreatedTime DirectoryName OrganizationalUnitDistinguishedNames
ServiceAccountCredentials

12/27/2019 3:50:02 PM contoso.com {OU=AppStreamNew, OU=Contoso,DC=Contoso, DC=com}
Amazon.AppStream.Model.ServiceAccountCredentials

» For API details, see UpdateDirectoryConfig in AWS Tools for PowerShell Cmdlet Reference.

Update-APSFleet
The following code example shows how to use Update-APSFleet.
Tools for PowerShell

Example 1: This sample updates properties of a fleet

Update-APSFleet -Name PowershellFleet -EnableDefaultInternetAccess $True -
DisconnectTimeoutInSecond 950

Output:
Arn : arn:aws:appstream:us-east-1:123456789012:fleet/
PowershellFleet
ComputeCapacityStatus : Amazon.AppStream.Model.ComputeCapacityStatus
CreatedTime : 4/24/2019 8:39:41 AM
Description : PowershellFleet
DisconnectTimeoutInSeconds : 950
DisplayName : PowershellFleet
DomainJoinInfo
EnableDefaultInternetAccess : True
FleetErrors : {3
FleetType : ON_DEMAND
IamRoleArn
IdleDisconnectTimeoutInSeconds : 900
ImageArn : arn:aws:appstream:us-east-1:123456789012:image/
Powershell
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ImageName : Powershell

InstanceType : stream.standard.medium
MaxUserDurationInSeconds : 57600

Name : PowershellFleet

State : STOPPED

VpcConfig : Amazon.AppStream.Model.VpcConfig

« For API details, see UpdateFleet in AWS Tools for PowerShell Cmdlet Reference.

Update-APSImagePermission
The following code example shows how to use Update-APSImagePermission.
Tools for PowerShell

Example 1: This sample shares an AppStream Image with other account

Update-APSImagePermission -Name Powershell -SharedAccountId 123456789012 -
ImagePermissions_AllowFleet $True -ImagePermissions_AllowImageBuilder $True

» For API details, see UpdatelmagePermissions in AWS Tools for PowerShell Cmdlet Reference.

Update-APSStack
The following code example shows how to use Update-APSStack.
Tools for PowerShell

Example 1: This sample updates(enables) Application settings persistence and Home Folders

on a Stack

Update-APSStack -Name PowershellStack -ApplicationSettings_Enabled $True
-ApplicationSettings_SettingsGroup PowershellStack -StorageConnector
@{ConnectorType="HOMEFOLDERS"}

Output:
AccessEndpoints : {3
ApplicationSettings : Amazon.AppStream.Model.ApplicationSettingsResponse
Arn : arn:aws:appstream:us-east-1:123456789012:stack/PowershellStack
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CreatedTime : 4/24/2019 8:49:29 AM

Description : PowershellStack

DisplayName : PowershellStack

EmbedHostDomains : {3

FeedbackURL :

Name : PowershellStack

RedirectURL :

StackErrors : {3

StorageConnectors : {Amazon.AppStream.Model.StorageConnector,

Amazon.AppStream.Model.StorageConnector}

UserSettings : {Amazon.AppStream.Model.UserSetting,
Amazon.AppStream.Model.UserSetting, Amazon.AppStream.Model.UserSetting,
Amazon.AppStream.Model.UserSetting}

» For API details, see UpdateStack in AWS Tools for PowerShell Cmdlet Reference.

Aurora examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with Aurora.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

« Actions

Actions

Get-RDSOxrderableDBInstanceOption
The following code example shows how to use Get-RDSOrderableDBInstanceOption.
Tools for PowerShell

Example 1: This example lists the DB engine versions that support a specific DB instance
class in an AWS Region.
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$params = @{
Engine = 'aurora-postgresql'
DBInstanceClass = 'db.r5.large’
Region = 'us-east-1'

}

Get-RDSOrderableDBInstanceOption @params

Example 2: This example lists the DB instance classes that are supported for a specific DB
engine version in an AWS Region.

$params = @{
Engine = 'aurora-postgresql'
EngineVersion = '13.6'
Region = 'us-east-1'

}

Get-RDSOrderableDBInstanceOption @params

« For API details, see DescribeOrderableDBInstanceOptions in AWS Tools for PowerShell Cmdlet
Reference.

Auto Scaling examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with Auto Scaling.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

o Actions

Actions

Add-ASLoadBalancer

The following code example shows how to use Add-ASLoadBalancer.

Auto Scaling 160


https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

Tools for PowerShell

Example 1: This example attaches the specified load balancer to the specified Auto Scaling
group.

Add-ASLoadBalancer -LoadBalancerName my-1lb -AutoScalingGroupName my-asg

» For API details, see AttachLoadBalancers in AWS Tools for PowerShell Cmdlet Reference.

Complete-ASLifecycleAction
The following code example shows how to use Complete-ASLifecycleAction.
Tools for PowerShell

Example 1: This example completes the specified lifecycle action.

Complete-ASLifecycleAction -LifecycleHookName myLifecycleHook -
AutoScalingGroupName my-asg -LifecycleActionResult CONTINUE -LifecycleActionToken
bcd2f1b8-9a78-44d3-8a7a-4dd07d7cf635

» For API details, see CompleteLifecycleAction in AWS Tools for PowerShell Cmdlet Reference.

Disable-ASMetricsCollection
The following code example shows how to use Disable-ASMetricsCollection.
Tools for PowerShell

Example 1: This example disables monitoring of the specified metrics for the specified Auto
Scaling group.

Disable-ASMetricsCollection -AutoScalingGroupName my-asg -Metric @("GroupMinSize",
"GroupMaxSize")

Example 2: This example disables monitoring of all metrics for the specified Auto Scaling
group.

Disable-ASMetricsCollection -AutoScalingGroupName my-asg
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» For API details, see DisableMetricsCollection in AWS Tools for PowerShell Cmdlet Reference.

Dismount-ASInstance
The following code example shows how to use Dismount-ASInstance.
Tools for PowerShell

Example 1: This example detaches the specified instance from the specified Auto
Scaling group and decreases the desired capacity so that Auto Scaling does not launch a
replacement instance.

Dismount-ASInstance -Instanceld i-93633f9b -AutoScalingGroupName my-asg -
ShouldDecrementDesiredCapacity $true

Output:
ActivityId : 06733445-ce94-4039-belb-b9f1866e276e
AutoScalingGroupName : my-asg
Cause : At 2015-11-20T22:34:59Z instance i-93633f9b was detached in

response to a user request, shrinking
the capacity from 2 to 1.

Description : Detaching EC2 instance: i-93633f9b

Details : {"Availability Zone":"us-west-2b", "Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 50

StartTime : 11/20/2015 2:34:59 PM

StatusCode : InProgress

StatusMessage

Example 2: This example detaches the specified instance from the specified Auto Scaling
group without decreasing the desired capacity. Auto Scaling launches a replacement
instance.

Dismount-ASInstance -Instanceld i-7bf746a2 -AutoScalingGroupName my-asg -
ShouldDecrementDesiredCapacity $false

Output:

ActivityId : f43a3cd4-d38c-4af7-9fe@-d76ec2307b6d
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AutoScalingGroupName : my-asg

Cause : At 2015-11-20T22:34:59Z instance i-7bf746a2 was detached in
response to a user request.

Description : Detaching EC2 instance: i-7bf746a2

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 50

StartTime : 11/20/2015 2:34:59 PM

StatusCode : InProgress

StatusMessage

» For API details, see Detachlinstances in AWS Tools for PowerShell Cmdlet Reference.

Dismount-ASLoadBalancer
The following code example shows how to use Dismount-ASLoadBalancer.
Tools for PowerShell

Example 1: This example detaches the specified load balancer from the specified Auto
Scaling group.

Dismount-ASLoadBalancer -LoadBalancerName my-1lb -AutoScalingGroupName my-asg

» For API details, see DetachLoadBalancers in AWS Tools for PowerShell Cmdlet Reference.

Enable-ASMetricsCollection
The following code example shows how to use Enable-ASMetricsCollection.
Tools for PowerShell

Example 1: This example enables monitoring of the specified metrics for the specified Auto
Scaling group.

Enable-ASMetricsCollection -Metric @("GroupMinSize", "GroupMaxSize") -
AutoScalingGroupName my-asg -Granularity 1Minute

Example 2: This example enables monitoring of all metrics for the specified Auto Scaling
group.
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Enable-ASMetricsCollection -AutoScalingGroupName my-asg -Granularity 1Minute

« For API details, see EnableMetricsCollection in AWS Tools for PowerShell Cmdlet Reference.

Entexr-ASStandby

The following code example shows how to use Enter-ASStandby.

Tools for PowerShell

Example 1: This example puts the specified instance into standby mode and decreases the
desired capacity so that Auto Scaling does not launch a replacement instance.

Enter-ASStandby -Instanceld i-93633f9b -AutoScalingGroupName my-asg -
ShouldDecrementDesiredCapacity $true

Output:
ActivityId : e36aba54-ced6-4df8-bd19-708e2a59a649
AutoScalingGroupName : my-asg
Cause : At 2015-11-22T15:48:06Z instance i-95b8484f was moved to

standby in response to a user request,
shrinking the capacity from 2 to 1.

Description : Moving EC2 instance to Standby: i-95b8484f

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 50

StartTime : 11/22/2015 7:48:06 AM

StatusCode : InProgress

StatusMessage

Example 2: This example puts the specified instance into standby mode without decreasing
the desired capacity. Auto Scaling launches a replacement instance.

Enter-ASStandby -Instanceld i-93633f9b -AutoScalingGroupName my-asg -
ShouldDecrementDesiredCapacity $false

Output:
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ActivityId : e36abab4-ced6-4df8-bd19-708e2a59a649

AutoScalingGroupName : my-asg

Cause : At 2015-11-22T15:48:06Z instance i-95b8484f was moved to
standby in response to a user request.

Description : Moving EC2 instance to Standby: i-95b8484f

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 50

StartTime : 11/22/2015 7:48:06 AM

StatusCode : InProgress

StatusMessage

« For API details, see EnterStandby in AWS Tools for PowerShell Cmdlet Reference.

Exit-ASStandby
The following code example shows how to use Exit-ASStandby.
Tools for PowerShell

Example 1: This example moves the specified instance out of standby mode.

Exit-ASStandby -Instanceld i-93633f9b -AutoScalingGroupName my-asg

Output:
ActivityId : 1833d3e8-e32f-454e-b731-0670ad4c6934
AutoScalingGroupName : my-asg
Cause : At 2015-11-22T15:51:217 instance i-95b8484f was moved out of

standby in response to a user
request, increasing the capacity from 1 to 2.

Description : Moving EC2 instance out of Standby: i-95b8484f

Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 30

StartTime . 11/22/2015 7:51:21 AM

StatusCode : PrelInService

StatusMessage

« For API details, see ExitStandby in AWS Tools for PowerShell Cmdlet Reference.
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Get-ASAccountLimit
The following code example shows how to use Get-ASAccountLimit.
Tools for PowerShell

Example 1: This example describes the Auto Scaling resource limits for your AWS account.
Get-ASAccountLimit
Output:

MaxNumberOfAutoScalingGroups : 20
MaxNumberOfLaunchConfigurations : 100

« For API details, see DescribeAccountLimits in AWS Tools for PowerShell Cmdlet Reference.

Get-ASAdjustmentType
The following code example shows how to use Get-ASAdjustmentType.
Tools for PowerShell

Example 1: This example describes the adjustment types that are supported by Auto Scaling.

Get-ASAdjustmentType
Output:

Type

ChangeInCapacity
ExactCapacity
PercentChangeInCapacity

» For API details, see DescribeAdjustmentTypes in AWS Tools for PowerShell Cmdlet Reference.

Get-ASAutoScalingGroup

The following code example shows how to use Get-ASAutoScalingGroup.
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Tools for PowerShell

Example 1: This example lists the names of your Auto Scaling groups.

Get-ASAutoScalingGroup | format-table -property AutoScalingGroupName

Output:

AutoScalingGroupName

Example 2: This example describes the specified Auto Scaling group.

Get-ASAutoScalingGroup -AutoScalingGroupName my-asg-1

Output:

AutoScalingGroupARN : arn:aws:autoscaling:us-
west-2:123456789012:autoScalingGroup:930d940e-891e-4781-alla-7b0acd480
f@3:autoScalingGroupName/my-asg-1

AutoScalingGroupName : my-asg-1
AvailabilityZones : {us-west-2b, us-west-2a}
CreatedTime : 3/1/2015 9:05:31 AM
DefaultCooldown : 300

DesiredCapacity : 2

EnabledMetrics : {3
HealthCheckGracePeriod : 300

HealthCheckType : EC2

Instances : {my-1c}
LaunchConfigurationName : my-1lc
LoadBalancerNames : {3

MaxSize : 0

MinSize 0

PlacementGroup

Status

SuspendedProcesses : {3
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Tags : {1
TerminationPolicies : {Default}
VPCZoneldentifier : subnet-e4f33493, subnet-5264e837

Example 3: This example describes the specified two Auto Scaling groups.

Get-ASAutoScalingGroup -AutoScalingGroupName @("my-asg-1", "my-asg-2")

Example 4: This example describes the Auto Scaling instances for the specified Auto Scaling
group.

(Get-ASAutoScalingGroup -AutoScalingGroupName my-asg-1).Instances
Example 5: This example describes all your Auto Scaling groups.

Get-ASAutoScalingGroup

Example 6: This example describes LaunchTemplate for the specified Auto Scaling group.
This example assumes that the "Instance purchase options" is set to "Adhere to launch
template". In case this option is set to "Combine purchase options and instance types",
LaunchTemplate could be accessed using "MixedinstancesPolicy.LaunchTemplate" property.

(Get-ASAutoScalingGroup -AutoScalingGroupName my-ag-1).LaunchTemplate

Output:

LaunchTemplateld LaunchTemplateName Version

1t-06095fd619cb40371 test-launch-template $Default

» For API details, see DescribeAutoScalingGroups in AWS Tools for PowerShell Cmdlet Reference.

Get-ASAutoScalingInstance
The following code example shows how to use Get-ASAutoScalingInstance.
Tools for PowerShell

Example 1: This example lists the IDs of your Auto Scaling instances.
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Get-ASAutoScalingInstance | format-table -property Instanceld

Output:

Instanceld

i-12345678
i-87654321
i-abcd1234

Example 2: This example describes the specified Auto Scaling instance.

Get-ASAutoScalingInstance -Instanceld i-12345678

Output:
AutoScalingGroupName : my-asg
AvailabilityZone : us-west-2b
HealthStatus : HEALTHY
Instanceld : 1-12345678
LaunchConfigurationName : my-1lc
LifecycleState : InService

Example 3: This example describes the specified two Auto Scaling instances.

Get-ASAutoScalingInstance -Instanceld @("i-12345678", "i-87654321")

Example 4: This example describes the Auto Scaling instances for the specified Auto Scaling
group.

(Get-ASAutoScalingGroup -AutoScalingGroupName my-asg).Instances | Get-
ASAutoScalingInstance

Example 5: This example describes all your Auto Scaling instances.
Get-ASAutoScalingInstance

» For API details, see DescribeAutoScalinglnstances in AWS Tools for PowerShell Cmdlet
Reference.
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Get-ASAutoScalingNotificationType
The following code example shows how to use Get-ASAutoScalingNotificationType.
Tools for PowerShell

Example 1: This example lists the notification types that are supported by Auto Scaling.

Get-ASAutoScalingNotificationType

Output:

autoscaling:EC2_INSTANCE_LAUNCH
autoscaling:EC2_INSTANCE_LAUNCH_ERROR
autoscaling:EC2_INSTANCE_TERMINATE
autoscaling:EC2_INSTANCE_TERMINATE_ERROR
autoscaling:TEST_NOTIFICATION

» For API details, see DescribeAutoScalingNotificationTypes in AWS Tools for PowerShell Cmdlet
Reference.

Get-ASLaunchConfiguration
The following code example shows how to use Get-ASLaunchConfiguration.
Tools for PowerShell

Example 1: This example lists the names of your launch configurations.

Get-ASLaunchConfiguration | format-table -property LaunchConfigurationName

Output:

LaunchConfigurationName
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Example 2: This example describes the specified launch configuration.

Get-ASLaunchConfiguration -LaunchConfigurationName my-lc-1

Output:
AssociatePublicIpAddress : True
BlockDeviceMappings . {/dev/xvda}
ClassiclLinkVPCId
ClassiclLinkVPCSecurityGroups : {3}
CreatedTime 1 12/12/2014 3:22:08 PM
EbsOptimized : False
IamInstanceProfile :
Imageld : ami-043a5034
InstanceMonitoring : Amazon.AutoScaling.Model.InstanceMonitoring
InstanceType : t2.micro
Kernelld
KeyName
LaunchConfigurationARN : arn:aws:autoscaling:us-

west-2:123456789012:1launchConfiguration:7e5f31e4-693b-4604-9322-
e6f68d7fafad:launchConfigurationName/my-1c-1

LaunchConfigurationName : my-lc-1

PlacementTenancy

RamdiskId :

SecurityGroups : {sg-67ef0308}

SpotPrice :

UserData

Example 3: This example describes the specified two launch configurations.
Get-ASLaunchConfiguration -LaunchConfigurationName @("my-1c-1", "my-1lc-2")

Example 4: This example describes all your launch configurations.
Get-ASLaunchConfiguration

» For API details, see DescribeLaunchConfigurations in AWS Tools for PowerShell Cmdlet
Reference.
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Get-ASLifecycleHook
The following code example shows how to use Get-ASLifecycleHook.
Tools for PowerShell

Example 1: This example describes the specified lifecycle hook.

Get-ASLifecycleHook -AutoScalingGroupName my-asg -LifecycleHookName myLifecycleHook

Output:
AutoScalingGroupName : my-asg
DefaultResult : ABANDON
GlobalTimeout : 172800
HeartbeatTimeout : 3600
LifecycleHookName : myLifecycleHook
LifecycleTransition : auto-scaling:EC2_INSTANCE_LAUNCHING

NotificationMetadata
NotificationTargetARN : arn:aws:sns:us-west-2:123456789012:my-topic
RoleARN : arn:aws:iam::123456789012:ro0le/my-iam-role

Example 2: This example describes all lifecycle hooks for the specified Auto Scaling group.
Get-ASLifecycleHook -AutoScalingGroupName my-asg

Example 3: This example describes all lifecycle hooks for all your Auto Scaling groups.
Get-ASLifecycleHook

» For API details, see DescribeLifecycleHooks in AWS Tools for PowerShell Cmdlet Reference.

Get-ASLifecycleHookType
The following code example shows how to use Get-ASLifecycleHookType.
Tools for PowerShell

Example 1: This example lists the lifecycle hook types supported by Auto Scaling.

Get-ASLifecycleHookType
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Output:

autoscaling:EC2_INSTANCE_LAUNCHING
auto-scaling:EC2_INSTANCE_TERMINATING

» For API details, see DescribeLifecycleHookTypes in AWS Tools for PowerShell Cmdlet Reference.

Get-ASLoadBalancer
The following code example shows how to use Get-ASLoadBalancer.
Tools for PowerShell

Example 1: This example describes the load balancers for the specified Auto Scaling group.

Get-ASLoadBalancer -AutoScalingGroupName my-asg

Output:
LoadBalancerName State
my-1b Added

« For API details, see DescribeLoadBalancers in AWS Tools for PowerShell Cmdlet Reference.

Get-ASMetricCollectionType
The following code example shows how to use Get-ASMetricCollectionType.
Tools for PowerShell

Example 1: This example lists the metric collection types that are supported by Auto
Scaling.

(Get-ASMetricCollectionType).Metrics

Output:

Metric
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GroupMinSize

GroupMaxSize
GroupDesiredCapacity
GroupInServiceInstances
GroupPendingInstances
GroupTerminatingInstances
GroupStandbyInstances
GroupTotalInstances

Example 2: This example lists the corresponding granularities.

(Get-ASMetricCollectionType).Granularities

Output:

Granularity

1Minute

» For API details, see DescribeMetricCollectionTypes in AWS Tools for PowerShell Cmdlet
Reference.

Get-ASNotificationConfiguration
The following code example shows how to use Get-ASNotificationConfiguration.
Tools for PowerShell

Example 1: This example describes the notification actions associated with the specified
Auto Scaling group.

Get-ASNotificationConfiguration -AutoScalingGroupName my-asg | format-list

Output:

AutoScalingGroupName : my-asg
NotificationType : auto-scaling:EC2_INSTANCE_LAUNCH
TopicARN : arn:aws:sns:us-west-2:123456789012:my-topic

AutoScalingGroupName : my-asg
NotificationType : auto-scaling:EC2_INSTANCE_TERMINATE
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TopicARN : arn:aws:sns:us-west-2:123456789012:my-topic

Example 2: This example describes the notification actions associated with all your Auto
Scaling groups.

Get-ASNotificationConfiguration

» For API details, see DescribeNotificationConfigurations in AWS Tools for PowerShell Cmdlet
Reference.

Get-ASPolicy
The following code example shows how to use Get-ASPolicy.
Tools for PowerShell

Example 1: This example describes all policies for the specified Auto Scaling group.

Get-ASPolicy -AutoScalingGroupName my-asg

Output:
AdjustmentType : ChangeInCapacity
Alarms : {3
AutoScalingGroupName : my-asg
Cooldown : 0

EstimatedInstanceWarmup : 0

MetricAggregationType

MinAdjustmentMagnitude : 0

MinAdjustmentStep 1 0

PolicyARN : arn:aws:auto-scaling:us-

west-2:123456789012: scallngPollcy aa3836ab-5462-42c7-adab-el1d769fc24ef
:autoScalingGroupName/my-asg:policyName/myScaleInPolicy

PolicyName : myScalelInPolicy
PolicyType : SimpleScaling
ScalingAdjustment : -1
StepAdjustments : {3

Example 2: This example describes the specified policies for the specified Auto Scaling
group.
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Get-ASPolicy -AutoScalingGroupName my-asg -PolicyName @("myScaleOutPolicy",
"myScaleInPolicy")

Example 3: This example describes all policies for all your Auto Scaling groups.

Get-ASPolicy

« For API details, see DescribePolicies in AWS Tools for PowerShell Cmdlet Reference.

Get-ASScalingActivity
The following code example shows how to use Get-ASScalingActivity.
Tools for PowerShell

Example 1: This example describes the scaling activities for the last six weeks for the
specified Auto Scaling group.

Get-ASScalingActivity -AutoScalingGroupName my-asg

Output:
ActivityId : 063308ae-aa22-4a9b-94f4-9fae4EXAMPLE
AutoScalingGroupName : my-asg
Cause : At 2015-11-22T15:45:16Z a user request explicitly set group

desired capacity changing the desired

capacity from 1 to 2. At 2015-11-22T15:45:34Z an instance
was started in response to a difference

between desired and actual capacity, increasing the capacity

from 1 to 2.
Description : Launching a new EC2 instance: i-26e715fc
Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}
EndTime : 11/22/2015 7:46:09 AM
Progress : 100
StartTime : 11/22/2015 7:45:35 AM
StatusCode : Successful
StatusMessage
ActivityId : €e719997-086d-4c73-a2f1-ab703EXAMPLE
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AutoScalingGroupName : my-asg
Cause : At 2015-11-20T22:57:53Z a user request created an
AutoScalingGroup changing the desired capacity
from @ to 1. At 2015-11-20T22:57:58Z an instance was
started in response to a difference betwe
en desired and actual capacity, increasing the capacity from

0 to 1.
Description : Launching a new EC2 instance: i-93633f9b
Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}
EndTime : 11/20/2015 2:58:32 PM
Progress : 100
StartTime : 11/20/2015 2:57:59 PM
StatusCode : Successful
StatusMessage

Example 2: This example describes the specified scaling activity.

Get-ASScalingActivity -ActivityId "063308ae-aa22-4a9b-94f4-9fae4EXAMPLE"

Example 3: This example describes the scaling activities for the last six weeks for all your
Auto Scaling groups.

Get-ASScalingActivity

« For API details, see DescribeScalingActivities in AWS Tools for PowerShell Cmdlet Reference.

Get-ASScalingProcessType
The following code example shows how to use Get-ASScalingProcessType.
Tools for PowerShell

Example 1: This example lists the process types that are supported by Auto Scaling.

Get-ASScalingProcessType

Output:

ProcessName
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AZRebalance
AddToLoadBalancer
AlarmNotification
HealthCheck
Launch
ReplaceUnhealthy
ScheduledActions
Terminate

» For API details, see DescribeScalingProcessTypes in AWS Tools for PowerShell Cmdlet

Reference.

Get-ASScheduledAction
The following code example shows how to use Get-ASScheduledAction.
Tools for PowerShell

Example 1: This example describes the scheduled scaling actions for the specified Auto
Scaling group.

Get-ASScheduledAction -AutoScalingGroupName my-asg

Output:

AutoScalingGroupName : my-asg

DesiredCapacity : 10

EndTime :

MaxSize

MinSize

Recurrence :

ScheduledActionARN : arn:aws:autoscaling:us-

west-2:123456789012:scheduledUpdateGroupAction:8a4c5f24-6ec6-4306-a2dd-f7
2c3af3a4d6:autoScalingGroupName/my-asg:scheduledActionName/

myScheduledAction

ScheduledActionName : myScheduledAction
StartTime : 11/30/2015 8:00:00 AM
Time : 11/30/2015 8:00:00 AM

Example 2: This example describes the specified scheduled scaling actions.
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Get-ASScheduledAction -ScheduledActionName @("myScheduledScaleOut",
"myScheduledScaleIn")

Example 3: This example describes the scheduled scaling actions that start by the specified
time.

Get-ASScheduledAction -StartTime "2015-12-01T08:00:00Z"

Example 4: This example describes the scheduled scaling actions that end by the specified
time.

Get-ASScheduledAction -EndTime "2015-12-30T08:00:00Z"

Example 5: This example describes the scheduled scaling actions for all your Auto Scaling
groups.

Get-ASScheduledAction

« For API details, see DescribeScheduledActions in AWS Tools for PowerShell Cmdlet Reference.

Get-ASTag
The following code example shows how to use Get-ASTag.
Tools for PowerShell

Example 1: This example describes the tags with a key value of either 'myTag' or 'myTag2'.
The possible values for the filter name are 'auto-scaling-group’, 'key', 'value’, and
'propagate-at-launch'. The syntax used by this example requires PowerShell version 3 or
later.

Get-ASTag -Filter @( @{ Name="key"; Values=@("myTag", "myTag2") } )
Output:

Key : myTag2
PropagateAtLaunch : True
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Resourceld : my-asg
ResourceType : auto-scaling-group
Value : myTagValue2

Key : myTag
PropagateAtLaunch : True

Resourceld : my-asg
ResourceType : auto-scaling-group
Value : myTagValue

Example 2: With PowerShell version 2, you must use New-Object to create the filter for the
Filter parameter.

$keys = New-Object string[] 2

$keys[@] = "myTag"

$keys[1] = "myTag2"

$filter = New-Object Amazon.AutoScaling.Model.Filter
$filter.Name = "key"

$filter.Values = $keys

Get-ASTag -Filter @( $filter )

Example 3: This example describes all tags for all your Auto Scaling groups.
Get-ASTag

« For API details, see DescribeTags in AWS Tools for PowerShell Cmdlet Reference.

Get-ASTerminationPolicyType
The following code example shows how to use Get-ASTerminationPolicyType.
Tools for PowerShell

Example 1: This example lists the termination policies that are supported by Auto Scaling.

Get-ASTerminationPolicyType

Output:

ClosestToNextInstanceHour
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Default

NewestInstance
OldestInstance
OldestLaunchConfiguration

 For API details, see DescribeTerminationPolicyTypes in AWS Tools for PowerShell Cmdlet
Reference.

Mount-ASInstance
The following code example shows how to use Mount-ASInstance.
Tools for PowerShell

Example 1: This example attaches the specified instance to the specified Auto Scaling group.
Auto Scaling automatically increases the desired capacity of the Auto Scaling group.

Mount-ASInstance -Instanceld i-93633f9b -AutoScalingGroupName my-asg

« For API details, see Attachlnstances in AWS Tools for PowerShell Cmdlet Reference.

New-ASAutoScalingGroup
The following code example shows how to use New-ASAutoScalingGroup.
Tools for PowerShell

Example 1: This example creates an Auto Scaling group with the specified name and
attributes. The default desired capacity is the minimum size. Therefore, this Auto Scaling
group launches two instances, one in each of the specified two Availability Zones.

New-ASAutoScalingGroup -AutoScalingGroupName my-asg -LaunchConfigurationName my-lc -
MinSize 2 -MaxSize 6 -AvailabilityZone @("us-west-2a", "us-west-2b")

« For API details, see CreateAutoScalingGroup in AWS Tools for PowerShell Cmdlet Reference.

New-ASLaunchConfiguration

The following code example shows how to use New-ASLaunchConfiguration.
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Tools for PowerShell

Example 1: This example creates a launch configuration named 'my-Ic'. The EC2 instances
launched by Auto Scaling groups that use this launch configuration use specified instance
type, AMI, security group, and 1AM role.

New-ASLaunchConfiguration -LaunchConfigurationName my-1lc -InstanceType "m3.medium" -
ImageId "ami-12345678" -SecurityGroup "sg-12345678" -IamInstanceProfile "myIamRole"

» For API details, see CreateLaunchConfiguration in AWS Tools for PowerShell Cmdlet Reference.

Remove-ASAutoScalingGroup
The following code example shows how to use Remove-ASAutoScalingGroup.
Tools for PowerShell

Example 1: This example deletes the specified Auto Scaling group if it has no running
instances. You are prompted for confirmation before the operation proceeds.

Remove-ASAutoScalingGroup -AutoScalingGroupName my-asg

Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ASAutoScalingGroup (DeleteAutoScalingGroup)" on Target
"my-asg".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

Example 2: If you specify the Force parameter, you are not prompted for confirmation
before the operation proceeds.

Remove-ASAutoScalingGroup -AutoScalingGroupName my-asg -Force

Example 3: This example deletes the specified Auto Scaling group and terminates any
running instances that it contains.

Remove-ASAutoScalingGroup -AutoScalingGroupName my-asg -ForceDelete $true -Force
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» For API details, see DeleteAutoScalingGroup in AWS Tools for PowerShell Cmdlet Reference.

Remove-ASLaunchConfiguration
The following code example shows how to use Remove-ASLaunchConfiguration.

Tools for PowerShell

Example 1: This example deletes the specified launch configuration if it is not attached to an
Auto Scaling group. You are prompted for confirmation before the operation proceeds.

Remove-ASLaunchConfiguration -LaunchConfigurationName my-1c
Output:
Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ASLaunchConfiguration (DeletelLaunchConfiguration)" on
Target "my-1lc".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

Example 2: If you specify the Force parameter, you are not prompted for confirmation
before the operation proceeds.

Remove-ASLaunchConfiguration -LaunchConfigurationName my-lc -Force

 For API details, see DeleteLaunchConfiguration in AWS Tools for PowerShell Cmdlet Reference.

Remove-ASLifecycleHook
The following code example shows how to use Remove-ASLifecycleHook.

Tools for PowerShell

Example 1: This example deletes the specified lifecycle hook for the specified Auto Scaling
group. You are prompted for confirmation before the operation proceeds.

Remove-ASLifecycleHook -AutoScalingGroupName my-asg -LifecycleHookName
myLifecycleHook
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Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ASLifecycleHook (DeleteLifecycleHook)" on Target

"myLifecycleHook".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is

IIYII ) :

Example 2: If you specify the Force parameter, you are not prompted for confirmation
before the operation proceeds.

Remove-ASLifecycleHook -AutoScalingGroupName my-asg -LifecycleHookName
myLifecycleHook -Force

» For API details, see DeleteLifecycleHook in AWS Tools for PowerShell Cmdlet Reference.

Remove-ASNotificationConfiguration

The following code example shows how to use Remove-ASNotificationConfiguration.

Tools for PowerShell

Example 1: This example deletes the specified notification action. You are prompted for
confirmation before the operation proceeds.

Remove-ASNotificationConfiguration -AutoScalingGroupName my-asg -TopicARN
"arn:aws:sns:us-west-2:123456789012:my-topic"

Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-ASNotificationConfiguration
(DeleteNotificationConfiguration)" on Target

"arn:aws:sns:us-west-2:123456789012:my-topic".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

Example 2: If you specify the Force parameter, you are not prompted for confirmation
before the operation proceeds.
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Remove-ASNotificationConfiguration -AutoScalingGroupName my-asg -TopicARN
"arn:aws:sns:us-west-2:123456789012:my-topic" -Force

» For API details, see DeleteNotificationConfiguration in AWS Tools for PowerShell Cmdlet
Reference.

Remove-ASPolicy

The following code example shows how to use Remove-ASPolicy.

Tools for PowerShell

Example 1: This example deletes the specified policy for the specified Auto Scaling group.

You are prompted for confirmation before the operation proceeds.
Remove-ASPolicy -AutoScalingGroupName my-asg -PolicyName myScalelInPolicy

Output:

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-ASPolicy (DeletePolicy)" on Target "myScaleInPolicy".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

Example 2: If you specify the Force parameter, you are not prompted for confirmation
before the operation proceeds.

Remove-ASPolicy -AutoScalingGroupName my-asg -PolicyName myScalelInPolicy -Force

« For API details, see DeletePolicy in AWS Tools for PowerShell Cmdlet Reference.

Remove-ASScheduledAction
The following code example shows how to use Remove-ASScheduledAction.

Tools for PowerShell

Example 1: This example deletes the specified scheduled action for the specified Auto
Scaling group. You are prompted for confirmation before the operation proceeds.
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Remove-ASScheduledAction -AutoScalingGroupName my-asg -ScheduledAction
"myScheduledAction"

Output:

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-ASScheduledAction (DeleteScheduledAction)" on Target

"myScheduledAction".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

Example 2: If you specify the Force parameter, you are not prompted for confirmation
before the operation proceeds.

Remove-ASScheduledAction -AutoScalingGroupName my-asg -ScheduledAction
"myScheduledAction" -Force

« For API details, see DeleteScheduledAction in AWS Tools for PowerShell Cmdlet Reference.

Remove-ASTag

The following code example shows how to use Remove-ASTag.

Tools for PowerShell

Example 1: This example removes the specified tag from the specified Auto Scaling group.
You are prompted for confirmation before the operation proceeds. The syntax used by this
example requires PowerShell version 3 or later.

Remove-ASTag -Tag @( @{ResourceType="auto-scaling-group"; Resourceld="my-asg";
Key="myTag" } )

Output:

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-ASTag (DeleteTags)" on target
"Amazon.AutoScaling.Model.Tag".
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[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

Example 2: If you specify the Force parameter, you are not prompted for confirmation
before the operation proceeds.

Remove-ASTag -Tag @( @{ResourceType="auto-scaling-group"; ResourceId="my-asg";
Key="myTag" } ) -Force

Example 3: With Powershell version 2, you must use New-Object to create the tag for the
Tag parameter.

$tag = New-Object Amazon.AutoScaling.Model.Tag
$tag.ResourceType = "auto-scaling-group"
$tag.Resourceld = "my-asg"

$tag.Key = "myTag"

Remove-ASTag -Tag $tag -Force

« For API details, see DeleteTags in AWS Tools for PowerShell Cmdlet Reference.

Resume-ASProcess

The following code example shows how to use Resume-ASProcess.

Tools for PowerShell

Example 1: This example resumes the specified Auto Scaling process for the specified Auto
Scaling group.

Resume-ASProcess -AutoScalingGroupName my-asg -ScalingProcess "AlarmNotification"

Example 2: This example resumes all suspended Auto Scaling processes for the specified
Auto Scaling group.

Resume-ASProcess -AutoScalingGroupName my-asg

» For API details, see ResumeProcesses in AWS Tools for PowerShell Cmdlet Reference.
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Set-ASDesiredCapacity

The following code example shows how to use Set-ASDesiredCapacity.

Tools for PowerShell

Example 1: This example sets the size of the specified Auto Scaling group.

Set-ASDesiredCapacity -AutoScalingGroupName my-asg -DesiredCapacity 2

Example 2: This example sets the size of the specified Auto Scaling group and waits for the
cooldown period to complete before scaling to the new size.

Set-ASDesiredCapacity -AutoScalingGroupName my-asg -DesiredCapacity 2 -HonorCooldown
$true

 For API details, see SetDesiredCapacity in AWS Tools for PowerShell Cmdlet Reference.

Set-ASInstanceHealth
The following code example shows how to use Set-ASInstanceHealth.

Tools for PowerShell

Example 1: This example sets the status of the specified instance to 'Unhealthy’, taking it out
of service. Auto Scaling terminates and replaces the instance.

Set-ASInstanceHealth -HealthStatus Unhealthy -InstanceId i-93633f9b

Example 2: This example sets the status of the specified instance to 'Healthy', keeping it in
service. Any health check grace period for the Auto Scaling group is not honored.

Set-ASInstanceHealth -HealthStatus Healthy -Instanceld i-93633f9b -
ShouldRespectGracePeriod $false

« For API details, see SetIinstanceHealth in AWS Tools for PowerShell Cmdlet Reference.

Set-ASInstanceProtection

The following code example shows how to use Set-ASInstanceProtection.
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Tools for PowerShell

Example 1: This example enables instance protection for the specified instance.

Set-ASInstanceProtection -AutoScalingGroupName my-asg -Instanceld i-12345678 -
ProtectedFromScaleIn $true

Example 2: This example disables instance protection for the specified instance.

Set-ASInstanceProtection -AutoScalingGroupName my-asg -Instanceld i-12345678 -
ProtectedFromScaleIn $false

« For API details, see SetInstanceProtection in AWS Tools for PowerShell Cmdlet Reference.

Set-ASTag
The following code example shows how to use Set-ASTag.
Tools for PowerShell

Example 1: This example adds a single tag to the specified Auto Scaling group. The tag
key is 'myTag' and the tag value is 'myTagValue'. Auto Scaling propagates this tag to the
subsequent EC2 instances launched by the Auto Scaling group. The syntax used by this
example requires PowerShell version 3 or later.

Set-ASTag -Tag @( @{ResourceType="auto-scaling-group"; Resourceld="my-asg";
Key="myTag"; Value="myTagValue"; PropagateAtLaunch=$true} )

Example 2: With PowerShell version 2, you must use New-Object to create the tag for the
Tag parameter.

$tag = New-Object Amazon.AutoScaling.Model.Tag
$tag.ResourceType = "auto-scaling-group"
$tag.Resourceld = "my-asg"

$tag.Key = "myTag"

$tag.value = "myTagValue"
$tag.PropagateAtLaunch = $true

Set-ASTag -Tag $tag

» For API details, see CreateOrUpdateTags in AWS Tools for PowerShell Cmdlet Reference.
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Start-ASPolicy

The following code example shows how to use Start-ASPolicy.

Tools for PowerShell

Example 1: This example executes the specified policy for the specified Auto Scaling group.

Start-ASPolicy -AutoScalingGroupName my-asg -PolicyName "myScaleInPolicy"

Example 2: This example executes the specified policy for the specified Auto Scaling group,
after waiting for the cooldown period to complete.

Start-ASPolicy -AutoScalingGroupName my-asg -PolicyName "myScaleInPolicy" -
HonorCooldown $true

» For API details, see ExecutePolicy in AWS Tools for PowerShell Cmdlet Reference.

Stop-ASInstanceInAutoScalingGroup
The following code example shows how to use Stop-ASInstanceInAutoScalingGroup.
Tools for PowerShell

Example 1: This example terminates the specified instance and decreases the desired
capacity of its Auto Scaling group so that Auto Scaling does not launch a replacement
instance.

Stop-ASInstanceInAutoScalingGroup -Instanceld i-93633f9b -
ShouldDecrementDesiredCapacity $true

Output:
ActivityId 1 2e40d9bd-1902-444c-abf3-6ea0002efdch
AutoScalingGroupName :
Cause : At 2015-11-22T16:09:03Z instance i-93633f9b was taken out of

service in response to a user
request, shrinking the capacity from 2 to 1.
Description : Terminating EC2 instance: i1-93633f9b
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Details : {"Availability Zone":"us-west-2b","Subnet
ID":"subnet-5264e837"}

EndTime :

Progress 1 0

StartTime : 11/22/2015 8:09:03 AM

StatusCode : InProgress

StatusMessage

Example 2: This example terminates the specified instance without decreasing the desired
capacity of its Auto Scaling group. Auto Scaling launches a replacement instance.

Stop-ASInstanceInAutoScalingGroup -Instanceld i-93633f9b -
ShouldDecrementDesiredCapacity $false

Output:

ActivityId 1 2e40d9bd-1902-444c-abf3-6ea0002efdc5

AutoScalingGroupName :

Cause : At 2015-11-22T16:09:03Z instance i-93633f9b was taken out of
service in response to a user

request.

Description : Terminating EC2 instance: i1-93633f9b

Details : {"Availability Zone":"us-west-2b", "Subnet
ID":"subnet-5264e837"}

EndTime :

Progress : 0

StartTime : 11/22/2015 8:09:03 AM

StatusCode : InProgress

StatusMessage

» For API details, see TerminatelnstancelnAutoScalingGroup in AWS Tools for PowerShell Cmdlet
Reference.

Suspend-ASProcess
The following code example shows how to use Suspend-ASProcess.
Tools for PowerShell

Example 1: This example suspends the specified Auto Scaling process for the specified Auto
Scaling group.
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Suspend-ASProcess -AutoScalingGroupName my-asg -ScalingProcess "AlarmNotification"

Example 2: This example suspends all Auto Scaling processes for the specified Auto Scaling
group.

Suspend-ASProcess -AutoScalingGroupName my-asg

» For API details, see SuspendProcesses in AWS Tools for PowerShell Cmdlet Reference.

Update-ASAutoScalingGroup
The following code example shows how to use Update-ASAutoScalingGroup.
Tools for PowerShell

Example 1: This example updates the minimum and maximum size of the specified Auto
Scaling group.

Update-ASAutoScalingGroup -AutoScalingGroupName my-asg -MaxSize 5 -MinSize 1

Example 2: This example updates the default cooldown period of the specified Auto Scaling
group.

Update-ASAutoScalingGroup -AutoScalingGroupName my-asg -DefaultCooldown 10
Example 3: This example updates the Availability Zones of the specified Auto Scaling group.

Update-ASAutoScalingGroup -AutoScalingGroupName my-asg -AvailabilityZone @("us-
west-2a", "us-west-2b")

Example 4: This example updates the specified Auto Scaling group to use Elastic Load
Balancing health checks.

Update-ASAutoScalingGroup -AutoScalingGroupName my-asg -HealthCheckType ELB -
HealthCheckGracePeriod 60

» For API details, see UpdateAutoScalingGroup in AWS Tools for PowerShell Cmdlet Reference.
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Write-ASLifecycleActionHeartbeat

The following code example shows how to use Write-ASLifecycleActionHeartbeat.

Tools for PowerShell

Example 1: This example records a heartbeat for the specified lifecycle action. This keeps
the instance in a pending state until you complete the custom action.

Write-ASLifecycleActionHeartbeat -AutoScalingGroupName my-asg -LifecycleHookName
myLifecycleHook -LifecycleActionToken bcd2f1b8-9a78-44d3-8a7a-4dd@7d7cf635

» For API details, see RecordLifecycleActionHeartbeat in AWS Tools for PowerShell Cmdlet
Reference.

Write-ASLifecycleHook
The following code example shows how to use Write-ASLifecycleHook.

Tools for PowerShell

Example 1: This example adds the specified lifecycle hook to the specified Auto Scaling
group.

Write-ASLifecycleHook -AutoScalingGroupName my-asg -LifecycleHookName
"myLifecycleHook" -LifecycleTransition "autoscaling:EC2_INSTANCE_LAUNCHING" -
NotificationTargetARN "arn:aws:sns:us-west-2:123456789012:my-sns-topic" -RoleARN

"arn:aws:iam::123456789012:role/my-iam-role"

» For API details, see PutLifecycleHook in AWS Tools for PowerShell Cmdlet Reference.

Write-ASNotificationConfiguration

The following code example shows how to use Write-ASNotificationConfiguration.

Tools for PowerShell

Example 1: This example configures the specified Auto Scaling group to send a notification
to the specified SNS topic when it launches EC2 instances.
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Write-ASNotificationConfiguration -AutoScalingGroupName my-asg -NotificationType
"autoscaling:EC2_INSTANCE_LAUNCH" -TopicARN "arn:aws:sns:us-west-2:123456789012:my-
topic"

Example 2: This example configures the specified Auto Scaling group to send a notification
to the specified SNS topic when it launches or terminates EC2 instances.

Write-ASNotificationConfiguration -AutoScalingGroupName my-asg -NotificationType
@("autoscaling:EC2_INSTANCE_LAUNCH", "autoscaling:EC2_INSTANCE_TERMINATE") -
TopicARN "arn:aws:sns:us-west-2:123456789012:my-topic"

» For API details, see PutNotificationConfiguration in AWS Tools for PowerShell Cmdlet
Reference.

Write-ASScalingPolicy
The following code example shows how to use Write-ASScalingPolicy.

Tools for PowerShell

Example 1: This example adds the specified policy to the specified Auto Scaling group. The
specified adjustment type determines how to interpret the ScalingAdjustment parameter.

With 'ChangelnCapacity’, a positive value increases the capacity by the specified number of
instances and a negative value decreases the capacity by the specified number of instances.

Write-ASScalingPolicy -AutoScalingGroupName my-asg -AdjustmentType
"ChangeInCapacity" -PolicyName "myScaleInPolicy" -ScalingAdjustment -1

Output:

arn:aws:autoscaling:us-west-2:123456789012:scalingPolicy:aa3836ab-5462-42c7-adab-
eld769fc24ef:autoScalingGroupName/my-asg
:policyName/myScaleInPolicy

» For API details, see PutScalingPolicy in AWS Tools for PowerShell Cmdlet Reference.

Write-ASScheduledUpdateGroupAction

The following code example shows how to use Write-ASScheduledUpdateGroupAction.
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Tools for PowerShell

Example 1: This example creates or updates a one-time scheduled action to change the
desired capacity at the specified start time.

Write-ASScheduledUpdateGroupAction -AutoScalingGroupName my-asg -ScheduledActionName
"myScheduledAction" -StartTime "2015-12-01T00:00:00Z" -DesiredCapacity 10

« For API details, see PutScheduledUpdateGroupAction in AWS Tools for PowerShell Cmdlet
Reference.

AWS Budgets examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with AWS Budgets.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

« Actions

Actions

New-BGTBudget

The following code example shows how to use New-BGTBudget.
Tools for PowerShell

Example 1: Creates a new budget with the specified budgetary and time constraints with
email notifications.

$notification = @{
NotificationType = "ACTUAL"
ComparisonOperator = "GREATER_THAN"
Threshold = 80
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}

$addressObject = @{
Address = @("user@domain.com")
SubscriptionType = "EMAIL"

$subscriber = New-Object Amazon.Budgets.Model.NotificationWithSubscribers
$subscriber.Notification = $notification
$subscriber.Subscribers.Add($addressObject)

$startDate = [datetime]::new(2017,09,25)
$endDate = [datetime]::new(2017,10,25)

New-BGTBudget -Budget_BudgetName "Tester" -Budget_BudgetType COST -
CostTypes_IncludeTax $true -Budget_TimeUnit MONTHLY -BudgetlLimit_Unit USD -
TimePeriod_Start $startDate -TimePeriod_End $endDate -AccountId 123456789012 -
BudgetLimit_Amount 200 -NotificationsWithSubscriber $subscriber

» For API details, see CreateBudget in AWS Tools for PowerShell Cmdlet Reference.

AWS Cloud9 examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with AWS Cloud9.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics
e Actions
Actions

Get-C9EnvironmentData

The following code example shows how to use Get-C9EnvironmentData.
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Tools for PowerShell

Example 1: This example gets information about the specified AWS Cloud9 development
environments.

Get-C9EnvironmentData -EnvironmentId
6851892f431b45c2b28cb69eadcdb@EX, 1980b80e51584920801c@9086667FQEX

Output:

Arn : arn:aws:cloud9:us-
east-1:123456789012:environment :685f892f431b45c2b28ch69eadcdb@EX
Description : Created from CodeStar.

Id : 685f892f431b45c2b28cb69eadcdb@EX
Lifecycle : Amazon.Cloud9.Model.EnvironmentLifecycle
Name : my-demo-ec2-env

OwnerArn : arn:aws:iam::123456789012:user/MyDemoUser
Type : ec2

Arn : arn:aws:cloud9:us-
east-1:123456789012:environment :1980b80e5f584920801c09086667FQEX
Description :

Id : 1980b80e5f584920801c09086667f0OEX
Lifecycle : Amazon.Cloud9.Model.EnvironmentLifecycle
Name : my-demo-ssh-env

OwnerArn : arn:aws:iam::123456789012:user/MyDemoUser
Type : ssh

Example 2: This example gets information about the lifecycle status of the specified AWS
Cloud9 development environment.

(Get-C9EnvironmentData -EnvironmentId 685f892f431b45c2b28cb69eadcdb@EX).Lifecycle

Output:

FailureResource Reason Status

CREATED

« For API details, see DescribeEnvironments in AWS Tools for PowerShell Cmdlet Reference.
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Get-C9EnvironmentList

The following code example shows how to use Get-C9EnvironmentList.

Tools for PowerShell

Example 1: This example gets a list of available AWS Cloud9 development environment
identifiers.

Get-C9EnvironmentlList

Output:

6851892f431b45c2b28cb69eadcdb@EX
1980b80e5f584920801c09086667F0QEX

« For API details, see ListEnvironments in AWS Tools for PowerShell Cmdlet Reference.

Get-C9EnvironmentMembershipList

The following code example shows how to use Get-C9EnvironmentMembershipList.

Tools for PowerShell

Example 1: This example gets information about environment members for the specified
AWS Cloud9 development environment.

Get-C9EnvironmentMembershipList -EnvironmentId ffd88420d4824eeeaeaa8al4bfde8cEX

Output:

EnvironmentId : ffd88420d4824eeeacaa8aibfde8cEX

LastAccess : 1/1/0001 12:00:00 AM

Permissions : read-write

UserArn : arn:aws:iam::123456789012:user/AnotherDemoUser
UserId : AIDAJ3BA602FMIWCWXHEX

EnvironmentId : ffd88420d4824eeeaecaa8a®4bfde8cEX
LastAccess : 1/1/0001 12:00:00 AM
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Permissions : owner
UserArn : arn:aws:iam::123456789012:user/MyDemoUser
UserId : AIDAJ3LOROMOUXTBSUGEX

Example 2: This example gets information about the owner of the specified AWS Cloud9
development environment.

Get-C9EnvironmentMembershipList -EnvironmentId ffd88420d4824eeeaeaa8a®4bfde8cEX -
Permission owner

Output:

EnvironmentId : ffd88420d4824eeeaecaa8a®4bfde8cEX

LastAccess : 1/1/0001 12:00:00 AM

Permissions : owner

UserArn : arn:aws:iam::123456789012:user/MyDemoUser
UserId : AIDAJ3LOROMOUXTBSUGEX

Example 3: This example gets information about the specified environment member for
multiple AWS Cloud9 development environments.

Get-C9EnvironmentMembershiplList -UserArn arn:aws:iam::123456789012:user/MyDemoUser

Output:

EnvironmentId : ffd88420d4824eeeaecaa8a4bfde8cEX

LastAccess : 1/17/2018 7:48:14 PM

Permissions . owner

UserArn : arn:aws:iam::123456789012:user/MyDemoUser
UserId : AIDAJ3LOROMOUXTBSUGEX

EnvironmentId : 1980b80e5f584920801c09086667f0EX

LastAccess : 1/16/2018 11:21:24 PM

Permissions . owner

UserArn : arn:aws:iam::123456789012:user/MyDemoUser
UserId : AIDAJ3LOROMOUXTBSUGEX

« For API details, see DescribeEnvironmentMemberships in AWS Tools for PowerShell Cmdlet
Reference.
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Get-C9EnvironmentStatus

The following code example shows how to use Get-C9EnvironmentStatus.

Tools for PowerShell

Example 1: This example gets status information for the specified AWS Cloud9 development
environment.

Get-C9EnvironmentStatus -EnvironmentId 349c86d4579e4e7298d500ff57a6b2EX

Output:

Message Status

Environment is ready to use ready

o For API details, see DescribeEnvironmentStatus in AWS Tools for PowerShell Cmdlet Reference.

New-C9EnvironmentEC2

The following code example shows how to use New-C9EnvironmentEC2.

Tools for PowerShell

Example 1: This example creates an AWS Cloud9 development environment with the
specified settings, launches an Amazon Elastic Compute Cloud (Amazon EC2) instance, and
then connects from the instance to the environment.

New-C9EnvironmentEC2 -Name my-demo-env -AutomaticStopTimeMinutes 60 -Description
"My demonstration development environment." -InstanceType t2.micro -OwnerAzrn
arn:aws:iam::123456789012:user/MyDemoUser -SubnetId subnet-d43a46EX

Output:

ffd88420d4824eeeacaa8adibfde8cEX

» For API details, see CreateEnvironmentEc2 in AWS Tools for PowerShell Cmdlet Reference.
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New-C9EnvironmentMembexrship

The following code example shows how to use New-C9EnvironmentMembership.

Tools for PowerShell

Example 1: This example adds the specified environment member to the specified AWS
Cloud9 development environment.

New-CO9EnvironmentMembership -UserArn arn:aws:iam::123456789012:user/AnotherDemoUser
-EnvironmentId ffd88420d4824eeeacaa8a®ibfde8cEX -Permission read-write

Output:

EnvironmentId : ffd88420d4824eeeacaa8a®4bfde8cEX

LastAccess : 1/1/0001 12:00:00 AM

Permissions : read-write

UserArn : arn:aws:iam::123456789012:user/AnotherDemoUser
UserId : AIDAJ3BA602FMIWCWXHEX

» For API details, see CreateEnvironmentMembership in AWS Tools for PowerShell Cmdlet

Reference.

Remove-C9Environment

The following code example shows how to use Remove-C9Environment.

Tools for PowerShell

Example 1: This example deletes the specified AWS Cloud9 development environment. If an
Amazon EC2 instance is connected to the environment, also terminates the instance.

Remove-C9Environment -EnvironmentId ffd88420d4824eeeaeaa8a®4bfde8cEX

« For API details, see DeleteEnvironment in AWS Tools for PowerShell Cmdlet Reference.

Remove-C9EnvironmentMembership

The following code example shows how to use Remove-C9EnvironmentMembership.
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Tools for PowerShell

Example 1: This example deletes the specified environment member from the specified AWS
Cloud9 development environment.

Remove-C9EnvironmentMembership -UserArn arn:aws:iam::123456789012:user/
AnotherDemoUser -EnvironmentId ffd88420d4824eeeaeaa8a4bfde8cEX

» For API details, see DeleteEnvironmentMembership in AWS Tools for PowerShell Cmdlet

Reference.

Update-C9Environment
The following code example shows how to use Update-C9Environment.
Tools for PowerShell

Example 1: This example changes the specified settings of the specified existing AWS Cloud9
development environment.

Update-C9Environment -EnvironmentId ffd88420d4824eeeaeaaB8a@4ibfde8cEX -Description
"My changed demonstration development environment." -Name my-changed-demo-env

» For API details, see UpdateEnvironment in AWS Tools for PowerShell Cmdlet Reference.

Update-C9EnvironmentMembership
The following code example shows how to use Update-C9EnvironmentMembership.
Tools for PowerShell

Example 1: This example changes the settings of the specified existing environment member
for the specified AWS Cloud9 development environment.

Update-C9EnvironmentMembership -UserArn arn:aws:iam::123456789012:user/
AnotherDemoUser -EnvironmentId ffd88420d4824eeeaecaa8a4bfde8cEX -Permission read-
only

Output:

EnvironmentId : ffd88420d4824eeeaecaa8a®4ibfde8cEX
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LastAccess : 1/1/0001 12:00:00 AM

Permissions : read-only

UserArn : arn:aws:iam::123456789012:user/AnotherDemoUser
UserIld : AIDAJ3BA602FMIWCWXHEX

« For API details, see UpdateEnvironmentMembership in AWS Tools for PowerShell Cmdlet

Reference.

AWS CloudFormation examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with AWS CloudFormation.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

« Actions

Actions

Get-CFNStack
The following code example shows how to use Get-CFNStack.
Tools for PowerShell

Example 1: Returns a collection of Stack instances describing all of the user's stacks.

Get-CFNStack
Example 2: Returns a Stack instance describing the specified stack
Get-CFNStack -StackName "myStack"

» For API details, see DescribeStacks in AWS Tools for PowerShell Cmdlet Reference.
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Get-CFNStackEvent
The following code example shows how to use Get-CFNStackEvent.
Tools for PowerShell

Example 1: Returns all stack related events for the specified stack.
Get-CFNStackEvent -StackName "myStack"

» For API details, see DescribeStackEvents in AWS Tools for PowerShell Cmdlet Reference.

Get-CFNStackResource

The following code example shows how to use Get-CFNStackResource.
Tools for PowerShell

Example 1: Returns the description of a resource identified in the template associated with
the specified stack by the logical ID "MyDBInstance".

Get-CFNStackResource -StackName "myStack" -LogicalResourceIld "MyDBInstance"

» For API details, see DescribeStackResource in AWS Tools for PowerShell Cmdlet Reference.

Get-CFNStackResourcelList
The following code example shows how to use Get-CFNStackResourcelList.
Tools for PowerShell

Example 1: Returns the AWS resource descriptions for up to 100 resources associated with
the specified stack. To obtain details of all resources associated with a stack use the Get-
CFNStackResourceSummary, which also supports manual paging of the results.

Get-CFNStackResourcelList -StackName "myStack"

Example 2: Returns the description of the Amazon EC2 instance identified in the template
associated with the specified stack by the logical ID "Ec2Instance".
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Get-CFNStackResourcelList -StackName "myStack" -LogicalResourceld "Ec2Instance"

Example 3: Returns the description of up to 100 resources associated with the stack
containing an Amazon EC2 instance identified by instance ID "i-123456". To obtain details
of all resources associated with a stack use the Get-CFNStackResourceSummary, which also
supports manual paging of the results.

Get-CFNStackResourcelist -PhysicalResourceId "i-123456"

Example 4: Returns the description of the Amazon EC2 instance identified by the logical ID
"Ec2Instance" in the template for a stack. The stack is identified using the physical resource
ID of a resource it contains, in this case also an Amazon EC2 instance with instance ID
"i-123456". A different physical resource could also be used to identify the stack depending
on the template content, for example an Amazon S3 bucket.

Get-CFNStackResourcelList -PhysicalResourceId "i-123456" -LogicalResourceld
"Ec2Instance"

« For API details, see DescribeStackResources in AWS Tools for PowerShell Cmdlet Reference.

Get-CFNStackResourceSummary

The following code example shows how to use Get-CFNStackResourceSummary.

Tools for PowerShell

Example 1: Returns descriptions of all the resources associated with the specified stack.
Get-CFNStackResourceSummary -StackName "myStack"

» For API details, see ListStackResources in AWS Tools for PowerShell Cmdlet Reference.

Get-CFNStackSummary

The following code example shows how to use Get-CFNStackSummary.

Tools for PowerShell

Example 1: Returns summary information for all stacks.
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Get-CFNStackSummary

Example 2: Returns summary information for all stacks that are currently being created.

Get-CFNStackSummary -StackStatusFilter "CREATE_IN_PROGRESS"

Example 3: Returns summary information for all stacks that are currently being created or
updated.

Get-CFNStackSummary -StackStatusFilter @("CREATE_IN_PROGRESS", "UPDATE_IN_PROGRESS")

« For API details, see ListStacks in AWS Tools for PowerShell Cmdlet Reference.

Get-CFNTemplate
The following code example shows how to use Get-CFNTemplate.
Tools for PowerShell

Example 1: Returns the template associated with the specified stack.
Get-CFNTemplate -StackName "myStack"

» For API details, see GetTemplate in AWS Tools for PowerShell Cmdlet Reference.

Measure-CFNTemplateCost
The following code example shows how to use Measure-CFNTemplateCost.
Tools for PowerShell

Example 1: Returns an AWS Simple Monthly Calculator URL with a query string that
describes the resources required to run the template. The template is obtained from the
specified Amazon S3 URL and the single customization parameter applied. The parameter
can also be specified using 'Key' and 'Value' instead of 'ParameterKey' and 'ParameterValue'.

Measure-CFNTemplateCost -TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template °
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-Region us-west-1 °
-Parameter @{ ParameterKey="KeyName";
ParameterValue="myKeyPairName" }

Example 2: Returns an AWS Simple Monthly Calculator URL with a query string that
describes the resources required to run the template. The template is parsed from the
supplied content and the customization parameters applied (this example assumes the
template content would have declared two parameters, 'KeyName' and 'InstanceType').
The customization parameters can also be specified using 'Key' and 'Value' instead of
'ParameterKey' and 'ParameterValue'.

Measure-CFNTemplateCost -TemplateBody "{TEMPLATE CONTENT HERE}" °
-Parameter @( @{ ParameterKey="KeyName";
ParameterValue="myKeyPairName" },°
@{ ParameterKey="InstanceType";
ParameterValue="ml.large" })

Example 3: Uses New-Object to build the set of template parameters and returns an

AWS Simple Monthly Calculator URL with a query string that describes the resources
required to run the template. The template is parsed from the supplied content, with
customization parameters (this example assumes the template content would have declared
two parameters, 'KeyName' and 'InstanceType').

$p1 = New-Object -Type Amazon.CloudFormation.Model.Parameter
$pl.ParameterKey = "KeyName"
$pl.ParameterValue = "myKeyPairName"

$p2 = New-Object -Type Amazon.CloudFormation.Model.Parameter
$p2.ParameterKey = "InstanceType"

$p2.ParameterValue = "ml.large"

Measure-CFNTemplateCost -TemplateBody "{TEMPLATE CONTENT HERE}" -Parameter @( $pi,
$p2 )

« For API details, see EstimateTemplateCost in AWS Tools for PowerShell Cmdlet Reference.

New-CFNStack

The following code example shows how to use New-CFNStack.
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Tools for PowerShell

Example 1: Creates a new stack with the specified name. The template is parsed from the
supplied content with customization parameters ('"PK1' and 'PK2' represent the names of
parameters declared in the template content, 'PV1' and 'PV2' represent the values for those
parameters. The customization parameters can also be specified using 'Key' and 'Value'
instead of 'ParameterKey' and 'ParameterValue'. If creation of the stack fails, it will not be
rolled back.

New-CFNStack -StackName "myStack" °

-TemplateBody "{TEMPLATE CONTENT HERE}" °

-Parameter @( @{ ParameterKey="PK1"; ParameterValue="PV1" },
@{ ParameterKey="PK2"; ParameterValue="PV2" }) °

-DisableRollback $true

Example 2: Creates a new stack with the specified name. The template is parsed from the
supplied content with customization parameters ('PK1' and 'PK2' represent the names of
parameters declared in the template content, 'PV1' and 'PV2' represent the values for those
parameters. The customization parameters can also be specified using 'Key' and 'Value'
instead of 'ParameterKey' and 'ParameterValue'. If creation of the stack fails, it will be rolled
back.

$p1 = New-Object -Type Amazon.CloudFormation.Model.Parameter
$pl.ParameterKey = "PK1"
$pl.ParameterValue = "PV1"

$p2 = New-Object -Type Amazon.CloudFormation.Model.Parameter
$p2.ParameterKey = "PK2"
$p2.ParameterValue = "PV2"

New-CFNStack -StackName "myStack" °
-TemplateBody "{TEMPLATE CONTENT HERE}" °
-Parameter @( $p1, $p2 ) °
-OnFailure "ROLLBACK"

Example 3: Creates a new stack with the specified name. The template is obtained from
the Amazon S3 URL with customization parameters ('"PK1' represents the name of a
parameter declared in the template content, 'PV1' represents the value for the parameter.
The customization parameters can also be specified using 'Key' and 'Value' instead of
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'ParameterKey' and 'ParameterValue'. If creation of the stack fails, it will be rolled back
(same as specifying -DisableRollback $false).

New-CFNStack -StackName "myStack" °

-TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template °

-Parameter @{ ParameterKey="PK1"; ParameterValue="PV1" }

Example 4: Creates a new stack with the specified name. The template is obtained from
the Amazon S3 URL with customization parameters ('PK1' represents the name of a
parameter declared in the template content, 'PV1' represents the value for the parameter.
The customization parameters can also be specified using 'Key' and 'Value' instead of
'ParameterKey' and 'ParameterValue'. If creation of the stack fails, it will be rolled back
(same as specifying -DisableRollback $false). The specified notification AENs will receive
published stack-related events.

New-CFNStack -StackName "myStack" °
-TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template °
-Parameter @{ ParameterKey="PK1"; ParameterValue="PV1" } °
-NotificationARN @( "arnl", "arn2" )

» For API details, see CreateStack in AWS Tools for PowerShell Cmdlet Reference.

Remove-CFNStack
The following code example shows how to use Remove-CFNStack.
Tools for PowerShell

Example 1: Deletes the specified stack.
Remove-CFNStack -StackName "myStack"

« For API details, see DeleteStack in AWS Tools for PowerShell Cmdlet Reference.

Resume-CFNUpdateRollback

The following code example shows how to use Resume-CFNUpdateRollback.
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Tools for PowerShell

Example 1: Continues rollback of the named stack, which should be in the state
'UPDATE_ROLLBACK_FAILED"'. If the continued rollback is successful, the stack will enter
state 'UPDATE_ROLLBACK_COMPLETE'.

Resume-CFNUpdateRollback -StackName "myStack"

« For API details, see ContinueUpdateRollback in AWS Tools for PowerShell Cmdlet Reference.

Stop-CFNUpdateStack

The following code example shows how to use Stop-CFNUpdateStack.

Tools for PowerShell

Example 1: Cancels an update on the specified stack.

Stop-CFNUpdateStack -StackName "myStack"

« For API details, see CancelUpdateStack in AWS Tools for PowerShell Cmdlet Reference.

Test-CFNStack

The following code example shows how to use Test-CFNStack.

Tools for PowerShell

Example 1: Tests if the stack has reached one of the states UPDATE_ROLLBACK_COMPLETE,
CREATE_COMPLETE, ROLLBACK_COMPLETE or UPDATE_COMPLETE.

Test-CFNStack -StackName MyStack
Output:

False

Example 2: Tests if the stack has reached a status of either UPDATE_COMPLETE or
UPDATE_ROLLBACK_COMPLETE.
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Test-CFNStack -StackName MyStack -Status UPDATE_COMPLETE,UPDATE_ROLLBACK_COMPLETE

Output:
True

» For API details, see Test-CFNStack in AWS Tools for PowerShell Cmdlet Reference.

Test-CFNTemplate

The following code example shows how to use Test-CFNTemplate.

Tools for PowerShell

Example 1: Validates the specified template content. The output details the capabilities,
description and parameters of the template.

Test-CFNTemplate -TemplateBody "{TEMPLATE CONTENT HERE}"

Example 2: Validates the specified template accessed via an Amazon S3 URL. The output
details the capabilities, description and parameters of the template.

Test-CFNTemplate -TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template

» For API details, see ValidateTemplate in AWS Tools for PowerShell Cmdlet Reference.

Update-CFNStack

The following code example shows how to use Update-CFNStack.

Tools for PowerShell

Example 1: Updates the stack 'myStack' with the specified template and customization
parameters. 'PK1' represents the name of a parameter declared in the template and 'PV1’
represents its value. The customization parameters can also be specified using 'Key' and
'Value' instead of 'ParameterKey' and 'ParameterValue'.

Update-CFNStack -StackName "myStack" °
-TemplateBody "{Template Content Here}" °
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-Parameter @{ ParameterKey="PK1"; ParameterValue="PV1" }

Example 2: Updates the stack 'myStack' with the specified template and customization
parameters. 'PK1' and 'PK2' represent the names of parameters declared in the template,
'PV1' and 'PV2' represents their requested values. The customization parameters can also be
specified using 'Key' and 'Value' instead of 'ParameterKey' and 'ParameterValue'.

Update-CFNStack -StackName "myStack" °

-TemplateBody "{Template Content Here}" °

-Parameter @( @{ ParameterKey="PK1"; ParameterValue="PV1" },
@{ ParameterKey="PK2"; ParameterValue="PV2" } )

Example 3: Updates the stack 'myStack' with the specified template and customization
parameters. 'PK1' represents the name of a parameter declared in the template and 'PV2'
represents its value. The customization parameters can also be specified using 'Key' and
'Value' instead of 'ParameterKey' and 'ParameterValue'.

Update-CFNStack -StackName "myStack" -TemplateBody "{Template Content Here}" -
Parameters @{ ParameterKey="PK1"; ParameterValue="PV1" }

Example 4: Updates the stack 'myStack’ with the specified template, obtained from
Amazon S3, and customization parameters. 'PK1' and 'PK2' represent the names of
parameters declared in the template, 'PV1' and 'PV2' represents their requested values.
The customization parameters can also be specified using 'Key' and 'Value' instead of
'ParameterKey' and 'ParameterValue'.

Update-CFNStack -StackName "myStack" °

-TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template °

-Parameter @( @{ ParameterKey="PK1"; ParameterValue="PV1" },
@{ ParameterKey="PK2"; ParameterValue="PV2" } )

Example 5: Updates the stack 'myStack’, which is assumed in this example to contain IAM
resources, with the specified template, obtained from Amazon S3, and customization
parameters. 'PK1' and 'PK2' represent the names of parameters declared in the template,
'PV1' and 'PV2' represents their requested values. The customization parameters can

also be specified using 'Key' and 'Value' instead of 'ParameterKey' and 'ParameterValue'.
Stacks containing IAM resources require you to specify the -Capabilities "CAPABILITY_IAM"
parameter otherwise the update will fail with an 'InsufficientCapabilities' error.
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Update-CFNStack -StackName "myStack" °

-TemplateURL https://s3.amazonaws.com/amzn-s3-demo-bucket/
templatefile.template °

-Parameter @( @{ ParameterKey="PK1"; ParameterValue="PV1" },
@{ ParameterKey="PK2"; ParameterValue="PV2" } ) °

-Capabilities "CAPABILITY_IAM"

« For API details, see UpdateStack in AWS Tools for PowerShell Cmdlet Reference.

Wait-CFNStack
The following code example shows how to use Wait-CFNStack.
Tools for PowerShell

Example 1: Tests if the stack has reached one of the states UPDATE_ROLLBACK_COMPLETE,
CREATE_COMPLETE, ROLLBACK_COMPLETE or UPDATE_COMPLETE. If the stack is not at
one of the states the command sleeps for two seconds before testing status again. This is
repeated until the stack reaches one of the requested states or the default timeout period
of 60 seconds elapses. If the timeout period is exceeded an exception is thrown. If the stack
reaches one of the requested states within the timeout period it is returned to the pipeline.

$stack = Wait-CFNStack -StackName MyStack

Example 2: This example waits for a total of 5 minutes (300 seconds) for the stack to reach
either of the specified states. In this example the state is reached before the timeout and
therefore the stack object is returned to the pipeline.

Wait-CFNStack -StackName MyStack -Timeout 300 -Status
CREATE_COMPLETE, ROLLBACK_COMPLETE

Output:
Capabilities : {CAPABILITY_IAM}
ChangeSetId
CreationTime 1 6/1/2017 9:29:33 AM
Description : AWS CloudFormation Sample Template

ec2_instance_with_instance_profile: Create an EC2 instance with an associated
instance profile. **WARNING** This template creates one or more Amazon EC2
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instances and an Amazon SQS queue. You will be billed for the
AWS resources used if you create a stack from this template.

DisableRollback : False

LastUpdatedTime : 1/1/0001 12:00:00 AM
NotificationARNs : {}

Outputs : {3

Parameters : {3

RoleARN :

StackId : arn:aws:cloudformation:us-west-2:123456789012:stack/
MyStack/7ea87b50-46e7-11e7-9c9b-503a90a9c4dl
StackName : MyStack

StackStatus : CREATE_COMPLETE
StackStatusReason :

Tags : {3

TimeoutInMinutes : O

Example 3: This example shows the error output when a stack does not reach one of the
requested states within the timeout period (in this case the default period of 60 seconds).

Wait-CFNStack -StackName MyStack -Status CREATE_COMPLETE, ROLLBACK_COMPLETE

Output:

Wait-CFNStack : Timed out after 60 seconds waiting for CloudFormation
stack MyStack in region us-west-2 to reach one of state(s):
UPDATE_ROLLBACK_COMPLETE, CREATE_COMPLETE, ROLLBACK_COMPLETE, UPDATE_COMPLETE
At line:1 char:1
+ Wait-CFNStack -StackName MyStack -State CREATE_COMPLETE,ROLLBACK_COMPLETE

+ CategoryInfo : InvalidOperation:
(Amazon.PowerShe...tCFNStackCmdlet:WaitCFNStackCmdlet) [Wait-CFNStack],
InvalidOperationException

+ FullyQualifiedErrorId :

InvalidOperationException, Amazon.PowerShell.Cmdlets.CFN.WaitCFNStackCmdlet

« For API details, see Wait-CFNStack in AWS Tools for PowerShell Cmdlet Reference.

CloudFront examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with CloudFront.
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Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions

Get-CFCloudFrontOriginAccessIdentity
The following code example shows how to use Get-CFCloudFrontOriginAccessIdentity.
Tools for PowerShell

Example 1: This example returns a specific Amazon CloudFront origin access identity,
specified by the -Id parameter. Although the -Id parameter is not required, if you do not
specify it, no results are returned.

Get-CFCloudFrontOriginAccessIdentity -Id E3XXXXXXXXXXRT

Output:

CloudFrontOriginAccessIdentityConfig Id
S3CanonicalUserId

Amazon.CloudFront.Model.CloudFrontOr... E3XXXXXXXXXXRT
4bbe. ..

 For API details, see GetCloudFrontOriginAccessldentity in AWS Tools for PowerShell Cmdlet
Reference.

Get-CFCloudFrontOriginAccessIdentityConfig

The following code example shows how to use Get-
CFCloudFrontOriginAccessIdentityConfig.
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Tools for PowerShell

Example 1: This example returns configuration information about a single Amazon
CloudFront origin access identity, specified by the -Id parameter. Errors occur if no -Id
parameter is specified..

Get-CFCloudFrontOriginAccessIdentityConfig -Id E3XXXXXXXXXXRT

Output:

CallerReference Comment

mycallerreference: 2/1/2011 1:16:32 PM Caller reference:
2/1/2011 1:16:32 PM

 For API details, see GetCloudFrontOriginAccessldentityConfig in AWS Tools for PowerShell
Cmdlet Reference.

Get-CFCloudFrontOriginAccessIdentityList

The following code example shows how to use Get-
CFCloudFrontOriginAccessIdentitylList.

Tools for PowerShell

Example 1: This example returns a list of Amazon CloudFront origin access identities.
Because the -MaxItem parameter specifies a value of 2, the results include two identities.

Get-CFCloudFrontOriginAccessIdentitylList -MaxItem 2

Output:

IsTruncated : True

Items : {E326XXXXXXXXXT, ELYWXXXXXXX9B}
Marker

MaxItems 2

NextMarker : ELYXXXXXXXXX9B

Quantity 2
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» For API details, see ListCloudFrontOriginAccessldentities in AWS Tools for PowerShell Cmdlet
Reference.

Get-CFDistribution

The following code example shows how to use Get-CFDistribution.

Tools for PowerShell

Example 1: Retrieves the information for a specific distribution.

Get-CFDistribution -Id EXAMPLEQQQQID

« For API details, see GetDistribution in AWS Tools for PowerShell Cmdlet Reference.

Get-CFDistributionConfig

The following code example shows how to use Get-CFDistributionConfig.

Tools for PowerShell

Example 1: Retrieves the configuration for a specific distribution.

Get-CFDistributionConfig -Id EXAMPLEQQ@Q@QID

» For API details, see GetDistributionConfig in AWS Tools for PowerShell Cmdlet Reference.

Get-CFDistributionList

The following code example shows how to use Get-CFDistributionlList.

Tools for PowerShell

Example 1: Returns distributions.

Get-CFDistributionList

« For API details, see ListDistributions in AWS Tools for PowerShell Cmdlet Reference.

Actions 217


https://docs.aws.amazon.com/powershell/latest/reference
https://docs.aws.amazon.com/powershell/latest/reference
https://docs.aws.amazon.com/powershell/latest/reference
https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

New-CFDistribution

The following code example shows how to use New-CFDistribution.

Tools for PowerShell

Example 1: Creates a basic CloudFront distribution, configured with logging and caching.

$origin = New-Object Amazon.CloudFront.Model.Origin
$origin.DomainName = "amzn-s3-demo-bucket.s3.amazonaws.com"
$origin.Id = "UniqueOriginl"
$origin.S30riginConfig = New-Object Amazon.CloudFront.Model.S30riginConfig
$origin.S30riginConfig.OriginAccessIdentity = ""
New-CFDistribution °
-DistributionConfig_Enabled $true °
-DistributionConfig_Comment "Test distribution"
-Origins_Item $origin °
-Origins_Quantity 1 °
-Logging_Enabled $true °
-Logging_IncludeCookie $true °
-Logging_Bucket amzn-s3-demo-logging-bucket.s3.amazonaws.com °
-Logging_Prefix "help/"
-DistributionConfig_CallerReference Clientl °
-DistributionConfig_DefaultRootObject index.html °
-DefaultCacheBehavior_TargetOriginId $origin.Id °
-ForwardedValues_QueryString $true °
-Cookies_Forward all °
-WhitelistedNames_Quantity @ °
-TrustedSigners_Enabled $false °
-TrustedSigners_Quantity 0 °
-DefaultCacheBehavior_ViewerProtocolPolicy allow-all °
-DefaultCacheBehavior_MinTTL 1000 °
-DistributionConfig_PriceClass "PriceClass_All"
-CacheBehaviors_Quantity 0 °
-Aliases_Quantity 0

« For API details, see CreateDistribution in AWS Tools for PowerShell Cmdlet Reference.

New-CFInvalidation

The following code example shows how to use New-CFInvalidation.
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Tools for PowerShell

Example 1: This example creates a new invalidation on a distribution with an ID of
EXAMPLENSTXAXE. The CallerReference is a unique ID chosen by the user; in this case, a
time stamp representing May 15, 2019 at 9:00 a.m. is used. The $Paths variable stores three
paths to image and media files that the user does not want as part of the distribution's
cache. The -Paths_Quantity parameter value is the total number of paths specified in the -
Paths_Item parameter.

$Paths = "/images/*.gif", "/images/imagel.jpg", "/videos/*.mp4"

New-CFInvalidation -DistributionId "EXAMPLENSTXAXE" -
InvalidationBatch_CallerReference 20190515090000 -Paths_Item $Paths -Paths_Quantity
3

Output:

Invalidation Location

Amazon.CloudFront.Model.Invalidation https://cloudfront.amazonaws.com/2018-11-05/
distribution/EXAMPLENSTXAXE/invalidation/EXAMPLESNOK9SH

» For API details, see Createlnvalidation in AWS Tools for PowerShell Cmdlet Reference.

New-CFSignedCookie
The following code example shows how to use New-CFSignedCookie.
Tools for PowerShell

Example 1: Creates a signed cookie to the specified resource using a canned policy. The
cookie will be valid for one year.

$params = @{
"ResourceUri"="http://xyz.cloudfront.net/imagel. jpeg"
"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"
"ExpiresOn"=(Get-Date).AddYears(1l)
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New-CFSignedCookie @params

Output:

Expires

[CloudFront-Expires, 1472227284]

Example 2: Creates a signed cookie to the specified resources using a custom policy. The
cookie will be valid in 24 hours and will expire one week afterward.

$start = (Get-Date).AddHours(24)
$params = @{
"ResourceUri"="http://xyz.cloudfront.net/content/*.jpeg"
"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"
"ExpiresOn"=$start.AddDays(7)
"ActiveFrom"=$start

New-CFSignedCookie @params

Output:

[CloudFront-Policy, ey]Td...wIjo...

Example 3: Creates a signed cookie to the specified resources using a custom policy. The
cookie will be valid in 24 hours and will expire one week afterward. Access to the resources
is restricted to the specified ip range.

$start = (Get-Date).AddHours(24)

$params = @{
"ResourceUri"="http://xyz.cloudfront.net/content/*.jpeg"
"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"
"ExpiresOn"=$start.AddDays(7)

"ActiveFrom"=$start

"IpRange"="192.0.2.0/24"
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}

New-CFSignedCookie @params

Output:

Policy

[CloudFront-Policy, ey]Td...wIjo...

» For API details, see New-CFSignedCookie in AWS Tools for PowerShell Cmdlet Reference.

New-CFSignedUrl
The following code example shows how to use New-CFSignedUrl.
Tools for PowerShell

Example 1: Creates a signed url to the specified resource using a canned policy. The url
will be valid for one hour. A System.Uri object containing the signed url is emitted to the
pipeline.

$params = @{
"ResourceUri"="https://cdn.example.com/index.html"
"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"
"ExpiresOn"=(Get-Date).AddHours(1)

}

New-CFSignedUrl @params

Example 2: Creates a signed url to the specified resource using a custom policy. The url will
be valid starting in 24 hours and will expire one week later.

$start = (Get-Date).AddHours(24)
$params = @{
"ResourceUri"="https://cdn.example.com/index.html"
"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"
"ExpiresOn"=(Get-Date).AddDays(7)
"ActiveFrom"=$start

Actions 221


https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

}
New-CFSignedUrl @params

Example 3: Creates a signed url to the specified resource using a custom policy. The url
will be valid starting in 24 hours and will expire one week later. Access to the resource is
restricted to the specified ip range.

$start = (Get-Date).AddHours(24)
$params = @{
"ResourceUri"="https://cdn.example.com/index.html"
"KeyPairId"="AKIAIOSFODNN7EXAMPLE"
"PrivateKeyFile"="C:\pk-AKIAIOSFODNN7EXAMPLE.pem"
"ExpiresOn"=(Get-Date).AddDays(7)
"ActiveFrom"=$start
"IpRange"="192.0.2.0/24"

}
New-CFSignedUrl @params

» For API details, see New-CFSignedUrl in AWS Tools for PowerShell Cmdlet Reference.

CloudTrail examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with CloudTrail.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

« Actions

Actions

Find-CTEvent

The following code example shows how to use Find-CTEvent.
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Tools for PowerShell

Example 1: Returns all events that have occurred over the last seven days. The cmdlet by
default automatically makes multiple calls to deliver all events, exiting when the service
indicates no further data is available.

Find-CTEvent

Example 2: Returns all events that have occurred over the last seven days specifying a region
that is not the current shell default.

Find-CTEvent -Region eu-central-1
Example 3: Returns all events that are associated with the Runinstances API call.

Find-CTEvent -LookupAttribute @{ AttributeKey="EventName";
AttributeValue="RunInstances" }

Example 4: Returns the first 5 available events.
Find-CTEvent -MaxResult 5

» For API details, see LookupEvents in AWS Tools for PowerShell Cmdlet Reference.

Get-CTTrail
The following code example shows how to use Get-CTTrail.
Tools for PowerShell

Example 1: Returns the settings of all trails associated with the current region for your
account.

Get-CTTrail
Example 2: Returns the settings for the specified trails.

Get-CTTrail -TrailNamelList traill,trail2
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Example 3: Returns the settings for the specified trails that were created in a region other
than the current shell default (in this case the Frankfurt (eu-central-1) region).

Get-CTTrail -TrailNamelList trailABC,trailDEF -Region eu-central-1

« For API details, see DescribeTrails in AWS Tools for PowerShell Cmdlet Reference.

Get-CTTrailStatus

The following code example shows how to use Get-CTTrailStatus.

Tools for PowerShell

Example 1: Returns status information for the trail with name 'myExampleTrail'. Returned
data includes information on delivery errors, Amazon SNS and Amazon S3 errors, and start
and stop logging times for the trail. This example assumes the trail was created in the same
region as the current shell default.

Get-CTTrailStatus -Name myExampleTrail

Example 2: Returns status information for a trail that was created in a region other than the
current shell default (in this case, the Frankfurt (eu-central-1) region).

Get-CTTrailStatus -Name myExampleTrail -Region eu-central-1

» For API details, see GetTrailStatus in AWS Tools for PowerShell Cmdlet Reference.

New-CTTrail
The following code example shows how to use New-CTTrail.
Tools for PowerShell

Example 1: Creates a trail that will use the bucket 'mycloudtrailbucket’ for log file storage.

New-CTTrail -Name "awscloudtrail-example" -S3BucketName "amzn-s3-demo-bucket"

Example 2: Creates a trail that will use the bucket 'mycloudtrailbucket’ for log file storage.
The S3 objects representing the logs will have a common key prefix of 'mylogs'. When
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new logs are delivered to the bucket a notification will be sent to the SNS topic 'mlog-
deliverytopic'. This example using splatting to supply the parameter values to the cmdlet.

$params = @{
Name="awscloudtrail-example"
S3BucketName="amzn-s3-demo-bucket"
S3KeyPrefix="mylogs"
SnsTopicName="mlog-deliverytopic"

}

New-CTTrail @params

« For API details, see CreateTrail in AWS Tools for PowerShell Cmdlet Reference.

Remove-CTTrail

The following code example shows how to use Remove-CTTrail.

Tools for PowerShell

Example 1: Deletes the specified trail. You will be prompted for confirmation before the
command is run. To suppress confirmation, add the -Force switch parameter.

Remove-CTTrail -Name "awscloudtrail-example"

« For API details, see DeleteTrail in AWS Tools for PowerShell Cmdlet Reference.

Start-CTLogging

The following code example shows how to use Start-CTLogging.

Tools for PowerShell

Example 1: Starts the recording of AWS API calls and log file delivery for the trail named
'myExampleTrail'. This example assumes the trail was created in the same region as the
current shell default.

Start-CTLogging -Name myExampleTrail
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Example 2: Starts the recording of AWS API calls and log file delivery for a trail that was
created in a region other than the current shell default (in this case, the Frankfurt (eu-
central-1) region).

Start-CTLogging -Name myExampleTrail -Region eu-central-1

« For API details, see StartLogging in AWS Tools for PowerShell Cmdlet Reference.

Stop-CTLogging
The following code example shows how to use Stop-CTLogging.
Tools for PowerShell

Example 1: Suspends the recording of AWS API calls and log file delivery for the trail named
'myExampleTrail'. This example assumes the trail was created in the same region as the
current shell default.

Stop-CTLogging -Name myExampleTrail

Example 2: Suspends the recording of AWS API calls and log file delivery for a trail that
was created in a region other than the current shell default (in this case, the Frankfurt (eu-
central-1) region).

Stop-CTLogging -Name myExampleTrail -Region eu-central-1

« For API details, see StopLogging in AWS Tools for PowerShell Cmdlet Reference.

Update-CTTrail
The following code example shows how to use Update-CTTrail.
Tools for PowerShell

Example 1: Updates the specified trail so that global service events (such as those from
IAM) are recorded and changes the common key prefix of the log files going forwards to be
‘globallogs’'.
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Update-CTTrail -Name "awscloudtrail-example" -IncludeGlobalServiceEvents $true -
S3KeyPrefix "globallogs"

Example 2: Updates the specified trail so notifications about new log deliveries are sent to
the specified SNS topic.

Update-CTTrail -Name "awscloudtrail-example" -SnsTopicName "mlog-deliverytopic2"

Example 3: Updates the specified trail so logs are delivered to a different bucket.
Update-CTTrail -Name "awscloudtrail-example" -S3BucketName "otherlogs"

« For API details, see UpdateTrail in AWS Tools for PowerShell Cmdlet Reference.

CloudWatch examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with CloudWatch.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions

Get-CwWDashboard

The following code example shows how to use Get-CWDashboard.

Tools for PowerShell

Example 1: Returns the arn the body of the specified dashboard.

Get-CWDashboard -DashboardName Dashboardl
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Output:

DashboardAzrn DashboardBody

arn:aws:cloudwatch: :123456789012:dashboard/Dashboardl {...

« For API details, see GetDashboard in AWS Tools for PowerShell Cmdlet Reference.

Get-CWDashboardList
The following code example shows how to use Get-CWDashboardList.

Tools for PowerShell

Example 1: Returns the collection of dashboards for your account.

Get-CWDashboardList

Output:
DashboardArn DashboardName LastModified Size
arn:... Dashboardl 7/6/2017 8:14:15 PM 252

Example 2: Returns the collection of dashboards for your account whose names start with
the prefix 'dev'.

Get-CWDashboardList -DashboardNamePrefix dev

o For API details, see ListDashboards in AWS Tools for PowerShell Cmdlet Reference.

Remove-CWDashboard
The following code example shows how to use Remove-CWDashboard.
Tools for PowerShell

Example 1: Deletes the specified dashboard, promoting for confirmation before proceeding.
To bypass confirmation add the -Force switch to the command.
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Remove-CWDashboard -DashboardName Dashboardl

« For API details, see DeleteDashboards in AWS Tools for PowerShell Cmdlet Reference.

Write-CWDashboard

The following code example shows how to use Write-CWDashboard.

Tools for PowerShell

Example 1: Creates or updates the dashboard named 'Dashboard1’ to include two metric
widgets side by side.

$dashBody = @"

{
"widgets": [
{

"type":"metric",
"x":0,

"y":0,
"width":12,
"height":6,

"properties":{
"metrics":[

[
"AWS/EC2",
"CPUUtilization",
"Instanceld",
"i-012345"

]

15
"period":300,
"stat":"Average",

"region":"us-east-1",
"title":"EC2 Instance CPU"

}

.

{
"type":"metric",
"x":12,
"y":0,
"width":12,
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"height":6,
"properties":{
"metrics":[

[
"AWS/S3",
"BucketSizeBytes",
"BucketName",
"amzn-s3-demo-bucket"
]

1,

"period" :86400,

"stat":"Maximum",
"region":"us-east-1",
"title":"amzn-s3-demo-bucket bytes"

Write-CWDashboard -DashboardName Dashboardl -DashboardBody $dashBody

Example 2: Creates or updates the dashboard, piping the content describing the dashboard
into the cmdlet.

$dashBody = @"
{

Il@

$dashBody | Write-CWDashboard -DashboardName Dashboardil

« For API details, see PutDashboard in AWS Tools for PowerShell Cmdlet Reference.

Write-CWMetricData

The following code example shows how to use Write-CWMetricData.
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Tools for PowerShell

Example 1: Creates a new MetricDatum object, and writes it to Amazon Web Services
CloudWatch Metrics.

### Create a MetricDatum .NET object

$Metric = New-Object -TypeName Amazon.CloudWatch.Model.MetricDatum
$Metric.Timestamp = [DateTime]: :UtcNow

$Metric.MetricName = 'CPU'

$Metric.Value = 50

### Write the metric data to the CloudWatch service
Write-CWMetricData -Namespace instancel -MetricData $Metric

» For API details, see PutMetricData in AWS Tools for PowerShell Cmdlet Reference.

CodeCommit examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with CodeCommit.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions
Get-CCBranch
The following code example shows how to use Get-CCBranch.

Tools for PowerShell

Example 1: This example gets information about the specified branch for the specified
repository.
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Get-CCBranch -RepositoryName MyDemoRepo -BranchName MyNewBranch

Output:
BranchName CommitId
MyNewBranch 7763222d...561fc9c9

« For API details, see GetBranch in AWS Tools for PowerShell Cmdlet Reference.

Get-CCBranchlList

The following code example shows how to use Get-CCBranchList.

Tools for PowerShell

Example 1: This example gets a list of branch names for the specified repository.

Get-CCBranchList -RepositoryName MyDemoRepo

Output:

master
MyNewBranch

« For API details, see ListBranches in AWS Tools for PowerShell Cmdlet Reference.

Get-CCRepository
The following code example shows how to use Get-CCRepository.
Tools for PowerShell

Example 1: This example gets information for the specified repository.

Get-CCRepository -RepositoryName MyDemoRepo

Output:
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AccountId : 80398EXAMPLE

Arn : arn:aws:codecommit:us-east-1:80398EXAMPLE :MyDemoRepo
CloneUrlHttp : https://git-codecommit.us-east-1.amazonaws.com/vl/repos/
MyDemoRepo

CloneUrlSsh : ssh://git-codecommit.us-east-1.amazonaws.com/vl/repos/
MyDemoRepo

CreationDate : 9/8/2015 3:21:33 PM

DefaultBranch

LastModifiedDate : 9/8/2015 3:21:33 PM

RepositoryDescription : This is a repository for demonstration purposes.
RepositoryId : ¢7d0d2b0-ce40-4303-b4c3-38529EXAMPLE

RepositoryName : MyDemoRepo

» For API details, see GetRepository in AWS Tools for PowerShell Cmdlet Reference.

Get-CCRepositoryBatch
The following code example shows how to use Get-CCRepositoryBatch.
Tools for PowerShell

Example 1: This example confirms which of the specified repositories are found and not
found.

Get-CCRepositoryBatch -RepositoryName MyDemoRepo, MyNewRepo, AMissingRepo

Output:
Repositories RepositoriesNotFound
{MyDemoRepo, MyNewRepo} {AMissingRepo}

« For API details, see BatchGetRepositories in AWS Tools for PowerShell Cmdlet Reference.

Get-CCRepositorylList
The following code example shows how to use Get-CCRepositorylList.
Tools for PowerShell

Example 1: This example lists all repositories in ascending order by repository name.
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Get-CCRepositorylList -Order Ascending -SortBy RepositoryName

Output:

RepositoryId RepositoryName

c7d0d2b0-ce40-4303-b4c3-38529EXAMPLE MyDemoRepo
05f30c66-e3e3-4f91-a0cd-1c84aEXAMPLE MyNewRepo

» For API details, see ListRepositories in AWS Tools for PowerShell Cmdlet Reference.

New-CCBranch
The following code example shows how to use New-CCBranch.

Tools for PowerShell

Example 1: This example creates a new branch with the specified name for the specified
repository and the specified commit ID.

New-CCBranch -RepositoryName MyDemoRepo -BranchName MyNewBranch -CommitId
7763222d...561fc9cH9

» For API details, see CreateBranch in AWS Tools for PowerShell Cmdlet Reference.

New-CCRepository
The following code example shows how to use New-CCRepository.

Tools for PowerShell

Example 1: This example creates a new repository with the specified name and the specified
description.

New-CCRepository -RepositoryName MyDemoRepo -RepositoryDescription "This is a
repository for demonstration purposes."

Output:

AccountId : 80398EXAMPLE
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Arn : arn:aws:codecommit:us-east-1:80398EXAMPLE :MyDemoRepo
CloneUrlHttp : https://git-codecommit.us-east-1.amazonaws.com/vl/repos/
MyDemoRepo

CloneUrlSsh : ssh://git-codecommit.us-east-1.amazonaws.com/vl/repos/
MyDemoRepo

CreationDate : 9/18/2015 4:13:25 PM

DefaultBranch

LastModifiedDate : 9/18/2015 4:13:25 PM

RepositoryDescription : This is a repository for demonstration purposes.
RepositoryId : 43ef2443-3372-4b12-9e78-65c27EXAMPLE

RepositoryName : MyDemoRepo

» For API details, see CreateRepository in AWS Tools for PowerShell Cmdlet Reference.

Remove-CCRepository
The following code example shows how to use Remove-CCRepository.
Tools for PowerShell

Example 1: This example forcibly deletes the specified repository. The command will prompt
for confirmation before proceeding. Add the -Force parameter to delete the repository
without a prompt.

Remove-CCRepository -RepositoryName MyDemoRepo
Output:

43ef2443-3372-4b12-9e78-65c27EXAMPLE

» For API details, see DeleteRepository in AWS Tools for PowerShell Cmdlet Reference.

Update-CCDefaultBranch
The following code example shows how to use Update-CCDefaultBranch.
Tools for PowerShell

Example 1: This example changes the default branch for the specified repository to the
specified branch.
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Update-CCDefaultBranch -RepositoryName MyDemoRepo -DefaultBranchName MyNewBranch

» For API details, see UpdateDefaultBranch in AWS Tools for PowerShell Cmdlet Reference.

Update-CCRepositoryDescription

The following code example shows how to use Update-CCRepositoryDescription.

Tools for PowerShell

Example 1: This example changes the description for the specified repository.

Update-CCRepositoryDescription -RepositoryName MyDemoRepo -RepositoryDescription
"This is an updated description."

» For API details, see UpdateRepositoryDescription in AWS Tools for PowerShell Cmdlet

Reference.

Update-CCRepositoryName

The following code example shows how to use Update-CCRepositoryName.

Tools for PowerShell

Example 1: This example changes the name of the specified repository.
Update-CCRepositoryName -NewName MyDemoRepo2 -0ldName MyDemoRepo

» For API details, see UpdateRepositoryName in AWS Tools for PowerShell Cmdlet Reference.

CodeDeploy examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with CodeDeploy.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.
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Topics

e Actions

Actions

Add-CDOnPremiseInstanceTag

The following code example shows how to use Add-CDOnPremiseInstanceTag.

Tools for PowerShell

Example 1: This example adds an on-premises instance tag with the specified key and value
for the specified on-premises instance.

Add-CDOnPremiseInstanceTag -InstanceName AssetTagl2010298EX -Tag @{"Key" = "Name";
"Value" = "CodeDeployDemo-OnPrem"}

» For API details, see AddTagsToOnPremisesinstances in AWS Tools for PowerShell Cmdlet
Reference.

Get-CDApplication
The following code example shows how to use Get-CDApplication.
Tools for PowerShell

Example 1: This example gets information about the specified application.

Get-CDApplication -ApplicationName CodeDeployDemoApplication

Output:

ApplicationId ApplicationName CreateTime
LinkedToGitHub

e@7fb938-091e-4f2f-8963-4d3e8EXAMPLE CodeDeployDemoApplication 7/20/2015
9:49:48 PM False
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» For API details, see GetApplication in AWS Tools for PowerShell Cmdlet Reference.

Get-CDApplicationBatch
The following code example shows how to use Get-CDApplicationBatch.
Tools for PowerShell

Example 1: This example gets information about the specified applications.

Get-CDApplicationBatch -ApplicationName CodeDeployDemoApplication,
CodePipelineDemoApplication

Output:

ApplicationId ApplicationName CreateTime
LinkedToGitHub

e@7fb938-091e-4f2f-8963-4d3e8EXAMPLE CodeDeployDemoApplication 7/20/2015
9:49:48 PM False
lecfd602-62f1-4038-8f0d-06688EXAMPLE CodePipelineDemoApplication 8/13/2015
5:53:26 PM False

» For API details, see BatchGetApplications in AWS Tools for PowerShell Cmdlet Reference.

Get-CDApplicationList
The following code example shows how to use Get-CDApplicationList.
Tools for PowerShell

Example 1: This example gets a list of available applications.
Get-CDApplicationList
Output:

CodeDeployDemoApplication
CodePipelineDemoApplication
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« For API details, see ListApplications in AWS Tools for PowerShell Cmdlet Reference.

Get-CDApplicationRevision
The following code example shows how to use Get-CDApplicationRevision.
Tools for PowerShell

Example 1: This example gets information about the specified application revision.

$revision = Get-CDApplicationRevision -ApplicationName CodeDeployDemoApplication
-S3Location_Bucket amzn-s3-demo-bucket -Revision_RevisionType S3 -

S3Location_Key 5xd27EX.zip -S3Location_BundleType zip -S3Location_ETag
4565c1ac97187f190c1a90265EXAMPLE

Write-Output ("Description = " + $revision.RevisionInfo.Description + ",
RegisterTime = " + $revision.RevisionInfo.RegisterTime)
Output:

Description = Application revision registered by Deployment ID: d-CX9CHN3EX,
RegisterTime = 07/20/2015 23:46:42

» For API details, see GetApplicationRevision in AWS Tools for PowerShell Cmdlet Reference.

Get-CDApplicationRevisionList
The following code example shows how to use Get-CDApplicationRevisionlList.
Tools for PowerShell

Example 1: This example gets information about available revisions for the specified
application.

ForEach ($revision in (Get-CDApplicationRevisionList -ApplicationName
CodeDeployDemoApplication -Deployed Ignore)) {
>> If ($revision.RevisionType -Eq "S3") {

>> Write-Output ("Type = S3, Bucket = " + $revision.S3Location.Bucket
+ ", BundleType = " + $revision.S3Location.BundleType + ", ETag = " +
$revision.S3Location.ETag + ", Key = " + $revision.S3Location.Key)

>> }

>> If ($revision.RevisionType -Eq "GitHub") {
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>> Write-Output ("Type = GitHub, CommitId = " +
$revision.GitHubLocation.CommitId + ", Repository = " +
$revision.GitHubLocation.Repository)

>> }

>> }

>>

Output:
Type = S3, Bucket = MyBucket, BundleType = zip, ETag =

4565c1ac97187f190c1a90265EXAMPLE, Key = 5xd27EX.zip
Type = GitHub, CommitId = f48933c3...76405362, Repository = MyGitHubUser/
CodeDeployDemoRepo

» For API details, see ListApplicationRevisions in AWS Tools for PowerShell Cmdlet Reference.

Get-CDDeployment

The following code example shows how to use Get-CDDeployment.

Tools for PowerShell

Example 1: This example gets summary information about the specified deployment.

Get-CDDeployment -DeploymentId d-QZMRGSTEX

Output:
ApplicationName : CodeDeployDemoApplication
CompleteTime 1 7/23/2015 11:26:04 PM
CreateTime : 7/23/2015 11:24:43 PM
Creator : user
DeploymentConfigName : CodeDeployDefault.OneAtATime
DeploymentGroupName : CodeDeployDemoFleet
DeploymentId : d-QZMRGSTEX
DeploymentOverview : Amazon.CodeDeploy.Model.DeploymentOverview
Description
ErrorInformation

IgnoreApplicationStopFailures :

Revision
StartTime

False

: Amazon.CodeDeploy.Model.RevisionLocation
: 1/1/0001 12:00:00 AM
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Status : Succeeded

Example 2: This example gets information about the status of instances that are
participating in the specified deployment.

(Get-CDDeployment -DeploymentId d-QZMRGSTEX).DeploymentOverview

Output:

Failed
InProgress :
Pending
Skipped
Succeeded

N oo o

Example 3: This example gets information about the application revision for the specified
deployment.

(Get-CDDeployment -DeploymentId d-QZMRGSTEX).Revision.S3Location

Output:
Bucket : MyBucket
BundleType : zip
ETag : cfbb81b304ee5e27efc2ladaed3EXAMPLE
Key : clzfqgEX
Version

» For API details, see GetDeployment in AWS Tools for PowerShell Cmdlet Reference.

Get-CDDeploymentBatch
The following code example shows how to use Get-CDDeploymentBatch.
Tools for PowerShell

Example 1: This example gets information about the specified deployments.

Get-CDDeploymentBatch -DeploymentId d-QZMRGSTEX, d-RROT5KTEX
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Output:
ApplicationName : CodeDeployDemoApplication
CompleteTime : 7/23/2015 11:26:04 PM
CreateTime : 7/23/2015 11:24:43 PM
Creator : user
DeploymentConfigName : CodeDeployDefault.OneAtATime
DeploymentGroupName : CodeDeployDemoFleet
DeploymentId : d-QZMRGSTEX
DeploymentOverview : Amazon.CodeDeploy.Model.DeploymentOverview
Description
ErrorInformation

False

Revision : Amazon.CodeDeploy.Model.RevisionLocation
StartTime : 1/1/0001 12:00:00 AM

Status : Succeeded

ApplicationName : CodePipelineDemoApplication

CompleteTime . 7/23/2015 6:07:30 PM

CreateTime 1 7/23/2015 6:06:29 PM

Creator . user

DeploymentConfigName : CodeDeployDefault.OneAtATime
DeploymentGroupName : CodePipelineDemoFleet

DeploymentId : d-RROT5KTEX

DeploymentOverview : Amazon.CodeDeploy.Model.DeploymentOverview
Description

ErrorInformation

IgnoreApplicationStopFailures :

False

Revision : Amazon.CodeDeploy.Model.RevisionLocation
StartTime : 1/1/0001 12:00:00 AM
Status : Succeeded

» For API details, see BatchGetDeployments in AWS Tools for PowerShell Cmdlet Reference.

Get-CDDeploymentConfig

The following code example shows how to use Get-CDDeploymentConfig.

Tools for PowerShell

Example 1: This example gets summary information about the specified deployment
configuration.
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Get-CDDeploymentConfig -DeploymentConfigName ThreeQuartersHealthy

Output:

CreateTime DeploymentConfigId DeploymentConfigName
MinimumHealthyHosts

10/3/2014 4:32:30 PM 518a3950-d034-46a1-9d2c-3c949EXAMPLE ThreeQuartersHealthy
Amazon.CodeDeploy.Model.MinimumHealthyHosts

Example 2: This example gets information about the definition of the specified deployment
configuration.

Write-Output ((Get-CDDeploymentConfig -DeploymentConfigName
ThreeQuartersHealthy).MinimumHealthyHosts)

Output:

Type Value

FLEET_PERCENT 75

« For API details, see GetDeploymentConfig in AWS Tools for PowerShell Cmdlet Reference.

Get-CDDeploymentConfigList
The following code example shows how to use Get-CDDeploymentConfiglList.
Tools for PowerShell

Example 1: This example gets a list of available deployment configurations.
Get-CDDeploymentConfiglList

Output:

ThreeQuartersHealthy
CodeDeployDefault.OneAtATime
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CodeDeployDefault.Al1AtOnce
CodeDeployDefault.HalfAtATime

» For API details, see ListDeploymentConfigs in AWS Tools for PowerShell Cmdlet Reference.

Get-CDDeploymentGroup
The following code example shows how to use Get-CDDeploymentGroup.
Tools for PowerShell

Example 1: This example gets information about the specified deployment group.

Get-CDDeploymentGroup -ApplicationName CodeDeployDemoApplication -
DeploymentGroupName CodeDeployDemoFleet

Output:
ApplicationName : CodeDeployDemoApplication
AutoScalingGroups : {3
DeploymentConfigName : CodeDeployDefault.OneAtATime
DeploymentGroupId : 7d7c098a-b44bt-4b27-96ef-22791EXAMPLE
DeploymentGroupName : CodeDeployDemoFleet
Ec2TagFilters : {Name}
OnPremisesInstanceTagFilters : {}
ServiceRoleArn : arn:aws:iam: :80398EXAMPLE:role/
CodeDeploySampleStack-4ph6EX- CodeDeployTrustRole O9MWP7XTL8EX
TargetRevision : Amazon.CodeDeploy.Model.RevisionLocation

» For API details, see GetDeploymentGroup in AWS Tools for PowerShell Cmdlet Reference.

Get-CDDeploymentGrouplList
The following code example shows how to use Get-CDDeploymentGrouplList.
Tools for PowerShell

Example 1: This example gets a list of deployment groups for the specified application.

Get-CDDeploymentGrouplList -ApplicationName CodeDeployDemoApplication
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Output:

ApplicationName DeploymentGroups
NextToken

CodeDeployDemoApplication {CodeDeployDemoFleet, CodeDeployProductionFleet}

» For API details, see ListDeploymentGroups in AWS Tools for PowerShell Cmdlet Reference.

Get-CDDeploymentInstance
The following code example shows how to use Get-CDDeploymentInstance.
Tools for PowerShell

Example 1: This example gets information about the specified instance for the specified
deployment.

Get-CDDeploymentInstance -DeploymentId d-QZMRGSTEX -Instanceld i-254e22EX

Output:
DeploymentId : d-QZMRGSTEX
Instanceld : arn:aws:ec2:us-east-1:80398EXAMPLE:instance/i-254e22EX
LastUpdatedAt : 7/23/2015 11:25:24 PM
LifecycleEvents : {ApplicationStop, DownloadBundle, BeforeInstall, Install...}
Status : Succeeded

« For API details, see GetDeploymentinstance in AWS Tools for PowerShell Cmdlet Reference.

Get-CDDeploymentInstancelList
The following code example shows how to use Get-CDDeploymentInstancelist.
Tools for PowerShell

Example 1: This example gets a list of instance IDs for the specified deployment.

Get-CDDeploymentInstancelList -DeploymentId d-QZMRGSTEX
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Output:

1-254e22EX
1-274e22EX
i-3b4e22EX

» For API details, see ListDeploymentinstances in AWS Tools for PowerShell Cmdlet Reference.

Get-CDDeploymentList

The following code example shows how to use Get-CDDeploymentList.

Tools for PowerShell

Example 1: This example gets a list of deployment IDs for the specified application and
deployment group.

Get-CDDeploymentList -ApplicationName CodeDeployDemoApplication -DeploymentGroupName
CodeDeployDemoFleet

Output:

d-QZMRGSTEX
d-RROT5KTEX

» For API details, see ListDeployments in AWS Tools for PowerShell Cmdlet Reference.

Get-CDOnPremiseInstance

The following code example shows how to use Get-CDOnPremiseInstance.

Tools for PowerShell

Example 1: This example gets information about the specified on-premises instance.

Get-CDOnPremiseInstance -InstanceName AssetTagl2010298EX

Output:
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DeregisterTime : 1/1/0001 12:00:00 AM

IamUserArn : arn:aws:iam: :80398EXAMPLE:user/CodeDeployDemoUser
InstanceAzrn : arn:aws:codedeploy:us-east-1:80398EXAMPLE:instance/
AssetTagl2010298EX_rDH556dxEX

InstanceName : AssetTagl2010298EX

RegisterTime : 4/3/2015 6:36:24 PM

Tags : {Name}

« For API details, see GetOnPremisesinstance in AWS Tools for PowerShell Cmdlet Reference.

Get-CDOnPremiseInstanceBatch

The following code example shows how to use Get-CDOnPremiseInstanceBatch.

Tools for PowerShell

Example 1: This example gets information about the specified on-premises instances.

Get-CDOnPremiseInstanceBatch -InstanceName AssetTagl2010298EX, AssetTagl2@10298EX-2

Output:

DeregisterTime : 1/1/0001 12:00:00 AM

TamUserArn : arn:aws:iam: :80398EXAMPLE:user/CodeDeployFRWUser
InstanceArn : arn:aws:codedeploy:us-east-1:80398EXAMPLE:instance/
AssetTagl2010298EX-2_XmeSz18rEX

InstanceName : AssetTagl2010298EX-2

RegisterTime : 4/3/2015 6:38:52 PM

Tags . {Name}

DeregisterTime : 1/1/0001 12:00:00 AM

IamUserAzrn : arn:aws:iam: :80398EXAMPLE :user/CodeDeployDemoUser
InstanceArn : arn:aws:codedeploy:us-east-1:80398EXAMPLE:instance/
AssetTagl2010298EX_rDH556dxEX

InstanceName : AssetTagl2010298EX

RegisterTime : 4/3/2015 6:36:24 PM

Tags . {Name}

« For API details, see BatchGetOnPremiseslnstances in AWS Tools for PowerShell Cmdlet
Reference.
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Get-CDOnPremiseInstancelist

The following code example shows how to use Get-CDOnPremiseInstancelist.

Tools for PowerShell

Example 1: This example gets a list of available on-premises instance names.

Get-CDONnPremiseInstancelist

Output:

AssetTagl2010298EX
AssetTagl2010298EX-2

« For API details, see ListOnPremisesinstances in AWS Tools for PowerShell Cmdlet Reference.

New-CDApplication

The following code example shows how to use New-CDApplication.

Tools for PowerShell

Example 1: This example creates a new application with the specified name.
New-CDApplication -ApplicationName MyNewApplication

Output:
f19e4b61-2231-4328-b0fd-e57f5EXAMPLE

» For API details, see CreateApplication in AWS Tools for PowerShell Cmdlet Reference.

New-CDDeployment

The following code example shows how to use New-CDDeployment.

Tools for PowerShell

Example 1: This example creates a new deployment for the specified application and
deployment group with the specified deployment configuration and application revision.
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New-CDDeployment -ApplicationName MyNewApplication -S3Location_Bucket amzn-s3-demo-
bucket -S3Location_BundleType zip -DeploymentConfigName CodeDeployDefault.OneAtATime

-DeploymentGroupName MyNewDeploymentGroup -IgnoreApplicationStopFailures $True -
S3Location_Key aws-codedeploy_linux-master.zip -RevisionType S3

Output:

d-ZHROG7UEX

Example 2: This example shows how to specify groups of EC2 instance tags that an instance
must be identified by in order for it to be included in the replacement environment for a
blue/green deployment.

New-CDDeployment -ApplicationName MyNewApplication -S3Location_Bucket amzn-s3-demo-

bucket -S3Location_BundleType zip -DeploymentConfigName CodeDeployDefault.OneAtATime
-DeploymentGroupName MyNewDeploymentGroup -IgnoreApplicationStopFailures $True
-S3Location_Key aws-codedeploy_linux-master.zip -RevisionType S3 -Ec2TagSetlList
@(e{Key="keyl";Type="KEY_ONLY"}, @{Key="Key2"; Type="KEY_AND_VALUE";Value="Value2"}),e(e{Key-=

Output:

d-ZHROG7UEX

» For API details, see CreateDeployment in AWS Tools for PowerShell Cmdlet Reference.

New-CDDeploymentConfig

The following code example shows how to use New-CDDeploymentConfig.

Tools for PowerShell

Example 1: This example creates a new deployment configuration with the specified name
and behavior.

New-CDDeploymentConfig -DeploymentConfigName AtlLeastTwoHealthyHosts -
MinimumHealthyHosts_Type HOST_COUNT -MinimumHealthyHosts_Value 2

Output:
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0f3e8187-44ef-42da-aeed-b6823EXAMPLE

» For API details, see CreateDeploymentConfig in AWS Tools for PowerShell Cmdlet Reference.

New-CDDeploymentGroup
The following code example shows how to use New-CDDeploymentGroup.
Tools for PowerShell

Example 1: This example creates a deployment group with the specified name, Auto Scaling
group, deployment configuration, tag, and service role, for the specified application.

New-CDDeploymentGroup -ApplicationName MyNewApplication -AutoScalingGroup
CodeDeployDemo-ASG -DeploymentConfigName CodeDeployDefault.OneAtATime
-DeploymentGroupName MyNewDeploymentGroup -Ec2TagFilter @{Key="Name";
Type="KEY_AND_VALUE"; Value="CodeDeployDemo"} -ServiceRoleArn
arn:aws:iam: :80398EXAMPLE:role/CodeDeployDemo

Output:

16bbf199-95fd-40fc-a909-0bbcfEXAMPLE

Example 2: This example shows how to specify groups of EC2 instance tags that an instance
must be identified by in order for it to be included in the replacement environment for a
blue/green deployment.

New-CDDeploymentGroup -ApplicationName MyNewApplication -AutoScalingGroup

CodeDeployDemo-ASG -DeploymentConfigName CodeDeployDefault.OneAtATime

-DeploymentGroupName MyNewDeploymentGroup -Ec2TagFilter @{Key="Name";

Type="KEY_AND_VALUE"; Value="CodeDeployDemo"} -ServiceRoleArn

arn:aws:iam: :80398EXAMPLE:role/CodeDeployDemo -Ec2TagSetList
@(e{Key="keyl";Type="KEY_ONLY"},@{Key="Key2"; Type="KEY_AND_VALUE" ;Value="Value2"}),e(e{Key=

Output:
16bbf199-95fd-40fc-a909-0bbcfEXAMPLE

« For API details, see CreateDeploymentGroup in AWS Tools for PowerShell Cmdlet Reference.
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Register-CDApplicationRevision
The following code example shows how to use Register-CDApplicationRevision.
Tools for PowerShell

Example 1: This example registers an application revision with the specified Amazon S3
location, for the specified application.

Register-CDApplicationRevision -ApplicationName MyNewApplication -S3Location_Bucket
amzn-s3-demo-bucket -S3Location_BundleType zip -S3Location_Key aws-
codedeploy_linux-master.zip -Revision_RevisionType S3

« For API details, see RegisterApplicationRevision in AWS Tools for PowerShell Cmdlet Reference.

Register-CDOnPremiseInstance
The following code example shows how to use Register-CDOnPremiseInstance.

Tools for PowerShell

Example 1: This example registers an on-premises instance with the specified name and IAM
user.

Register-CDOnPremiseInstance -IamUserArn arn:aws:iam::80398EXAMPLE:user/
CodeDeployDemoUser -InstanceName AssetTagl2010298EX

» For API details, see RegisterOnPremisesinstance in AWS Tools for PowerShell Cmdlet

Reference.

Remove-CDApplication
The following code example shows how to use Remove-CDApplication.

Tools for PowerShell

Example 1: This example deletes the application with the specified name. The command
will prompt for confirmation before proceeding. Add the -Force parameter to delete the
application without a prompt.

Remove-CDApplication -ApplicationName MyNewApplication

Actions 251


https://docs.aws.amazon.com/powershell/latest/reference
https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

» For API details, see DeleteApplication in AWS Tools for PowerShell Cmdlet Reference.

Remove-CDDeploymentConfig
The following code example shows how to use Remove-CDDeploymentConfig.
Tools for PowerShell

Example 1: This example deletes the deployment configuration with the specified name.
The command will prompt for confirmation before proceeding. Add the -Force parameter to
delete the deployment configuration without a prompt.

Remove-CDDeploymentConfig -DeploymentConfigName AtLeastTwoHealthyHosts

» For API details, see DeleteDeploymentConfig in AWS Tools for PowerShell Cmdlet Reference.

Remove-CDDeploymentGroup
The following code example shows how to use Remove-CDDeploymentGroup.
Tools for PowerShell

Example 1: This example deletes the deployment group with the specified name for the
specified application. The command will prompt for confirmation before proceeding. Add
the -Force parameter to delete the deployment group without a prompt.

Remove-CDDeploymentGroup -ApplicationName MyNewApplication -DeploymentGroupName
MyNewDeploymentGroup

« For API details, see DeleteDeploymentGroup in AWS Tools for PowerShell Cmdlet Reference.

Remove-CDOnPremiseInstanceTag

The following code example shows how to use Remove-CDOnPremiseInstanceTag.

Tools for PowerShell

Example 1: This example deletes the specified tag for the on-premises instance with the
specified name. The command will prompt for confirmation before proceeding. Add the -
Force parameter to delete the tag without a prompt.
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Remove-CDOnPremiseInstanceTag -InstanceName AssetTagl2010298EX -Tag @{"Key" =
"Name"; "Value" = "CodeDeployDemo-OnPrem"}

» For API details, see RemoveTagsFromOnPremisesinstances in AWS Tools for PowerShell Cmdlet
Reference.

Stop-CDDeployment

The following code example shows how to use Stop-CDDeployment.

Tools for PowerShell

Example 1: This example attempts to stop the deployment with the specified deployment
ID.

Stop-CDDeployment -DeploymentId d-LJQNREYEX

Output:

Status StatusMessage

Pending Stopping Pending. Stopping to schedule commands in the deployment
instances

» For API details, see StopDeployment in AWS Tools for PowerShell Cmdlet Reference.

Unregister-CDOnPremiseInstance

The following code example shows how to use Unregister-CDOnPremiseInstance.

Tools for PowerShell

Example 1: This example deregisters the on-premises instance with the specified name.

Unregister-CDOnPremiseInstance -InstanceName AssetTagl2010298EX

» For API details, see DeregisterOnPremisesinstance in AWS Tools for PowerShell Cmdlet

Reference.
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Update-CDApplication

The following code example shows how to use Update-CDApplication.

Tools for PowerShell

Example 1: This example changes the name of the specified application.

Update-CDApplication -ApplicationName MyNewApplication -NewApplicationName
MyNewApplication-2

» For API details, see UpdateApplication in AWS Tools for PowerShell Cmdlet Reference.

Update-CDDeploymentGroup

The following code example shows how to use Update-CDDeploymentGroup.

Tools for PowerShell

Example 1: This example changes the name of the specified deployment group for the
specified application.

Update-CDDeploymentGroup -ApplicationName MyNewApplication -
CurrentDeploymentGroupName MyNewDeploymentGroup -NewDeploymentGroupName
MyNewDeploymentGroup-2

Example 2: This example shows how to specify groups of EC2 instance tags that an instance
must be identified by in order for it to be included in the replacement environment for a
blue/green deployment.

Update-CDDeploymentGroup -ApplicationName MyNewApplication -

CurrentDeploymentGroupName MyNewDeploymentGroup -NewDeploymentGroupName
MyNewDeploymentGroup-2 -Ec2TagSetlList
@(@{Key="keyl";Type="KEY_ONLY"}, @{Key="Key2"; Type="KEY_AND_VALUE";Value="Value2"}),@(@{Key-=

 For API details, see UpdateDeploymentGroup in AWS Tools for PowerShell Cmdlet Reference.
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CodePipeline examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with CodePipeline.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics
e Actions
Actions

Confirm-CPJob

The following code example shows how to use Confirm-CPJob.

Tools for PowerShell

Example 1: This example gets the status of the specified job.

Confirm-CPJob -JobId f570dcl2-5ef3-44bc-945a-6e133EXAMPLE -Nonce 3

Output:

InProgress

» For API details, see Acknowledgelob in AWS Tools for PowerShell Cmdlet Reference.

Disable-CPStageTransition

The following code example shows how to use Disable-CPStageTransition.
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Tools for PowerShell

Example 1: This example disables the inbound transition for the specified stage in the
specified pipeline.

Disable-CPStageTransition -PipelineName CodePipelineDemo -Reason "Disabling
temporarily." -StageName Beta -TransitionType Inbound

» For API details, see DisableStageTransition in AWS Tools for PowerShell Cmdlet Reference.

Enable-CPStageTransition
The following code example shows how to use Enable-CPStageTransition.
Tools for PowerShell

Example 1: This example enables the inbound transition for the specified stage in the
specified pipeline.

Enable-CPStageTransition -PipelineName CodePipelineDemo -StageName Beta -
TransitionType Inbound

» For API details, see EnableStageTransition in AWS Tools for PowerShell Cmdlet Reference.

Get-CPActionType
The following code example shows how to use Get-CPActionType.
Tools for PowerShell

Example 1: This example gets information about all available actions for the specified
owner.

ForEach ($actionType in (Get-CPActionType -ActionOwnerFilter AWS)) {

Write-Output ("For Category = " + $actionType.Id.Category + ", Owner = " +
$actionType.Id.Owner + ", Provider = " + $actionType.Id.Provider + ", Version =
$actionType.Id.Version + ":")

Write-Output (" ActionConfigurationProperties:")
ForEach ($acp in $actionType.ActionConfigurationProperties) {
Write-Output (" For " + $acp.Name + ":")

+
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Write-Output (" Description = " + $acp.Description)
Write-Output (" Key = " + $acp.Key)
Write-Output (" Queryable = " + $acp.Queryable)
Write-Output (" Required = " + $acp.Required)
Write-Output (" Secret = " + $acp.Secret)

}

Write-Output (" InputArtifactDetails:")

Write-Output (" MaximumCount = " +

$actionType.InputArtifactDetails.MaximumCount)

Write-Output (" MinimumCount = " +

$actionType.InputArtifactDetails.MinimumCount)
Write-Output (" OutputArtifactDetails:")

Write-Output (" MaximumCount = " +
$actionType.OutputArtifactDetails.MaximumCount)
Write-Output (" MinimumCount = " +

$actionType.OutputArtifactDetails.MinimumCount)
Write-Output (" Settings:")

Write-Output (" EntityUrlTemplate = " + $actionType.Settings.EntityUrlTemplate)
Write-Output (" ExecutionUrlTemplate = " +
$actionType.Settings.ExecutionUrlTemplate)
}
Output:

For Category = Deploy, Owner = AWS, Provider = ElasticBeanstalk, Version = 1:
ActionConfigurationProperties:
For ApplicationName:
Description = The AWS Elastic Beanstalk Application name
Key = True
Queryable = False
Required = True
Secret = False
For EnvironmentName:
Description = The AWS Elastic Beanstalk Environment name
Key = True
Queryable = False
Required = True
Secret = False
InputArtifactDetails:
MaximumCount = 1
MinimumCount = 1
OutputArtifactDetails:
MaximumCount = @
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MinimumCount = 0
Settings:
EntityUrlTemplate = https://console.aws.amazon.com/elasticbeanstalk/r/
application/{Config:ApplicationName}
ExecutionUrlTemplate https://console.aws.amazon.com/elasticbeanstalk/r/
application/{Config:ApplicationName}
For Category = Deploy, Owner = AWS, Provider = CodeDeploy, Version = 1:
ActionConfigurationProperties:
For ApplicationName:
Description = The AWS CodeDeploy Application name
Key = True
Queryable = False
Required = True
Secret = False
For DeploymentGroupName:
Description = The AWS CodeDeploy Deployment Group name
Key = True
Queryable = False
Required = True
Secret = False
InputArtifactDetails:
MaximumCount = 1
MinimumCount = 1
OutputArtifactDetails:
MaximumCount = 0
MinimumCount = 0
Settings:
EntityUrlTemplate https://console.aws.amazon.com/codedeploy/home?#/
applications/{Config:ApplicationName}/deployment-groups/{Config:DeploymentGroupName}
ExecutionUrlTemplate = https://console.aws.amazon.com/codedeploy/home?#/
deployments/{ExternalExecutionId}

« For API details, see ListActionTypes in AWS Tools for PowerShell Cmdlet Reference.

Get-CPActionableJobList

The following code example shows how to use Get-CPActionableJoblList.

Tools for PowerShell

Example 1: This example gets information about all actionable jobs for the specified action
category, owner, provider, version, and query parameters.
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Get-CPActionableJoblList -ActionTypeId_Category Build -ActionTypeId_Owner Custom
-ActionTypeld_Provider MyCustomProviderName -ActionTypeld_Version 1 -QueryParam
@{"ProjectName" = "MyProjectName"}

Output:

AccountId Data Id
Nonce

80398EXAMPLE Amazon.CodePipeline.Model.JobData 0de392f5-712d-4f41-ace3-
f57aQEXAMPLE 3

» For API details, see PollForJobs in AWS Tools for PowerShell Cmdlet Reference.

Get-CPJobDetail

The following code example shows how to use Get-CPJobDetail.

Tools for PowerShell

Example 1: This example gets general information about the specified job.

Get-CPJobDetail -JobId f57@0dcl2-5ef3-44bc-945a-6e133EXAMPLE

Output:

AccountId Data Id

80398EXAMPLE Amazon.CodePipeline.Model. JobData
f570dcl2-5ef3-44bc-945a-6e133EXAMPLE

Example 2: This example gets detailed information about the specified job.

$jobDetails = Get-CPJobDetail -JobId f570dcl2-5ef3-44bc-945a-6e133EXAMPLE
Write-Output ("For Job " + $jobDetails.Id + ":")

Write-Output (" AccountId = " + $jobDetails.AccountId)

$jobData = $jobDetails.Data

Write-Output (" Configuration:")

ForEach ($key in $jobData.ActionConfiguration.Keys) {
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$value = $jobData.ActionConfiguration.$key

Write-Output (" "+ $key + " =" + $value)

}

Write-Output (" ActionTypeld:")

Write-Output (" Category = " + $jobData.ActionTypeld.Category)

Write-Output (" Owner = " + $jobData.ActionTypeld.Owner)

Write-Output (" Provider = " + $jobData.ActionTypeld.Provider)

Write-Output (" Version = " + $jobData.ActionTypeld.Version)

Write-Output (" ArtifactCredentials:")

Write-Output (" AccessKeyId = " + $jobData.ArtifactCredentials.AccessKeyId)

Write-Output (" SecretAccessKey = " +
$jobData.ArtifactCredentials.SecretAccessKey)

Write-Output (" SessionToken = " + $jobData.ArtifactCredentials.SessionToken)

Write-Output (" InputArtifacts:")

ForEach ($ia in $jobData.InputArtifacts) {
Write-Output (" " + $ia.Name)

}

Write-Output (" OutputArtifacts:")

ForEach ($oa in $jobData.OutputArtifacts) {
Write-Output (" " + $oa.Name)

}

Write-Output (" PipelineContext:")

$context = $jobData.PipelineContext

Write-Output (" Name = " + $context.Action.Name)
Write-Output (" PipelineName = " + $context.PipelineName)
Write-Output (" Stage = " + $context.Stage.Name)

Output:

For Job f570dcl2-5ef3-44bc-945a-6e133EXAMPLE:
AccountId = 80398EXAMPLE
Configuration:
ActionTypeld:
Category = Build
Owner = Custom
Provider = MyCustomProviderName
Version = 1
ArtifactCredentials:
AccessKeyId = ASIAIEI3...IXI6YREX
SecretAccessKey = cqAFDhEi...RdQyfa2u
SessionToken = AQoDYXdz...5u+lsAU=
InputArtifacts:

MyApp
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OutputArtifacts:
MyAppBuild
PipelineContext:
Name = Build
PipelineName = CodePipelineDemo
Stage = Build

» For API details, see GetJobDetails in AWS Tools for PowerShell Cmdlet Reference.

Get-CPPipeline
The following code example shows how to use Get-CPPipeline.
Tools for PowerShell

Example 1: This example gets general information about the specified pipeline.

Get-CPPipeline -Name CodePipelineDemo -Version 1

Output:

ArtifactStore : Amazon.CodePipeline.Model.ArtifactStore

Name : CodePipelineDemo

RoleArn : arn:aws:iam: :80398EXAMPLE:role/CodePipelineServiceRole
Stages : {Source, Build, Beta, TestStage}

Version 1

Example 2: This example gets detailed information about the specified pipeline.

$pipeline = Get-CPPipeline -Name CodePipelineDemo

Write-Output ("Name = " + $pipeline.Name)

Write-Output ("RoleArn = " + $pipeline.RoleArn)

Write-Output ("Version = " + $pipeline.Version)

Write-Output ("ArtifactStore:")

Write-Output (" Location = " + $pipeline.ArtifactStore.Location)
Write-Output (" Type = " + $pipeline.ArtifactStore.Type.Value)

Write-Output ("Stages:")

ForEach ($stage in $pipeline.Stages) {
Write-Output (" Name = " + $stage.Name)
Write-Output (" Actions:")

ForEach ($action in $stage.Actions) {
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Write-Output ("
Write-Output ("
Write-Output ("
Write-Output ("
Write-Output ("
Write-Output ("

User Guide
Name = " + $action.Name)
Category = " + $action.ActionTypelId.Category)
Owner = " + $action.ActionTypeId.Owner)
Provider = " + $action.ActionTypeId.Provider)
Version = " + $action.ActionTypeld.Version)

Configuration:")

ForEach ($key in $action.Configuration.Keys) {
$value = $action.Configuration.$key

Write-Output ("
}
Write-Output ("

"+ $key + " =" + $value)

InputArtifacts:")

ForEach ($ia in $action.InputArtifacts) {

Write-Output ("
}

" + $ia.Name)

ForEach ($oa in $action.OutputArtifacts) {

Write-Output ("
}
Write-Output ("

}

Output:

Name = CodePipelineDemo

" + $oa.Name)

RunOrder = " + $action.RunOzrder)

RoleArn = arn:aws:iam::80398EXAMPLE:role/CodePipelineServiceRole

Version = 3
ArtifactStore:

Location = MyBucketName

Type = S3
Stages:
Name = Source
Actions:
Name = Source

Category = Source
Owner = ThirdParty
Provider = GitHub

Version = 1
Configuration:

Branch = master
OAuthToken = *#***
Owner = my-user-name

Repo = MyRepoName

InputArtifacts:
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« For API details, see GetPipeline in AWS Tools for PowerShell Cmdlet Reference.

MyApp
RunOrder = 1
Name = Build
Actions:
Name = Build
Category = Build
Owner = Custom
Provider = MyCustomProviderName
Version = 1
Configuration:
ProjectName = MyProjectName
InputArtifacts:
MyApp
MyAppBuild
RunOrder =1
Name = Beta
Actions:
Name = CodePipelineDemoFleet
Category = Deploy
Owner = AWS
Provider = CodeDeploy
Version = 1
Configuration:
ApplicationName = CodePipelineDemoApplication
DeploymentGroupName = CodePipelineDemoFleet
InputArtifacts:
MyAppBuild
RunOrder = 1
Name = TestStage
Actions:
Name = MyJenkinsTestAction
Category = Test
Owner = Custom
Provider = MyCustomTestProvider
Version = 1
Configuration:
ProjectName = MyJenkinsProjectName
InputArtifacts:
MyAppBuild
RunOrder = 1
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Get-CPPipelinelist

The following code example shows how to use Get-CPPipelinelList.

Tools for PowerShell

Example 1: This example gets a list of available pipelines.

Get-CPPipelinelList

Output:

Created Name Updated Version

8/13/2015 10:17:54 PM CodePipelineDemo 8/13/2015 10:17:54 PM 3
7/8/2015 2:41:53 AM MyFirstPipeline 7/22/2015 9:06:37 PM 7

» For API details, see ListPipelines in AWS Tools for PowerShell Cmdlet Reference.

Get-CPPipelineState

The following code example shows how to use Get-CPPipelineState.

Tools for PowerShell

Example 1: This example gets general information about the stages for the specified
pipeline.

Get-CPPipelineState -Name CodePipelineDemo

Output:
Created : 8/13/2015 10:17:54 PM
PipelineName : CodePipelineDemo
PipelineVersion : 1
StageStates : {Source, Build, Beta, TestStage}
Updated : 8/13/2015 10:17:54 PM

Example 2: This example gets detailed information about the state of the specified pipeline.
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ForEach ($stageState in (Get-CPPipelineState -Name $arg).StageStates) {
Write-Output ("For " + $stageState.StageName + ":")
Write-Output (" InboundTransitionState:")

Write-Output (" DisabledReason = " +
$stageState.InboundTransitionState.DisabledReason)

Write-Output (" Enabled = " + $stageState.InboundTransitionState.Enabled)
Write-Output (" LastChangedAt = " +
$stageState.InboundTransitionState.LastChangedAt)

Write-Output (" LastChangedBy = " +

$stageState.InboundTransitionState.LastChangedBy)
Write-Output (" ActionStates:")
ForEach ($actionState in $stageState.ActionStates) {

Write-Output (" For " + $actionState.ActionName + ":")
Write-Output (" CurrentRevision:")

Write-Output (" Created = " + $actionState.CurrentRevision.Created)
Write-Output (" RevisionChangeId = " +
$actionState.CurrentRevision.RevisionChangeId)

Write-Output (" RevisionId = " + $actionState.CurrentRevision.RevisionId)
Write-Output (" EntityUrl = " + $actionState.EntityUrl)
Write-Output (" LatestExecution:")

Write-Output (" ErrorDetails:")

Write-Output (" Code = " +
$actionState.LatestExecution.ErrorDetails.Code)

Write-Output (" Message = " +
$actionState.LatestExecution.ErrorDetails.Message)
Write-Output (" ExternalExecutionId = " +
$actionState.LatestExecution.ExternalExecutionId)
Write-Output (" ExternalExecutionUrl = " +
$actionState.LatestExecution.ExternalExecutionUrl)
Write-Output (" LastStatusChange = " +
$actionState.LatestExecution.LastStatusChange)
Write-Output (" PercentComplete = " +
$actionState.LatestExecution.PercentComplete)
Write-Output (" Status = " + $actionState.LatestExecution.Status)
Write-Output (" Summary = " + $actionState.lLatestExecution.Summary)
Write-Output (" RevisionUrl = " + $actionState.RevisionUrl)
}

}

Output:

For Source:
InboundTransitionState:
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DisabledReason =
Enabled =
LastChangedAt
LastChangedBy
ActionStates:

For Source:
CurrentRevision:
Created =
RevisionChangeld =
RevisionId =

EntityUrl = https://github.com/my-user-name/MyRepoName/tree/master

LatestExecution:
ErrorDetails:
Code =
Message =
ExternalExecutionId =
ExternalExecutionUrl =
LastStatusChange = 07/20/2015 23:28:45
PercentComplete = 0
Status = Succeeded
Summary =
RevisionUrl =
For Build:
InboundTransitionState:
DisabledReason =
Enabled = True
LastChangedAt = 01/01/0001 00:00:00
LastChangedBy =
ActionStates:
For Build:
CurrentRevision:
Created =
RevisionChangeld =
RevisionId =
EntityUrl = http://54.174.131.1EX/job/MyJenkinsDemo
LatestExecution:
ErrorDetails:
Code = TimeoutError

Message = The action failed because a job worker exceeded its time limit.
If this is a custom action, make sure that the job worker is configured correctly.

ExternalExecutionId =
ExternalExecutionUrl =
LastStatusChange = 07/21/2015 00:29:29
PercentComplete = 0
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Status = Failed
Summary =
RevisionUrl =
For Beta:
InboundTransitionState:
DisabledReason =
Enabled = True
LastChangedAt = 01/01/0001 00:00:00
LastChangedBy =
ActionStates:
For CodePipelineDemoFleet:
CurrentRevision:
Created =
RevisionChangeld =
Revisionld =
EntityUrl = https://console.aws.amazon.com/codedeploy/home?#/applications/
CodePipelineDemoApplication/deployment-groups/CodePipelineDemoFleet
LatestExecution:
ErrorDetails:
Code =
Message =
ExternalExecutionId = d-D5LTCZXEX
ExternalExecutionUrl = https://console.aws.amazon.com/codedeploy/home?#/
deployments/d-D5LTCZXEX
LastStatusChange = 07/08/2015 22:07:42
PercentComplete = 0
Status = Succeeded
Summary = Deployment Succeeded
RevisionUrl =
For TestStage:
InboundTransitionState:
DisabledReason =
Enabled = True
LastChangedAt = 01/01/0001 00:00:00
LastChangedBy =
ActionStates:
For MyJenkinsTestAction25:
CurrentRevision:
Created =
RevisionChangeld =
Revisionld =
EntityUrl = http://54.174.131.1EX/job/MyJenkinsDemo
LatestExecution:
ErrorDetails:
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Code =
Message =
ExternalExecutionId = 5
ExternalExecutionUrl = http://54.174.131.1EX/job/MyJenkinsDemo/5
LastStatusChange = 07/08/2015 22:09:03
PercentComplete = 0
Status = Succeeded
Summary = Finished
RevisionUrl =

» For API details, see GetPipelineState in AWS Tools for PowerShell Cmdlet Reference.

New-CPCustomActionType

The following code example shows how to use New-CPCustomActionType.

Tools for PowerShell

Example 1: This example creates a new custom action with the specified properties.

New-CPCustomActionType -Category Build -ConfigurationProperty @{"Description"

= "The name of the build project must be provided when this action is added

to the pipeline."; "Key" = $True; "Name" = "ProjectName"; "Queryable"

= $False; "Required" = $True; "Secret" = $False; "Type" = "String"} -
Settings_EntityUrlTemplate "https://my-build-instance/job/{Config:ProjectName}/"
-Settings_ExecutionUrlTemplate "https://my-build-instance/job/mybuildjob/
lastSuccessfulBuild{ExternalExecutionId}/" -InputArtifactDetails_MaximumCount

1 -OutputArtifactDetails_MaximumCount 1 -InputArtifactDetails_MinimumCount @ -
OutputArtifactDetails_MinimumCount @ -Provider "MyBuildProviderName" -Version 1

Output:

ActionConfigurationProperties : {ProjectName}

Id : Amazon.CodePipeline.Model.ActionTypeld
InputArtifactDetails : Amazon.CodePipeline.Model.ArtifactDetails
OutputArtifactDetails : Amazon.CodePipeline.Model.ArtifactDetails
Settings : Amazon.CodePipeline.Model.ActionTypeSettings

» For API details, see CreateCustomActionType in AWS Tools for PowerShell Cmdlet Reference.
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New-CPPipeline
The following code example shows how to use New-CPPipeline.
Tools for PowerShell

Example 1: This examples creates a new pipeline with the specified settings.

$pipeline = New-Object Amazon.CodePipeline.Model.PipelineDeclaration

$sourceStageAction
$deployStageAction

New-0Object Amazon.CodePipeline.Model.ActionDeclaration
New-Object Amazon.CodePipeline.Model.ActionDeclaration

$sourceStageActionOutputArtifact = New-Object
Amazon.CodePipeline.Model.OutputArtifact
$sourceStageActionOutputArtifact.Name = "MyApp"

$sourceStageAction.ActionTypeld = @{"Category" = "Source"; "Owner" = "AWS";

"Provider" = "S3"; "Version" = 1}
$sourceStageAction.Configuration.Add("S3Bucket", "amzn-s3-demo-bucket")
$sourceStageAction.Configuration.Add("S30bjectKey", "my-object-key-name.zip")
$sourceStageAction.OutputArtifacts.Add($sourceStageActionOutputArtifact)
$sourceStageAction.Name = "Source"

$deployStageActionInputArtifact = New-Object Amazon.CodePipeline.Model.InputArtifact
$deployStageActionInputArtifact.Name = "MyApp"

$deployStageAction.ActionTypeld = @{"Category" = "Deploy"; "Owner" = "AWS";
"Provider" = "CodeDeploy"; "Version" = 1}
$deployStageAction.Configuration.Add("ApplicationName",
"CodePipelineDemoApplication")
$deployStageAction.Configuration.Add("DeploymentGroupName", "CodePipelineDemoFleet")
$deployStageAction.InputArtifacts.Add($deployStageActionInputArtifact)
$deployStageAction.Name = "CodePipelineDemoFleet"

$sourceStage = New-Object Amazon.CodePipeline.Model.StageDeclaration
$deployStage = New-Object Amazon.CodePipeline.Model.StageDeclaration
$sourceStage.Name = "Source"

$deployStage.Name = "Beta"

$sourceStage.Actions.Add($sourceStageAction)
$deployStage.Actions.Add($deployStageAction)
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$pipeline.
$pipeline.
$pipeline.
$pipeline.
$pipeline.
$pipeline.

ArtifactStore = @{"Location" = "amzn-s3-demo-bucket"; "Type" = "S3"}
Name = "CodePipelineDemo"

RoleArn = "arn:aws:iam: :80398EXAMPLE:role/CodePipelineServiceRole"
Stages.Add($sourceStage)

Stages.Add($deployStage)

Version = 1

New-CPPipeline -Pipeline $pipeline

Output:

ArtifactStore : Amazon.CodePipeline.Model.ArtifactStore

Name
RoleArn
Stages
Version

: CodePipelineDemo

: arn:aws:iam: :80398EXAMPLE:role/CodePipelineServiceRole
: {Source, Beta}

1

« For API details, see CreatePipeline in AWS Tools for PowerShell Cmdlet Reference.

Remove-CPCustomActionType

The following code example shows how to use Remove-CPCustomActionType.

Tools for PowerShell

Example 1: This example deletes the specified custom action. The command will prompt
for confirmation before proceeding. Add the -Force parameter to delete the custom action
without a prompt.

Remove-CPCustomActionType -Category Build -Provider MyBuildProviderName -Version 1

« For API details, see DeleteCustomActionType in AWS Tools for PowerShell Cmdlet Reference.

Remove-CPPipeline

The following code example shows how to use Remove-CPPipeline.
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Tools for PowerShell

Example 1: This example deletes the specified pipeline. The command will prompt for
confirmation before proceeding. Add the -Force parameter to delete the pipeline without a
prompt.

Remove-CPPipeline -Name CodePipelineDemo

» For API details, see DeletePipeline in AWS Tools for PowerShell Cmdlet Reference.

Start-CPPipelineExecution
The following code example shows how to use Start-CPPipelineExecution.
Tools for PowerShell

Example 1: This example starts running the specified pipeline.
Start-CPPipelineExecution -Name CodePipelineDemo

» For API details, see StartPipelineExecution in AWS Tools for PowerShell Cmdlet Reference.

Update-CPPipeline
The following code example shows how to use Update-CPPipeline.
Tools for PowerShell

Example 1: This example updates the specified existing pipeline with the specified settings.

$pipeline = New-Object Amazon.CodePipeline.Model.PipelineDeclaration

New-Object Amazon.CodePipeline.Model.ActionDeclaration
New-0Object Amazon.CodePipeline.Model.ActionDeclaration

$sourceStageAction
$deployStageAction

$sourceStageActionOutputArtifact = New-Object
Amazon.CodePipeline.Model.OutputArtifact
$sourceStageActionOutputArtifact.Name = "MyApp"

$sourceStageAction.ActionTypeld = @{"Category" = "Source"; "Owner" = "AWS";
"Provider" = "S3"; "Version" = 1}
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$sourceStageAction.Configuration.Add("S3Bucket", "amzn-s3-demo-bucket")
$sourceStageAction.Configuration.Add("S30bjectKey", "my-object-key-name.zip")
$sourceStageAction.OutputArtifacts.Add($sourceStageActionOutputArtifact)
$sourceStageAction.Name = "Source"

$deployStageActionInputArtifact = New-Object Amazon.CodePipeline.Model.InputArtifact
$deployStageActionInputArtifact.Name = "MyApp"

$deployStageAction.ActionTypeld = @{"Category" = "Deploy"; "Owner" = "AWS";
"Provider" = "CodeDeploy"; "Version" = 1}
$deployStageAction.Configuration.Add("ApplicationName",
"CodePipelineDemoApplication")
$deployStageAction.Configuration.Add("DeploymentGroupName", "CodePipelineDemoFleet")
$deployStageAction.InputArtifacts.Add($deployStageActionInputArtifact)
$deployStageAction.Name = "CodePipelineDemoFleet"

$sourceStage = New-Object Amazon.CodePipeline.Model.StageDeclaration
$deployStage New-Object Amazon.CodePipeline.Model.StageDeclaration

$sourceStage.Name = "MyInputFiles"
$deployStage.Name = "MyTestDeployment"

$sourceStage.Actions.Add($sourceStageAction)
$deployStage.Actions.Add($deployStageAction)

$pipeline.ArtifactStore = @{"Location" = "amzn-s3-demo-bucket"; "Type" = "S3"}
$pipeline.Name = "CodePipelineDemo"

$pipeline.RoleArn = "arn:aws:iam: :80398EXAMPLE:role/CodePipelineServiceRole"
$pipeline.Stages.Add($sourceStage)

$pipeline.Stages.Add($deployStage)

$pipeline.Version = 1

Update-CPPipeline -Pipeline $pipeline

Output:

ArtifactStore : Amazon.CodePipeline.Model.ArtifactStore

Name : CodePipelineDemo

RoleArn : arn:aws:iam: :80398EXAMPLE:role/CodePipelineServiceRole
Stages : {InputFiles, TestDeployment}

Version 2

« For API details, see UpdatePipeline in AWS Tools for PowerShell Cmdlet Reference.
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Amazon Cognito Identity examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with Amazon Cognito Identity.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions

Get-CGIIdentityPool
The following code example shows how to use Get-CGIIdentityPool.
Tools for PowerShell

Example 1: Retrieves information about a specific Identity Pool by its id.

Get-CGIIdentityPool -IdentityPoolld us-east-1:0de2af35-2988-4d0b-b22d-EXAMPLEGUID1

Output:

LoggedAt : 8/12/2015 4:29:40 PM
AllowUnauthenticatedIdentities : True

DeveloperProviderName :

IdentityPoolId : us-east-1:0de2af35-2988-4d0b-b22d-EXAMPLEGUID1

IdentityPoolName : CommonTestsl
OpenIdConnectProviderARNs : {3

SupportedLoginProviders : {3

ResponseMetadata : Amazon.Runtime.ResponseMetadata
ContentLength : 142

HttpStatusCode : 0K

» For API details, see DescribeldentityPool in AWS Tools for PowerShell Cmdlet Reference.
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Get-CGIIdentityPoollList
The following code example shows how to use Get-CGIIdentityPoollList.
Tools for PowerShell

Example 1: Retrieves a list of existing Identity Pools.

Get-CGIIdentityPoolList

Output:
IdentityPoollId IdentityPoolName
us-east-1:0de2af35-2988-4d@b-b22d-EXAMPLEGUID1 CommonTestsl
us-east-1:118d242d-204e-4b88-b80@3-EXAMPLEGUID2 Tests2
us-east-1:15d49393-ab16-431a-b26e-EXAMPLEGUID3 CommonTests13

» For API details, see ListldentityPools in AWS Tools for PowerShell Cmdlet Reference.

Get-CGIIdentityPoolRole
The following code example shows how to use Get-CGIIdentityPoolRole.
Tools for PowerShell

Example 1: Gets the information about roles for a specific Identity Pool.

Get-CGIIdentityPoolRole -IdentityPoolId us-east-1:0de2af35-2988-4d@b-b22d-

EXAMPLEGUID1
Output:
LoggedAt : 8/12/2015 4:33:51 PM
IdentityPoolId : us-east-1:0de2af35-2988-4d@b-b22d-EXAMPLEGUID1
Roles : {[unauthenticated, arn:aws:iam::123456789012:role/
CommonTestslRole]}
ResponseMetadata : Amazon.Runtime.ResponseMetadata
ContentLength : 165
HttpStatusCode : 0K
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« For API details, see GetldentityPoolRoles in AWS Tools for PowerShell Cmdlet Reference.

New-CGIIdentityPool
The following code example shows how to use New-CGIIdentityPool.

Tools for PowerShell

Example 1: Creates a new Identity Pool which allows unauthenticated identities.

New-CGIIdentityPool -AllowUnauthenticatedIdentities $true -IdentityPoolName
CommonTestsl13

Output:

LoggedAt : 8/12/2015 4:56:07 PM
AllowUnauthenticatedIdentities : True

DeveloperProviderName :

IdentityPoolId : us-east-1:15d49393-abl6-431a-b26e-EXAMPLEGUID3

IdentityPoolName : CommonTestsl3
OpenIdConnectProviderARNs : {3

SupportedlLoginProviders : {3

ResponseMetadata : Amazon.Runtime.ResponseMetadata
ContentLength : 136

HttpStatusCode : 0K

» For API details, see CreateldentityPool in AWS Tools for PowerShell Cmdlet Reference.

Remove-CGIIdentityPool
The following code example shows how to use Remove-CGIIdentityPool.
Tools for PowerShell

Example 1: Deletes a specific Identity Pool.

Remove-CGIIdentityPool -IdentityPoolId us-east-1:0de2af35-2988-4d0b-b22d-
EXAMPLEGUID1

« For API details, see DeleteldentityPool in AWS Tools for PowerShell Cmdlet Reference.
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Set-CGIIdentityPoolRole

The following code example shows how to use Set-CGIIdentityPoolRole.

Tools for PowerShell

Example 1: Configures the specific Identity Pool to have an unauthenticated IAM role.

Set-CGIIdentityPoolRole -IdentityPoolld us-east-1:0de2af35-2988-4d0b-b22d-
EXAMPLEGUID1 -Role @{ "unauthenticated" = "arn:aws:iam::123456789012:role/
CommonTestslRole" }

» For API details, see SetldentityPoolRoles in AWS Tools for PowerShell Cmdlet Reference.

Update-CGIIdentityPool
The following code example shows how to use Update-CGIIdentityPool.
Tools for PowerShell

Example 1: Updates some of the Identity Pool properties, in this case the name of the
Identity Pool.

Update-CGIIdentityPool -IdentityPoolId us-east-1:0de2af35-2988-4d0b-b22d-
EXAMPLEGUID1 -IdentityPoolName NewPoolName

Output:

LoggedAt : 8/12/2015 4:53:33 PM
AllowUnauthenticatedIdentities : False

DeveloperProviderName :

IdentityPoolId : us-east-1:0de2af35-2988-4d@b-b22d-EXAMPLEGUID1

IdentityPoolName : NewPoolName
OpenIdConnectProviderARNs : {3

SupportedLoginProviders : {3

ResponseMetadata : Amazon.Runtime.ResponseMetadata
ContentLength : 135

HttpStatusCode : OK

» For API details, see UpdateldentityPool in AWS Tools for PowerShell Cmdlet Reference.
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AWS Config examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with AWS Config.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions

Add-CFGResouxceTag
The following code example shows how to use Add-CFGResourceTag.
Tools for PowerShell

Example 1: This example associates specified tag to the resource ARN, which is config-rule/
config-rule-16iyn0 in this case.

Add-CFGResourceTag -ResourceArn arn:aws:config:eu-west-1:123456789012:config-rule/
config-rule-16iyn@ -Tag @{Key="Release";Value="Beta"}

« For API details, see TagResource in AWS Tools for PowerShell Cmdlet Reference.

Get-CFGAggregateComplianceByConfigRulelList

The following code example shows how to use Get-
CFGAggregateComplianceByConfigRulelist.

Tools for PowerShell

Example 1: This example fetches the details from ConfigurationAggregator 'kaju’ filtering
for the given config rule and expands/returns the 'Compliance' of the rule.
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Get-CFGAggregateComplianceByConfigRulelList -ConfigurationAggregatorName kaju
-Filters_ConfigRuleName ALB_HTTP_TO_HTTPS_REDIRECTION_CHECK | Select-Object -
ExpandProperty Compliance

Output:

ComplianceContributorCount ComplianceType

Amazon.ConfigService.Model.ComplianceContributorCount NON_COMPLIANT

Example 2: This example fetches details from the given ConfigurationAggregator, filters
it for the given account for all regions covered in the aggregator and further retuns the
compliance for all the rules.

Get-CFGAggregateComplianceByConfigRulelList -ConfigurationAggregatorName
kaju -Filters_AccountId 123456789012 | Select-Object ConfigRuleName,
@{N="Compliance";E={$_.Compliance.ComplianceType}}

Output:

ConfigRuleName Compliance

ALB_HTTP_TO_HTTPS_REDIRECTION_CHECK NON_COMPLIANT
ec2-instance-no-public-ip NON_COMPLIANT
desired-instance-type NON_COMPLIANT

» For API details, see DescribeAggregateComplianceByConfigRules in AWS Tools for PowerShell

Cmdlet Reference.

Get-CFGAggregateComplianceDetailsByConfigRule

The following code example shows how to use Get-
CFGAggregateComplianceDetailsByConfigRule.

Tools for PowerShell

Example 1: This example returns the evaluation results selecting the output with resource-id
and resource-type for the AWS Config rule 'desired-instance-type' which are in '"COMPLIANT'
state for the given account, aggregator, region and config rule
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Get-CFGAggregateComplianceDetailsByConfigRule -AccountId 123456789012 -

AwsRegion eu-west-1 -ComplianceType COMPLIANT -ConfigRuleName desired-

instance-type -ConfigurationAggregatorName raju | Select-Object -
ExpandProperty EvaluationResultIdentifier | Select-Object -ExpandProperty
EvaluationResultQualifier

Output:

ConfigRuleName Resourceld ResourceType

desired-instance-type i-0flbf2f34c5678d12 AWS::EC2::Instance
desired-instance-type i-0fd12dd3456789123 AWS::EC2::Instance

» For API details, see GetAggregateComplianceDetailsByConfigRule in AWS Tools for PowerShell
Cmdlet Reference.

Get-CFGAggregateConfigRuleComplianceSummary

The following code example shows how to use Get -
CFGAggregateConfigRuleComplianceSummary.

Tools for PowerShell

Example 1: This example returns the number of noncompliant rules for the given
aggregator.

(Get-CFGAggregateConfigRuleComplianceSummary -ConfigurationAggregatorName
raju).AggregateComplianceCounts.ComplianceSummary.NonCompliantResourceCount

Output:

CapExceeded CappedCount

» For API details, see GetAggregateConfigRuleComplianceSummary in AWS Tools for PowerShell

Cmdlet Reference.
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Get-CFGAggregateDiscoveredResourceCount

The following code example shows how to use Get-CFGAggregateDiscoveredResourceCount.

Tools for PowerShell

Example 1: This example returns the resource count for the given aggregator filtered for
region us-east-1.

Get-CFGAggregateDiscoveredResourceCount -ConfigurationAggregatorName Master -
Filters_Region us-east-1

Output:

GroupByKey GroupedResourceCounts NextToken TotalDiscoveredResources

Example 2: This example returns the resource count grouped by RESOURCE_TYPE for the
filtered region for the given aggregator.

Get-CFGAggregateDiscoveredResourceCount -ConfigurationAggregatorName Master -
Filters_Region us-east-1 -GroupByKey RESOURCE_TYPE |
Select-0Object -ExpandProperty GroupedResourceCounts

Output:

GroupName

AWS: :CloudFormation: :Stack
AWS: :CloudFront: :Distribution

AWS: :CloudTrail::Trail
AWS: :DynamoDB: : Table

AWS: :EC2:
AWS: :EC2:
AWS: :EC2:
AWS: :EC2:
AWS: :EC2:
AWS: :EC2:
AWS: :EC2:
AWS: :EC2:

:EIP

:FlowlLog
:InternetGateway
:NatGateway
:NetworkAcl
:NetworkInterface
:RouteTable
:SecurityGroup

ResourceCount
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AWS :
AWS :
AWS :
AWS :
AWS :
AWS :
AWS :
AWS :
AWS :
AWS :
AWS :
AWS :
AWS :

:EC2: :Subnet 16
:EC2::VPC 4
:EC2::VPCEndpoint 2
:EC2::VPCPeeringConnection 1
:IAM: :Group 2
:IAM: :Policy 51
:IAM: :Role 78
:IAM: :User 7
:Lambda: :Function 3
:RDS: :DBSecurityGroup 1
:S3::Bucket 3
:SSM: :AssociationCompliance 107
:SSM: :ManagedInstanceInventory 108

» For API details, see GetAggregateDiscoveredResourceCounts in AWS Tools for PowerShell
Cmdlet Reference.

Get-CFGAggregateDiscoveredResourcelList

The following code example shows how to use Get-CFGAggregateDiscoveredResourcelist.

Tools for PowerShell

Example 1: This example returns the resource identifiers for the given resource type

aggregated in 'lreland' aggregator. For the list of resource types, please check https://

docs.aws.amazon.com/sdkfornet/v3/apidocs/index.html?page=ConfigService/

TConfigServiceResourceType.html&tocid=Amazon_ConfigService_ResourceType.

Get-CFGAggregateDiscoveredResourcelList -ConfigurationAggregatorName Ireland -
ResourceType ([Amazon.ConfigService.ResourceType]::AWSAutoScalingAutoScalingGroup)

Output:

Resourceld

: arn:aws:autoscaling:eu-

west-1:123456789012:autoScalingGroup:12e3b4fc-1234-1234-
al23-1d2ba3c45678:autoScalingGroupName/asg-1

ResourceName : asg-1

ResourceType : AWS: :AutoScaling: :AutoScalingGroup
SourceAccountId : 123456789012

SourceRegion : eu-west-1
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Example 2: This example returns the resource type AwsEC2SecurityGroup named 'default’
for the given aggregator filtered with region us-east-1.

Get-CFGAggregateDiscoveredResourcelist -ConfigurationAggregatorName raju -
ResourceType ([Amazon.ConfigService.ResourceType]::AWSEC2SecurityGroup) -
Filters_Region us-east-1 -Filters_ResourceName default

Output:
Resourceld : sg-01234bd5dbfa67c89
ResourceName : default
ResourceType : AWS::EC2::SecurityGroup
SourceAccountId : 123456789102
SourceRegion : us-east-1
Resourceld : sg-0123a4ebbf56789be
ResourceName : default
ResourceType : AWS::EC2::SecurityGroup
SourceAccountId : 123456789102
SourceRegion : us-east-1
Resourceld . sg-4fcld234
ResourceName : default
ResourceType : AWS::EC2::SecurityGroup
SourceAccountId : 123456789102
SourceRegion : us-east-1

« For API details, see ListAggregateDiscoveredResources in AWS Tools for PowerShell Cmdlet

Reference.

Get-CFGAggregateResourceConfig
The following code example shows how to use Get-CFGAggregateResourceConfig.
Tools for PowerShell

Example 1: This example returns the Configuration Item for the given resource aggregated
and expands Configuration.

(Get-CFGAggregateResourceConfig -Resourceldentifier_SourceRegion
us-east-1 -Resourceldentifier_SourceAccountId 123456789012 -
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Resourceldentifier_Resourceld sg-4fcld234 -Resourceldentifier_ResourceType
([Amazon.ConfigService.ResourceType]: :AWSEC2SecurityGroup) -
ConfigurationAggregatorName raju).Configuration | ConvertFrom-Json

Output:

{"description":"default VPC security group", "groupName":"default", "ipPermissions":
[{"ipProtocol":"-1","ipv6Ranges":[], "prefixListIds":[], "userIdGroupPairs":
[{"groupId":"sg-4fcld234","userId":"123456789012"}], "ipv4Ranges":
[1,"ipRanges":[]}, {"fromPort":3389, "ipProtocol":"tcp","ipv6Ranges":
[1,"prefixListIds":[],"toPort":3389, "userIdGroupPairs":[],"ipv4Ranges":
[{"cidrIp":"54.240.197.224/29","description":"office subnet"},
{"cidrIp":"72.21.198.65/32","description":"home pc"}],"ipRanges":
["54.240.197.224/29","72.21.198.65/32"]}], "ownerId":"123456789012", "groupId":"sg-4fcld234","
[{"ipProtocol":"-1","ipv6Ranges":[], "prefixListIds":[], "userIdGroupPairs":
[1,"ipv4Ranges":[{"cidrIp":"0.0.0.0/0"}],"ipRanges":["0.0.0.0/0"]}],"tags":
[1,"vpcId":"vpc-2dlc2e34"}

« For API details, see GetAggregateResourceconfig-service in AWS Tools for PowerShell Cmdlet
Reference.

Get-CFGAggregateResourceConfigBatch
The following code example shows how to use Get-CFGAggregateResourceConfigBatch.
Tools for PowerShell

Example 1: This example fetches current configuration item for resource (identified) present
in the given aggregator.

$resIdentifier=[Amazon.ConfigService.Model.AggregateResourceldentifier]e{
Resourceld= "i-012e3cb4df567e8aa"
ResourceName = "arn:aws:ec2:eu-west-1:123456789012:instance/i-012e3cb4df567e8aa"
ResourceType = [Amazon.ConfigService.ResourceType]::AWSEC2Instance
SourceAccountId = "123456789012"
SourceRegion = "eu-west-1"

Get-CFGAggregateResourceConfigBatch -Resourceldentifier $resIdentifier -
ConfigurationAggregatorName raju

Output:
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BaseConfigurationItems UnprocessedResourceldentifiers

{3} {arn:aws:ec2:eu-west-1:123456789012:instance/
i-012e3cb4df567e8aa}l

« For API details, see BatchGetAggregateResourceconfig-service in AWS Tools for PowerShell
Cmdlet Reference.

Get-CFGAggregationAuthorizationList

The following code example shows how to use Get-CFGAggregationAuthorizationList.

Tools for PowerShell

Example 1: This example retrieves authorizations granted to aggregators.

Get-CFGAggregationAuthorizationList

Output:

AggregationAuthorizationAzn
AuthorizedAccountId AuthorizedAwsRegion CreationTime

arn:aws:config-service:eu-west-1:123456789012:aggregation-
authorization/123456789012/eu-west-1 123456789012 eu-west-1
8/26/2019 12:55:27 AM

» For API details, see DescribeAggregationAuthorizations in AWS Tools for PowerShell Cmdlet
Reference.

Get-CFGComplianceByConfigRule

The following code example shows how to use Get-CFGComplianceByConfigRule.

Tools for PowerShell

Example 1: This example retrieves compliances details for the rule ebs-optimized-
instance, for which there is no current evaluation results for the rule, hence it returns
INSUFFICIENT_DATA
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(Get-CFGComplianceByConfigRule -ConfigRuleName ebs-optimized-instance).Compliance

Output:

ComplianceContributorCount ComplianceType

INSUFFICIENT_DATA

Example 2: This example returns the number of non-compliant resources for the rule
ALB_HTTP_TO_HTTPS_REDIRECTION_CHECK.

(Get-CFGComplianceByConfigRule -ConfigRuleName ALB_HTTP_TO_HTTPS_REDIRECTION_CHECK -
ComplianceType NON_COMPLIANT).Compliance.ComplianceContributorCount

Output:

CapExceeded CappedCount

« For API details, see DescribeComplianceByConfigRule in AWS Tools for PowerShell Cmdlet

Reference.

Get-CFGComplianceByResouxce
The following code example shows how to use Get-CFGComplianceByResource.
Tools for PowerShell

Example 1: This example checks the AWS: : SSM: :ManagedInstanceInventory resource
type for 'COMPLIANT' compliance type.

Get-CFGComplianceByResource -ComplianceType COMPLIANT -ResourceType
AWS: :SSM: :ManagedInstanceInventory

Output:

Compliance Resourceld ResourceType
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Amazon.ConfigService.Model.Compliance i-0123bcf4b567890e3
AWS : :SSM: :ManagedInstanceInventory
Amazon.ConfigService.Model.Compliance i-0al234f6f5d6b78f7
AWS : :SSM: :ManagedInstanceInventory

« For API details, see DescribeComplianceByResource in AWS Tools for PowerShell Cmdlet

Reference.

Get-CFGComplianceDetailsByConfigRule
The following code example shows how to use Get-CFGComplianceDetailsByConfigRule.
Tools for PowerShell

Example 1: This example obtains the evaluation results for the rule access-keys-rotated and
returns the output grouped by compliance-type

Get-CFGComplianceDetailsByConfigRule -ConfigRuleName access-keys-rotated | Group-
Object ComplianceType

Output:
Count Name Group
2 COMPLIANT {Amazon.ConfigService.Model.EvaluationResult,
Amazon.ConfigService.Model.EvaluationResult}
5 NON_COMPLIANT {Amazon.ConfigService.Model.EvaluationResult,

Amazon.ConfigService.Model.EvaluationResult,
Amazon.ConfigService.Model.EvaluationRes...

Example 2: This example queries compliance details for the rule access-keys-rotated for
COMPLIANT resources.

Get-CFGComplianceDetailsByConfigRule -ConfigRuleName access-
keys-rotated -ComplianceType COMPLIANT | ForEach-Object
{$_.EvaluationResultIdentifier.EvaluationResultQualifier}

Output:

ConfigRuleName Resourceld ResourceType
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access-keys-rotated BCABL1CDJ2LITAPVEW3JAH AWS::IAM: :User
access-keys-rotated BCABL1CDJ2LITL3EHREM4Q AWS::IAM: :User

» For API details, see GetComplianceDetailsByConfigRule in AWS Tools for PowerShell Cmdlet
Reference.

Get-CFGComplianceDetailsByResourxce
The following code example shows how to use Get-CFGComplianceDetailsByResource.
Tools for PowerShell

Example 1: This example evaulation results for the given resource.

Get-CFGComplianceDetailsByResource -Resourceld ABCD5STIJ4EFGHIVEW6JAH -ResourceType
"AWS: :IAM: :User'

Output:
Annotation :
ComplianceType : COMPLIANT
ConfigRuleInvokedTime : 8/25/2019 11:34:56 PM
EvaluationResultIdentifier : Amazon.ConfigService.Model.EvaluationResultIdentifier
ResultRecordedTime : 8/25/2019 11:34:56 PM
ResultToken

« For API details, see GetComplianceDetailsByResource in AWS Tools for PowerShell Cmdlet
Reference.

Get-CFGComplianceSummaxryByConfigRule
The following code example shows how to use Get-CFGComplianceSummaryByConfigRule.
Tools for PowerShell

Example 1: This sample returns the number of Config rules that are non-compliant.

Get-CFGComplianceSummaryByConfigRule -Select
ComplianceSummary.NonCompliantResourceCount

Output:
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CapExceeded CappedCount

« For API details, see GetComplianceSummaryByConfigRule in AWS Tools for PowerShell Cmdlet
Reference.

Get-CFGComplianceSummaryByResourceType
The following code example shows how to use Get-CFGComplianceSummaryByResourceType.
Tools for PowerShell

Example 1: This sample returns the number of resources that are compliant or noncompliant
and converts the output to json.

Get-CFGComplianceSummaryByResourceType -Select
ComplianceSummariesByResourceType.ComplianceSummary | ConvertTo-Json
{
"ComplianceSummaryTimestamp": "2019-12-14T06:14:49.778Z",
"CompliantResourceCount": {
"CapExceeded": false,
"CappedCount": 2
},
"NonCompliantResourceCount": {
"CapExceeded": true,
"CappedCount": 100
}
}

» For API details, see GetComplianceSummaryByResourceType in AWS Tools for PowerShell
Cmdlet Reference.

Get-CFGConfigRule
The following code example shows how to use Get-CFGConfigRule.
Tools for PowerShell

Example 1: This sample lists config rules for the account, with selected properties.
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Get-CFGConfigRule | Select-Object ConfigRuleName, ConfigRuleId, ConfigRuleArn,
ConfigRuleState
Output:
ConfigRuleName ConfigRuleId ConfigRuleArn
ConfigRuleState

ALB_REDIRECTION_CHECK

service:eu-west-1:123456789012:config-rule/config-rule-12iyn3 ACTIVE

access-keys-rotated

service:eu-west-1:123456789012:config-rule/config-rule-aospfr ACTIVE
autoscaling-group-elb-healthcheck-required
service:eu-west-1:123456789012:config-rule/config-rule-cnlf2x ACTIVE

» For API details, see DescribeConfigRules in AWS Tools for PowerShell Cmdlet Reference.

config-rule-12iyn3 arn:aws:config-

config-rule-aospfr arn:aws:config-

Get-CFGConfigRuleEvaluationStatus

The following code example shows how to use Get-CFGConfigRuleEvaluationStatus.

Tools for PowerShell

Example 1: This sample returns the status information for the given config rules.

Get-CFGConfigRuleEvaluationStatus -ConfigRuleName root-account-mfa-enabled, vpc-

flow-logs-enabled

Output:

ConfigRuleArn
config-rule-kvqlwk
ConfigRuleld
ConfigRuleName
FirstActivatedTime
FirstEvaluationStarted
LastErrorCode
LastErrorMessage
LastFailedEvaluationTime

: arn:aws:config:eu-west-1:123456789012:config-rule/

: config-rule-kvqglwk

: root-account-mfa-enabled
: 8/27/2019 8:05:17 AM

: True

: 1/1/0001 12:00:00 AM

config-rule-cnlf2x arn:aws:config-
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LastFailedInvocationTime

LastSuccessfulEvaluationTime :
LastSuccessfulInvocationTime :

ConfigRuleArn
config-rule-z1s23b
ConfigRuleld
ConfigRuleName
FirstActivatedTime
FirstEvaluationStarted
LastErrorCode
LastErrorMessage
LastFailedEvaluationTime
LastFailedInvocationTime

LastSuccessfulEvaluationTime :
LastSuccessfulInvocationTime :

: 1/1/0001 12:00:00 AM

12/13/2019 8:12:03 AM
12/13/2019 8:12:03 AM

: arn:aws:config:eu-west-1:123456789012:config-rule/

: config-rule-z1s23b

: vpc-flow-logs-enabled
: 8/14/2019 6:23:44 AM
: True

: 1/1/0001 12:00:00 AM
: 1/1/0001 12:00:00 AM

12/13/2019 7:12:01 AM
12/13/2019 7:12:01 AM

« For API details, see DescribeConfigRuleEvaluationStatus in AWS Tools for PowerShell Cmdlet
Reference.

Get-CFGConfigurationAggregatorList
The following code example shows how to use Get-CFGConfigurationAggregatorlList.
Tools for PowerShell

Example 1: This sample returns all the aggregators for the region/account.

Get-CFGConfigurationAggregatorList

Output:

AccountAggregationSources
{Amazon.ConfigService.Model.AccountAggregationSource}
ConfigurationAggregatorArn
west-1:123456789012:config-aggregator/config-aggregator-xabcalme
ConfigurationAggregatorName IrelandMaster
CreationTime : 8/25/2019 11:42:39 PM
LastUpdatedTime : 8/25/2019 11:42:39 PM
OrganizationAggregationSource :

: arn:aws:config-service:eu-

AccountAggregationSources : {3
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ConfigurationAggregatorArn : arn:aws:config-service:eu-
west-1:123456789012:config-aggregator/config-aggregator-qubgabcd
ConfigurationAggregatorName : raju

CreationTime : 8/11/2019 8:39:25 AM
LastUpdatedTime : 8/11/2019 8:39:25 AM

OrganizationAggregationSource :
Amazon.ConfigService.Model.OrganizationAggregationSource

» For API details, see DescribeConfigurationAggregators in AWS Tools for PowerShell Cmdlet

Reference.

Get-CFGConfigurationAggregatorSourcesStatus

The following code example shows how to use Get -
CFGConfigurationAggregatorSourcesStatus.

Tools for PowerShell

Example 1: This sample displays requested fields for the sources in the given aggregator.

Get-CFGConfigurationAggregatorSourcesStatus -ConfigurationAggregatorName raju |
select SourceType, LastUpdateStatus, LastUpdateTime, Sourceld

Output:

SourceType LastUpdateStatus LastUpdateTime Sourceld

ORGANIZATION SUCCEEDED 12/31/2019 7:45:06 AM Organization
ACCOUNT SUCCEEDED 12/31/2019 7:09:38 AM 612641234567
ACCOUNT SUCCEEDED 12/31/2019 7:12:53 AM 933301234567
ACCOUNT SUCCEEDED 12/31/2019 7:18:10 AM 933301234567
ACCOUNT SUCCEEDED 12/31/2019 7:25:17 AM 933301234567
ACCOUNT SUCCEEDED 12/31/2019 7:25:49 AM 612641234567
ACCOUNT SUCCEEDED 12/31/2019 7:26:11 AM 612641234567

» For API details, see DescribeConfigurationAggregatorSourcesStatus in AWS Tools for
PowerShell Cmdlet Reference.

Get-CFGConfigurationRecorder

The following code example shows how to use Get-CFGConfigurationRecorder.
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Tools for PowerShell

Example 1: This example returns the details of configuration recorders.

Get-CFGConfigurationRecorder | Format-List

Output:
Name : default
RecordingGroup : Amazon.ConfigService.Model.RecordingGroup
RoleARN : arn:aws:iam::123456789012:role/aws-service-role/

config.amazonaws.com/AWSServiceRoleForConfig

» For API details, see DescribeConfigurationRecorders in AWS Tools for PowerShell Cmdlet

Reference.

Get-CFGConfigurationRecordexStatus

The following code example shows how to use Get-CFGConfigurationRecorderStatus.

Tools for PowerShell

Example 1: This sample returns status of the configuration recorders.

Get-CFGConfigurationRecorderStatus

Output:
LastErrorCode
LastErrorMessage
LastStartTime : 10/11/2019 10:13:51 AM
LastStatus : Success
LastStatusChangeTime : 12/31/2019 6:14:12 AM
LastStopTime : 10/11/2019 10:13:46 AM
Name : default
Recording : True

« For API details, see DescribeConfigurationRecorderStatus in AWS Tools for PowerShell Cmdlet

Reference.
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Get-CFGConformancePack

The following code example shows how to use Get-CFGConformancePack.

Tools for PowerShell

Example 1: This sample lists all conformance packs.

Get-CFGConformancePack

Output:
ConformancePackArn : arn:aws:config:eu-west-1:123456789012:conformance-
pack/dono/conformance-pack- p@acq8bpz
ConformancePackId : conformance-pack-p@acabcde
ConformancePackInputParameters : {3}
ConformancePackName : dono
CreatedBy
DeliveryS3Bucket : kt-ps-examples
DeliveryS3KeyPrefix :
LastUpdateRequestedTime : 12/31/2019 8:45:31 AM

« For API details, see DescribeConformancePacks in AWS Tools for PowerShell Cmdlet Reference.

Get-CFGDeliveryChannel
The following code example shows how to use Get-CFGDeliveryChannel.

Tools for PowerShell

Example 1: This example retrieves the delivery channel for the region and displays details.

Get-CFGDeliveryChannel -Region eu-west-1 | Select-Object Name, S3BucketName,
S3KeyPrefix,
@{N="DeliveryFrequency";E={$_.ConfigSnapshotDeliveryProperties.DeliveryFrequency}}

Output:

Name S3BucketName S3KeyPrefix DeliveryFrequency
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default config-bucket-NA my TwentyFour_Hours

» For API details, see DescribeDeliveryChannels in AWS Tools for PowerShell Cmdlet Reference.

Get-CFGResourceTag
The following code example shows how to use Get-CFGResourceTag.
Tools for PowerShell

Example 1: This example lists associated tags for the given resource

Get-CFGResourceTag -ResourceArn $rules[@].ConfigRuleArn

Output:

Version 1.3

» For API details, see ListTagsForResource in AWS Tools for PowerShell Cmdlet Reference.

Remove-CFGConformancePack
The following code example shows how to use Remove-CFGConformancePack.
Tools for PowerShell

Example 1: This sample removes the given conformance pack, along with all the rules,
remediation actions and evaluation results for the pack.

Remove-CFGConformancePack -ConformancePackName dono

Output:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-CFGConformancePack (DeleteConformancePack)" on
target "dono".
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[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): Y

» For API details, see DeleteConformancePack in AWS Tools for PowerShell Cmdlet Reference.

Write-CFGConformancePack
The following code example shows how to use Write-CFGConformancePack.
Tools for PowerShell

Example 1: This sample creates conformance pack, fetching template from the given yaml
file.

Write-CFGConformancePack -ConformancePackName dono -DeliveryS3Bucket amzn-s3-demo-
bucket -TemplateBody (Get-Content C:\windows\temp\template.yaml -Raw)

» For API details, see PutConformancePack in AWS Tools for PowerShell Cmdlet Reference.

Write-CFGDeliveryChannel
The following code example shows how to use Write-CFGDeliveryChannel.
Tools for PowerShell

Example 1: This example changes the deliveryFrequency property of an existing delivery
channel.

Write-CFGDeliveryChannel -ConfigSnapshotDeliveryProperties_DeliveryFrequency
TwentyFour_Hours -DeliveryChannelName default -DeliveryChannel_S3BucketName amzn-
s3-demo-bucket -DeliveryChannel_S3KeyPrefix my

« For API details, see PutDeliveryChannel in AWS Tools for PowerShell Cmdlet Reference.

Device Farm examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with Device Farm.
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Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

o Actions

Actions

New-DFUpload
The following code example shows how to use New-DFUpload.
Tools for PowerShell

Example 1: This example creates an AWS Device Farm upload for an Android app. You can
get the project ARN from the output of New-DFProject or Get-DFProjectList. Use the signed
URL in the New-DFUpload output to upload a file to Device Farm.

New-DFUpload -ContentType "application/octet-stream" -ProjectArn
"arn:aws:devicefarm:us-west-2:123456789012:project:EXAMPLEa-7ecl-4741-9c1f-
d3e@4EXAMPLE" -Name "app.apk" -Type ANDROID_APP

» For API details, see CreateUpload in AWS Tools for PowerShell Cmdlet Reference.

AWS Directory Service examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with AWS Directory Service.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics
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« Actions

Actions

Add-DSIpRoute
The following code example shows how to use Add-DSIpRoute.
Tools for PowerShell

Example 1: This command removes the Resource Tag assigned to the specified Directory-id

Add-DSIpRoute -DirectoryId d-123456ijkl -IpRoute @{CidrIp ="203.0.113.5/32"} -
UpdateSecurityGroupForDirectoryController $true

» For API details, see AddIpRoutes in AWS Tools for PowerShell Cmdlet Reference.

Add-DSResourceTag
The following code example shows how to use Add-DSResourceTag.
Tools for PowerShell

Example 1: This command adds the Resource Tag to the specified Directory-id
Add-DSResourceTag -Resourceld d-123456ijkl -Tag e@{Key="myTag"; Value="mytgValue"}

» For API details, see AddTagsToResource in AWS Tools for PowerShell Cmdlet Reference.

Approve-DSTrust
The following code example shows how to use Approve-DSTrust.
Tools for PowerShell

Example 1: This example calls the AWS Directory Service VerifyTrust APl operation for
specified Trustid.

Approve-DSTrust -TrustId t-9067157123

Actions 297


https://docs.aws.amazon.com/powershell/latest/reference
https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

« For API details, see VerifyTrust in AWS Tools for PowerShell Cmdlet Reference.

Confirm-DSSharedDirectory
The following code example shows how to use Confirm-DSSharedDirectory.
Tools for PowerShell

Example 1: This example accepts a directory sharing request sent from the directory owner
AWS account.

Confirm-DSSharedDirectory -SharedDirectoryId d-9067012345

Output:
CreatedDateTime : 12/30/2019 4:20:27 AM
LastUpdatedDateTime : 12/30/2019 4:21:40 AM
OwnerAccountId : 123456781234
OwnerDirectoryId : d-123456ijkl
SharedAccountId 1 123456784321
SharedDirectoryId : d-9067012345
ShareMethod
ShareNotes : This is test sharing
ShareStatus : Sharing

» For API details, see AcceptSharedDirectory in AWS Tools for PowerShell Cmdlet Reference.

Connect-DSDirectory
The following code example shows how to use Connect-DSDirectory.
Tools for PowerShell

Example 1: This example creates an AD Connector to connect to an on-premises directory.

Connect-DSDirectory -Name contoso.com -ConnectSettings_CustomerUserName
Administrator -Password $Password -ConnectSettings_CustomerDnsIp 172.31.36.96
-ShortName CONTOSO -Size Small -ConnectSettings_VpcId vpc-123459da -

ConnectSettings_SubnetId subnet-1234ccaa, subnet-5678ffbb

« For API details, see ConnectDirectory in AWS Tools for PowerShell Cmdlet Reference.
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Deny-DSSharedDirectory

The following code example shows how to use Deny-DSSharedDirectory.

Tools for PowerShell

Example 1: This example rejects a directory sharing request that was sent from the directory
owner account.

Deny-DSSharedDirectory -SharedDirectoryId d-9067012345

Output:

d-9067012345

» For API details, see RejectSharedDirectory in AWS Tools for PowerShell Cmdlet Reference.

Disable-DSDirectoryShare

The following code example shows how to use Disable-DSDirectoryShare.
Tools for PowerShell

Example 1: This example stops the directory sharing between the directory owner and
consumer account.

Disable-DSDirectoryShare -DirectoryId d-123456ijkl -UnshareTarget_Id 123456784321 -
UnshareTarget_Type ACCOUNT

Output:

d-9067012345

» For API details, see UnshareDirectory in AWS Tools for PowerShell Cmdlet Reference.

Disable-DSLDAPS

The following code example shows how to use Disable-DSLDAPS.
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Tools for PowerShell

Example 1: This example deactivates LDAP secure calls for the specified directory.
Disable-DSLDAPS -DirectoryId d-123456ijkl -Type Client

« For API details, see DisableLDAPS in AWS Tools for PowerShell Cmdlet Reference.

Disable-DSRadius

The following code example shows how to use Disable-DSRadius.

Tools for PowerShell

Example 1: This example disables RADIUS server configured for an AD Connector or

Microsoft AD directory.
Disable-DSRadius -DirectoryId d-123456ijkl

« For API details, see DisableRadius in AWS Tools for PowerShell Cmdlet Reference.

Disable-DSSso

The following code example shows how to use Disable-DSSso.

Tools for PowerShell

Example 1: This example disables single sign-on for a directory.
Disable-DSSso -DirectoryId d-123456ijkl

» For API details, see DisableSso in AWS Tools for PowerShell Cmdlet Reference.

Enable-DSDirectoxryShare

The following code example shows how to use Enable-DSDirectoryShare.

Tools for PowerShell

Example 1: This example shares a specified directory in your AWS account with another AWS
Account using Handshake method.
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Enable-DSDirectoryShare -DirectoryId d-123456ijkl -ShareTarget_Id 123456784321 -
ShareMethod HANDSHAKE -ShareTarget_Type ACCOUNT

Output:
d-9067012345

» For API details, see ShareDirectory in AWS Tools for PowerShell Cmdlet Reference.

Enable-DSLDAPS
The following code example shows how to use Enable-DSLDAPS.
Tools for PowerShell

Example 1: This example activates the switch for the specific directory to always use LDAP
secure calls.

Enable-DSLDAPS -DirectoryId d-123456ijkl -Type Client

« For API details, see EnableLDAPS in AWS Tools for PowerShell Cmdlet Reference.

Enable-DSRadius
The following code example shows how to use Enable-DSRadius.
Tools for PowerShell

Example 1: This example enables multi-factor authentication (MFA) with the provided
RADIUS server configuration for an AD Connector or Microsoft AD directory.

Enable-DSRadius -DirectoryId d-123456ijkl
-RadiusSettings_AuthenticationProtocol PAP
-RadiusSettings_DisplaylLabel Radius
-RadiusSettings_RadiusPort 1812
-RadiusSettings_RadiusRetry 4
-RadiusSettings_RadiusServer 10.4.185.113
-RadiusSettings_RadiusTimeout 50
-RadiusSettings_SharedSecret wJalrXUtnFEMI
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« For API details, see EnableRadius in AWS Tools for PowerShell Cmdlet Reference.

Enable-DSSso
The following code example shows how to use Enable-DSSso.
Tools for PowerShell

Example 1: This example enables single sign-on for a directory.
Enable-DSSso -DirectoryId d-123456ijk1l

« For API details, see EnableSso in AWS Tools for PowerShell Cmdlet Reference.

Get-DSCertificate
The following code example shows how to use Get-DSCertificate.
Tools for PowerShell

Example 1: This example displays information about the certificate registered for a secured
LDAP connection.

Get-DSCertificate -DirectoryId d-123456ijkl -CertificatelId c-906731e34f

Output:
Certificateld : c-906731e34f
CommonName : contoso-EC2AMAZ-CTGG2NM-CA
ExpiryDateTime : 4/15/2025 6:34:15 PM
RegisteredDateTime : 4/15/2020 6:38:56 PM
State : Registered
StateReason : Certificate registered successfully.

« For API details, see DescribeCertificate in AWS Tools for PowerShell Cmdlet Reference.

Get-DSCertificatelList

The following code example shows how to use Get-DSCertificatelList.
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Tools for PowerShell

Example 1: This example lists all the certificates registered for a secured LDAP connection
for specified directory.

Get-DSCertificatelList -DirectoryId d-123456ijkl

Output:

CertificateId CommonName ExpiryDateTime State

c-906731e34f contoso-EC2AMAZ-CTGG2NM-CA 4/15/2025 6:34:15 PM Registered

« For API details, see ListCertificates in AWS Tools for PowerShell Cmdlet Reference.

Get-DSConditionalForwarder

The following code example shows how to use Get-DSConditionalForwarder.

Tools for PowerShell

Example 1: This command gets all configured Conditional Forwarders of given Directory-id.

Get-DSConditionalForwarder -DirectoryId d-123456ijkl

Output:
DnsIpAddrs RemoteDomainName ReplicationScope
{172.31.77.239} contoso.com Domain

» For API details, see DescribeConditionalForwarders in AWS Tools for PowerShell Cmdlet

Reference.

Get-DSDirectory

The following code example shows how to use Get-DSDirectory.
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Tools for PowerShell

Example 1: This command Obtains information about the directories that belong to this
account.

Get-DSDirectory | Select-Object DirectoryId, Name, DnsIpAddrs, Type

Output:

DirectoryId Name DnsIpAddrs Type

d-123456abcd abcd.example.com {{172.31.74.189, 172.31.13.145} SimpleAD
d-123456efgh wifi.example.com {172.31.16.108, 172.31.10.56} ADConnector
d-123456ijkl lan2.example.com {172.31.10.56, 172.31.16.108} MicrosoftAD

« For API details, see DescribeDirectories in AWS Tools for PowerShell Cmdlet Reference.

Get-DSDirectoryLimit

The following code example shows how to use Get-DSDirectorylLimit.

Tools for PowerShell

Example 1: This example dislpays the directory limit information for the us-east-1 region.

Get-DSDirectoryLimit -Region us-east-1

Output:

CloudOnlyDirectoriesCurrentCount : 1
CloudOnlyDirectoriesLimit : 10
CloudOnlyDirectoriesLimitReached : False
CloudOnlyMicrosoftADCurrentCount : 1
CloudOnlyMicrosoftADLimit . 20
CloudOnlyMicrosoftADLimitReached : False
ConnectedDirectoriesCurrentCount : 1
ConnectedDirectoriesLimit : 10

« For API details, see GetDirectoryLimits in AWS Tools for PowerShell Cmdlet Reference.
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Get-DSDomainControllerList

The following code example shows how to use Get-DSDomainControllerlList.

Tools for PowerShell

Example 1: This command gets the detailed list of Domain Controllers launched for
mentioned directory-id

Get-DSDomainControllerlList -DirectoryId d-123456ijkl

Output:
AvailabilityZone : us-east-1b
DirectoryId : d-123456ijkl
DnsIpAddr : 172.31.16.108
DomainControllerId : dc-1234567aa6
LaunchTime : 4/4/2019 4:53:43 AM
Status : Active
StatusLastUpdatedDateTime : 4/24/2019 1:37:54 PM
StatusReason :
SubnetId : subnet-1234kkaa
Vpcld : vpc-123459d
AvailabilityZone : us-east-1d
DirectoryId : d-123456ijkl
DnsIpAddr : 172.31.10.56
DomainControllerId : dc-1234567aa7
LaunchTime : 4/4/2019 4:53:43 AM
Status : Active
StatusLastUpdatedDateTime : 4/4/2019 5:14:31 AM
StatusReason :
SubnetId : subnet-5678ffbb
VpcId ¢ vpc-123459d

o For API details, see DescribeDomainControllers in AWS Tools for PowerShell Cmdlet Reference.

Get-DSEventTopic

The following code example shows how to use Get-DSEventTopic.
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Tools for PowerShell

Example 1: This command shows information of configured SNS Topic for notification while
directory status changes.

Get-DSEventTopic -DirectoryId d-123456ijkl

Output:

CreatedDateTime : 12/13/2019 11:15:32 AM

DirectoryId : d-123456ijkl

Status : Registered

TopicArn : arn:aws:sns:us-east-1:123456781234:snstopicname
TopicName : snstopicname

» For API details, see DescribeEventTopics in AWS Tools for PowerShell Cmdlet Reference.

Get-DSIpRoutelList

The following code example shows how to use Get-DSIpRoutelist.

Tools for PowerShell

Example 1: This command gets the public IP address blocks configured in Directory IP
Routing

Get-DSIpRoutelist -DirectoryId d-123456ijkl

Output:
AddedDateTime : 12/13/2019 12:27:22 PM
CidrIp 1 203.0.113.5/32
Description : Public IP of On-Prem DNS Server
DirectoryId : d-123456ijkl
IpRouteStatusMsg : Added
IpRouteStatusReason :

« For API details, see ListlpRoutes in AWS Tools for PowerShell Cmdlet Reference.
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Get-DSLDAPSSetting

The following code example shows how to use Get-DSLDAPSSetting.

Tools for PowerShell

Example 1: This example describes the status of LDAP security for the specified directory.

Get-DSLDAPSSetting -DirectoryId d-123456ijkl

Output:

LastUpdatedDateTime LDAPSStatus LDAPSStatusReason

4/15/2020 6:51:03 PM Enabled LDAPS is enabled successfully.

» For API details, see DescribeLDAPSSettings in AWS Tools for PowerShell Cmdlet Reference.

Get-DSLogSubscriptionList

The following code example shows how to use Get-DSLogSubscriptionlList.

Tools for PowerShell

Example 1: This command gets the log subscriptions information of specified directory-id

Get-DSLogSubscriptionList -DirectoryId d-123456ijkl

Output:

DirectoryId LogGroupName
SubscriptionCreatedDateTime

d-123456ijkl /aws/directoryservice/d-123456ijkl-1lan2.example.com 12/14/2019 9:05:23
AM

» For API details, see ListLogSubscriptions in AWS Tools for PowerShell Cmdlet Reference.
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Get-DSResourceTag

The following code example shows how to use Get-DSResourceTag.

Tools for PowerShell

Example 1: This command gets all the Tags of specified Directory.

Get-DSResourceTag -Resourceld d-123456ijkl

Output:

myTag myTagValue

» For API details, see ListTagsForResource in AWS Tools for PowerShell Cmdlet Reference.

Get-DSSchemaExtension

The following code example shows how to use Get-DSSchemaExtension.

Tools for PowerShell

Example 1: This example lists all schema extensions applied to a Microsoft AD Directory.

Get-DSSchemaExtension -DirectoryId d-123456ijkl

Output:
Description : ManagedADSchemaExtension
DirectoryId : d-123456ijkl
EndDateTime : 4/12/2020 10:30:49 AM
SchemaExtensionId 1 e-9067306643
SchemaExtensionStatus : Completed
SchemaExtensionStatusReason : Schema updates are complete.
StartDateTime : 4/12/2020 10:28:42 AM

» For API details, see ListSchemaExtensions in AWS Tools for PowerShell Cmdlet Reference.
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Get-DSSharedDirectory

The following code example shows how to use Get-DSSharedDirectory.

Tools for PowerShell

Example 1: This example gets the shared directories of your AWS Account

Get-DSSharedDirectory -OwnerDirectoryId d-123456ijkl -SharedDirectoryId d-9067012345

Output:
CreatedDateTime . 12/30/2019 4:34:37 AM
LastUpdatedDateTime : 12/30/2019 4:35:22 AM
OwnerAccountId : 123456781234
OwnerDirectoryId : d-123456ijkl
SharedAccountId : 123456784321
SharedDirectoryId : d-9067012345
ShareMethod : HANDSHAKE
ShareNotes : This is a test Sharing
ShareStatus : Shared

« For API details, see DescribeSharedDirectories in AWS Tools for PowerShell Cmdlet Reference.

Get-DSSnapshot

The following code example shows how to use Get-DSSnapshot.

Tools for PowerShell

Example 1: This command gets information about the specified directory snapshots that
belong to this account.

Get-DSSnapshot -DirectoryId d-123456ijkl

Output:

DirectoryId : d-123456ijkl

Name 3

SnapshotId : s-9064bd1234
StartTime : 12/13/2019 6:33:01 PM
Status : Completed
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Type : Auto

DirectoryId : d-123456ijkl

Name 3

SnapshotId : s-9064bb4321
StartTime : 12/9/2019 9:48:11 PM
Status : Completed

Type : Auto

» For API details, see DescribeSnapshots in AWS Tools for PowerShell Cmdlet Reference.

Get-DSSnapshotLimit
The following code example shows how to use Get-DSSnapshotLimit.
Tools for PowerShell

Example 1: This command gets the manual snapshot limits for a specified directory.

Get-DSSnapshotLimit -DirectoryId d-123456ijkl

Output:

ManualSnapshotsCurrentCount ManualSnapshotsLimit ManualSnapshotsLimitReached

» For API details, see GetSnapshotLimits in AWS Tools for PowerShell Cmdlet Reference.

Get-DSTrust
The following code example shows how to use Get-DSTrust.
Tools for PowerShell

Example 1: This command gets the information of trust relationships created for specified
directory-id.

Get-DSTrust -DirectoryId d-123456abcd

Output:
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CreatedDateTime : 7/5/2019 4:55:42 AM
DirectoryId : d-123456abcd
LastUpdatedDateTime : 7/5/2019 4:56:04 AM
RemoteDomainName : contoso.com
SelectiveAuth : Disabled
StatelLastUpdatedDateTime : 7/5/2019 4:56:04 AM
TrustDirection : One-Way: Incoming
TrustIld : t-9067157123
TrustState : Created
TrustStateReason

TrustType : Forest

« For API details, see DescribeTrusts in AWS Tools for PowerShell Cmdlet Reference.

New-DSAlias
The following code example shows how to use New-DSAlias.
Tools for PowerShell

Example 1: This command creates an alias for a directory and assigns the alias to the
specified directory-id.

New-DSAlias -DirectoryId d-123456ijkl -Alias MyOrgName

Output:

Alias DirectoryId

myorgname d-123456ijkl

« For API details, see CreateAlias in AWS Tools for PowerShell Cmdlet Reference.

New-DSComputer
The following code example shows how to use New-DSComputer.
Tools for PowerShell

Example 1: This example creates a new Active Directory computer object.
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New-DSComputer -DirectoryId d-123456ijkl -ComputerName ADMemberServer -Password
$Password

Output:

ComputerAttributes ComputerId
ComputerName

{WindowsSamName, DistinguishedName} S-1-5-21-1191241402-978882507-2717148213-1662
ADMemberServer

« For API details, see CreateComputer in AWS Tools for PowerShell Cmdlet Reference.

New-DSConditionalForwarder
The following code example shows how to use New-DSConditionalForwarder.
Tools for PowerShell

Example 1: This example creates a Conditional forwarder in specified AWS Directory-id.

New-DSConditionalForwarder -DirectoryId d-123456ijkl -DnsIpAddr
172.31.36.96,172.31.10.56 -RemoteDomainName contoso.com

« For API details, see CreateConditionalForwarder in AWS Tools for PowerShell Cmdlet Reference.

New-DSDirectory
The following code example shows how to use New-DSDirectory.
Tools for PowerShell

Example 1: This example create a new Simple AD directory.

New-DSDirectory -Name corp.example.com -Password $Password -Size Small -
VpcSettings_VpcId vpc-123459d -VpcSettings_SubnetIds subnet-1234kkaa,subnet-5678ffbb

« For API details, see CreateDirectory in AWS Tools for PowerShell Cmdlet Reference.
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New-DSLogSubscription

The following code example shows how to use New-DSLogSubscription.

Tools for PowerShell

Example 1: This example creates a subscription to forward real-time Directory Service
domain controller security logs to the specified Amazon CloudWatch log group in your AWS
account.

New-DSLogSubscription -DirectoryId d-123456ijkl -LogGroupName /aws/directoryservice/
d-123456ijkl-1an2.example.com

« For API details, see CreateLogSubscription in AWS Tools for PowerShell Cmdlet Reference.

New-DSMicrosoftAD

The following code example shows how to use New-DSMicrosoftAD.

Tools for PowerShell

Example 1: This example creates new Microsoft AD Directory in AWS Cloud.

New-DSMicrosoftAD -Name corp.example.com -Password $Password -edition Standard -
VpcSettings_VpcId vpc-123459d -VpcSettings_SubnetIds subnet-1234kkaa, subnet-5678ffbb

» For API details, see CreateMicrosoftAD in AWS Tools for PowerShell Cmdlet Reference.

New-DSSnapshot

The following code example shows how to use New-DSSnapshot.

Tools for PowerShell

Example 1: This example creates a directory snapshot

New-DSSnapshot -DirectoryId d-123456ijkl

» For API details, see CreateSnapshot in AWS Tools for PowerShell Cmdlet Reference.
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New-DSTrust
The following code example shows how to use New-DSTrust.
Tools for PowerShell

Example 1: This example creates Two-Way Forestwide trust between your AWS Managed
Microsoft AD directory, and existing on-premises Microsoft Active Directory.

New-DSTrust -DirectoryId d-123456ijkl -RemoteDomainName contoso.com -TrustDirection
Two-Way -TrustType Forest -TrustPassword $Password -ConditionalForwarderIpAddr
172.31.36.96

Output:
t-9067157123

» For API details, see CreateTrust in AWS Tools for PowerShell Cmdlet Reference.

Register-DSCertificate
The following code example shows how to use Register-DSCertificate.
Tools for PowerShell

Example 1: This example registers a certificate for secured LDAP connection.

$Certificate = Get-Content contoso.cer -Raw
Register-DSCertificate -DirectoryId d-123456ijkl -CertificateData $Certificate

Output:
c-906731e350

» For API details, see RegisterCertificate in AWS Tools for PowerShell Cmdlet Reference.

Register-DSEventTopic

The following code example shows how to use Register-DSEventTopic.
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Tools for PowerShell

Example 1: This example associate a directory as a publisher with an SNS topic.
Register-DSEventTopic -DirectoryId d-123456ijkl -TopicName snstopicname

« For API details, see RegisterEventTopic in AWS Tools for PowerShell Cmdlet Reference.

Remove-DSConditionalForwarder
The following code example shows how to use Remove-DSConditionalForwarder.
Tools for PowerShell

Example 1: This example removes the conditional forwarder that has been set up for your
AWS Direcotry.

Remove-DSConditionalForwarder -DirectoryId d-123456ijkl -RemoteDomainName
contoso.com

« For API details, see DeleteConditionalForwarder in AWS Tools for PowerShell Cmdlet
Reference.

Remove-DSDirectory
The following code example shows how to use Remove-DSDirectory.
Tools for PowerShell

Example 1: This example deletes an AWS Directory service directory (Simple AD/Microsoft
AD/AD Connector)

Remove-DSDirectory -DirectoryId d-123456ijkl

» For API details, see DeleteDirectory in AWS Tools for PowerShell Cmdlet Reference.

Remove-DSIpRoute

The following code example shows how to use Remove-DSIpRoute.
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Tools for PowerShell

Example 1: This command removes the specified IP from Configured IP routes of Directory-
id.

Remove-DSIpRoute -DirectoryId d-123456ijkl -CidrIp 203.0.113.5/32

» For API details, see RemovelpRoutes in AWS Tools for PowerShell Cmdlet Reference.

Remove-DSLogSubscription

The following code example shows how to use Remove-DSLogSubscription.

Tools for PowerShell

Example 1: This command removes the Log Subscription of specified Directory-id
Remove-DSLogSubscription -DirectoryId d-123456ijkl

» For API details, see DeleteLogSubscription in AWS Tools for PowerShell Cmdlet Reference.

Remove-DSResourceTag

The following code example shows how to use Remove-DSResourceTag.

Tools for PowerShell

Example 1: This command removes the Resource Tag assigned to the specified Directory-id
Remove-DSResourceTag -ResourceId d-123456ijkl -TagKey myTag

» For API details, see RemoveTagsFromResource in AWS Tools for PowerShell Cmdlet Reference.

Remove-DSSnapshot

The following code example shows how to use Remove-DSSnapshot.

Tools for PowerShell

Example 1: This example removes the manually created snapshot.
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Remove-DSSnapshot -SnapshotId s-9068b488kc

» For API details, see DeleteSnapshot in AWS Tools for PowerShell Cmdlet Reference.

Remove-DSTrust
The following code example shows how to use Remove-DSTrust.
Tools for PowerShell

Example 1: This example removes the exsisting trust relationhip between your AWS
Managed AD Directory and an external domain.

Get-DSTrust -DirectoryId d-123456ijkl -Select Trusts.TrustId | Remove-DSTrust

Output:
t-9067157123

o For API details, see DeleteTrust in AWS Tools for PowerShell Cmdlet Reference.

Reset-DSUserPassword
The following code example shows how to use Reset-DSUserPassword.
Tools for PowerShell

Example 1: This example resets the password of Active Direcotry user named ADUser in AWS
Managed microsoft AD or Simple AD Directory

Reset-DSUserPassword -UserName ADuser -DirectoryId d-123456ijkl -NewPassword
$Password

» For API details, see ResetUserPassword in AWS Tools for PowerShell Cmdlet Reference.

Restore-DSFromSnapshot

The following code example shows how to use Restore-DSFromSnapshot.
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Tools for PowerShell

Example 1: This example restores a directory using an exsisting directory snapshot.

Restore-DSFromSnapshot -SnapshotId s-9068b488kc

» For API details, see RestoreFromSnapshot in AWS Tools for PowerShell Cmdlet Reference.

Set-DSDomainControllexCount

The following code example shows how to use Set-DSDomainControllerCount.

Tools for PowerShell

Example 1: This example sets the number of domain controller to 3 for specified directory-
id.

Set-DSDomainControllerCount -DirectoryId d-123456ijkl -DesiredNumber 3

» For API details, see UpdateNumberOfDomainControllers in AWS Tools for PowerShell Cmdlet
Reference.

Start-DSSchemaExtension

The following code example shows how to use Start-DSSchemaExtension.

Tools for PowerShell

Example 1: This Example Applies a schema extension to a Microsoft AD directory.

$1dif = Get-Content D:\Users\Username\Downloads\ExtendedSchema.ldf -Raw
Start-DSSchemaExtension -DirectoryId d-123456ijkl -
CreateSnapshotBeforeSchemaExtension $true -Description ManagedADSchemaExtension -
LdifContent $1dif

Output:

e-9067306643
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» For API details, see StartSchemaExtension in AWS Tools for PowerShell Cmdlet Reference.

Stop-DSSchemaExtension
The following code example shows how to use Stop-DSSchemaExtension.
Tools for PowerShell

Example 1: This example cancels an in-progress schema extension to a Microsoft AD
directory.

Stop-DSSchemaExtension -DirectoryId d-123456ijkl -SchemaExtensionId e-9067306643

» For API details, see CancelSchemaExtension in AWS Tools for PowerShell Cmdlet Reference.

Unregister-DSCertificate
The following code example shows how to use Unregister-DSCertificate.
Tools for PowerShell

Example 1: This example deletes from the system the certificate that was registered for a
secured LDAP connection..

Unregister-DSCertificate -DirectoryId d-123456ijkl -Certificateld c-906731e34f

» For API details, see DeregisterCertificate in AWS Tools for PowerShell Cmdlet Reference.

Unregister-DSEventTopic
The following code example shows how to use Unregister-DSEventTopic.
Tools for PowerShell

Example 1: This example removes the specefied directory as a publisher to the specified SNS
topic.

Unregister-DSEventTopic -DirectoryId d-123456ijkl -TopicName snstopicname

» For API details, see DeregisterEventTopic in AWS Tools for PowerShell Cmdlet Reference.
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Update-DSConditionalForwarder
The following code example shows how to use Update-DSConditionalForwarder.
Tools for PowerShell

Example 1: This example updates a conditional forwarder that has been set up for your AWS
directory.

Update-DSConditionalForwarder -DirectoryId d-123456ijkl -DnsIpAddr
172.31.36.96,172.31.16.108 -RemoteDomainName contoso.com

» For API details, see UpdateConditionalForwarder in AWS Tools for PowerShell Cmdlet
Reference.

Update-DSRadius
The following code example shows how to use Update-DSRadius.
Tools for PowerShell

Example 1: This example updates RADIUS server information for an AD Connector or
Microsoft AD directory.

Update-DSRadius -DirectoryId d-123456ijkl -RadiusSettings_RadiusRetry 3

» For API details, see UpdateRadius in AWS Tools for PowerShell Cmdlet Reference.

Update-DSTrust
The following code example shows how to use Update-DSTrust.
Tools for PowerShell

Example 1: This example updates the SelectiveAuth parameter of specified trust-id from
Disabled to Enabled.

Update-DSTrust -TrustId t-9067157123 -SelectiveAuth Enabled

Output:

Actions 320


https://docs.aws.amazon.com/powershell/latest/reference
https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

RequestId TrustId

138864a7-c9a8-4adl-a828-eae479e85b45 t-9067157123

« For API details, see UpdateTrust in AWS Tools for PowerShell Cmdlet Reference.

AWS DMS examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with AWS DMS.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

« Actions

Actions

New-DMSReplicationTask
The following code example shows how to use New-DMSReplicationTask.
Tools for PowerShell

Example 1: This example creates a new AWS Database Migration Service replication task
that uses CdcStartTime instead of CdcStartPosition. The MigrationType is set to "full-load-
and-cdc", meaning the target table must be empty. The new task is tagged with a tag that
has a key of Stage and a key value of Test. For more information about the values used by
this cmdlet, see Creating a Task (https://docs.aws.amazon.com/dms/latest/userguide/
CHAP_Tasks.Creating.html) in the AWS Database Migration Service User Guide.

New-DMSReplicationTask -ReplicationInstanceArn "arn:aws:dms:us-
east-1:123456789012:rep: EXAMPLE66XFJUWATDIGBEXAMPLE" "
-CdcStartTime "2019-08-08T12:12:12""
-CdcStopPosition "server_time:2019-08-09T12:12:12""
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n>

-MigrationType "full-load-and-cdc

-ReplicationTaskIdentifier "task1l"®

-ReplicationTaskSetting """

-SourceEndpointArn "arn:aws:dms:us-
east-1:123456789012:endpoint: EXAMPLEW5SUANC7Y3P4EEXAMPLE" "

-TableMapping "file:////home/testuser/table-mappings.json""

-Tag @{"Key"="Stage";"Value"="Test"}"

-TargetEndpointArn "arn:aws:dms:us-
east-1:123456789012:endpoint: EXAMPLEJZASXWHTWCLNEXAMPLE"

» For API details, see CreateReplicationTask in AWS Tools for PowerShell Cmdlet Reference.

DynamoDB examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with DynamoDB.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions
Add-DDBIndexSchema
The following code example shows how to use Add-DDBIndexSchema.

Tools for PowerShell

Example 1: Creates an empty TableSchema object and adds a new local secondary index
definition to it before writing the TableSchema object to the pipeline.

$schema | Add-DDBIndexSchema -IndexName "LastPostIndex" -RangeKeyName
"LastPostDateTime" -RangeKeyDataType "S" -ProjectionType "keys_only"
$schema = New-DDBTableSchema
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Output:

AttributeSchema KeySchema
LocalSecondaryIndexSchema

{LastPostDateTime} {3
{LastPostIndex}

Example 2: Adds a new local secondary index definition to the supplied TableSchema object
before writing the TableSchema object back to the pipeline. The TableSchema object can
also be supplied using the -Schema parameter.

New-DDBTableSchema | Add-DDBIndexSchema -IndexName "LastPostIndex" -RangeKeyName
"LastPostDateTime" -RangeKeyDataType "S" -ProjectionType "keys_only"

Output:

AttributeSchema KeySchema
LocalSecondaryIndexSchema

{LastPostDateTime} {3
{LastPostIndex}

« For API details, see Add-DDBIndexSchema in AWS Tools for PowerShell Cmdlet Reference.

Add-DDBKeySchema

The following code example shows how to use Add-DDBKeySchema.

Tools for PowerShell

Example 1: Creates an empty TableSchema object and adds key and attribute definition
entries to it using the specified key data before writing the TableSchema object to the
pipeline. The key type is declared to be '"HASH' by default; use the -KeyType paameter with a

value of 'RANGE' to declare a range key.

$schema = New-DDBTableSchema
$schema | Add-DDBKeySchema -KeyName "ForumName" -KeyDataType "S"
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Output:

AttributeSchema KeySchema
LocalSecondaryIndexSchema

{ForumName} {ForumName}

{3

Example 2: Adds new key and attribute definition entries to the supplied TableSchema
object before writing the TableSchema object to the pipeline. The key type is declared to

be 'HASH' by default; use the -KeyType paameter with a value of 'RANGE' to declare a range
key. The TableSchema object can also be supplied using the -Schema parameter.

New-DDBTableSchema | Add-DDBKeySchema -KeyName "ForumName" -KeyDataType "S"

Output:

AttributeSchema KeySchema
LocalSecondaryIndexSchema

{ForumName} {ForumName}

{3

» For API details, see Add-DDBKeySchema in AWS Tools for PowerShell Cmdlet Reference.

ConvertFrom-DDBItem
The following code example shows how to use ConvertFrom-DDBItem.
Tools for PowerShell

Example 1: ConvertFrom-DDBItem is used to convert the result of Get-DDBItem from a
hashtable of DynamoDB AttributeValues to a hashtable of common types like string and
double.

e{
SongTitle = 'Somewhere Down The Road'
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Artist = 'No One You Know'
} | ConvertTo-DDBItem

Get-DDBItem -TableName 'Music' -Key $key | ConvertFrom-DDBItem

Output:
Name Value
Genre Country
Artist No One You Know
Price 1.94
CriticRating 9
SongTitle Somewhere Down The Road
AlbumTitle Somewhat Famous

» For API details, see ConvertFrom-DDBItem in AWS Tools for PowerShell Cmdlet Reference.

ConvertTo-DDBItem
The following code example shows how to use ConvertTo-DDBItem.
Tools for PowerShell

Example 1: An example for converting a hashtable into a dictionary of DynamoDB attribute
values.

e{

SongTitle 'Somewhere Down The Road'
Artist = 'No One You Know'
} | ConvertTo-DDBItem

SongTitle Amazon.DynamoDBv2.Model.AttributeValue
Artist Amazon.DynamoDBv2.Model.AttributeValue

Example 2: An example for converting a hashtable into a dictionary of DynamoDB attribute
values.

e{
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MyMap e{
MyString = 'my string'
}
MyStringSet
MyNumericSet
MyBinarySet

[System.Collections.Generic.HashSet[String]l]le@('my",
[System.Collections.Generic.HashSet[Int]]e(1l, 2, 3)
[System.Collections.Generic.HashSet[System.I0.MemoryStream]]@(
([IO0.MemoryStream]: :new([Text.Encoding]::UTF8.GetBytes('my'))),

'string')

([I0.MemoryStream]: :new([Text.Encoding]::UTF8.GetBytes('string')))

)

MyListl = @('my', 'string')

MyList2

MyList3
} | ConvertTo-DDBItem

Output:

Key Value

MyStringSet Amazon.DynamoDBv2.Model.
MyListl Amazon.DynamoDBv2.Model.
MyNumericSet Amazon.DynamoDBv2.Model.
MyList2 Amazon.DynamoDBv2.Model.
MyBinarySet Amazon.DynamoDBv2.Model.
MyMap Amazon.DynamoDBv2.Model.
MyList3 Amazon.DynamoDBv2.Model.

[System.Collections.Generic.List[Int]]Je(1l, 2)
[System.Collections.ArraylList]@('one', 2, $true)

AttributeValue
AttributeValue
AttributeValue
AttributeValue
AttributeValue
AttributeValue
AttributeValue

« For API details, see ConvertTo-DDBItem in AWS Tools for PowerShell Cmdlet Reference.

Get-DDBBatchItem

The following code example shows how to use Get-DDBBatchItem.

Tools for PowerShell

Example 1: Gets the item with the SongTitle "Somewhere Down The Road" from the

DynamoDB tables 'Music' and 'Songs'.

$key = @{
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'

} | ConvertTo-DDBItem
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$keysAndAttributes = New-Object Amazon.DynamoDBv2.Model.KeysAndAttributes

$list = New-Object
'System.Collections.Generic.List[System.Collections.Generic.Dictionary[String,
Amazon.DynamoDBv2.Model.AttributeValue]]'

$1list.Add($key)

$keysAndAttributes.Keys = $list

$requestItem = @{
"Music' = [Amazon.DynamoDBv2.Model.KeysAndAttributes]$keysAndAttributes
'Songs' = [Amazon.DynamoDBv2.Model.KeysAndAttributes]$keysAndAttributes

$batchItems = Get-DDBBatchItem -RequestItem $requestItem
$batchItems.GetEnumerator() | ForEach-Object {$PSItem.Value} | ConvertFrom-DDBItem

Output:
Name Value
Artist No One You Know
SongTitle Somewhere Down The Road
AlbumTitle Somewhat Famous
CriticRating 10
Genre Country
Price 1.94
Artist No One You Know
SongTitle Somewhere Down The Road
AlbumTitle Somewhat Famous
CriticRating 10
Genre Country
Price 1.94

» For API details, see BatchGetltem in AWS Tools for PowerShell Cmdlet Reference.

Get-DDBItem
The following code example shows how to use Get-DDBItem.
Tools for PowerShell

Example 1: Returns the DynamoDB item with the partition key SongTitle and the sort key
Artist.
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$key = ef{
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'

} | ConvertTo-DDBItem

Get-DDBItem -TableName 'Music' -Key $key | ConvertFrom-DDBItem

Output:
Name Value
Genre Country
SongTitle Somewhere Down The Road
Price 1.94
Artist No One You Know
CriticRating 9
AlbumTitle Somewhat Famous

« For API details, see Getltem in AWS Tools for PowerShell Cmdlet Reference.

Get-DDBTable
The following code example shows how to use Get-DDBTable.
Tools for PowerShell

Example 1: Returns details of the specified table.
Get-DDBTable -TableName "myTable"

» For API details, see DescribeTable in AWS Tools for PowerShell Cmdlet Reference.

Get-DDBTableList
The following code example shows how to use Get-DDBTableList.
Tools for PowerShell

Example 1: Returns details of all tables, automatically iterating until the service indicates no
further tables exist.
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Get-DDBTablelList

« For API details, see ListTables in AWS Tools for PowerShell Cmdlet Reference.

Invoke-DDBQuery

The following code example shows how to use Invoke-DDBQuery.

Tools for PowerShell

Example 1: Invokes a query that returns DynamoDB items with the specified SongTitle and
Artist.

$invokeDDBQuery = @{

TableName = 'Music'
KeyConditionExpression = ' SongTitle = :SongTitle and Artist = :Artist'
ExpressionAttributeValues = @{

':SongTitle' = 'Somewhere Down The Road'

':Artist' = 'No One You Know'

} | ConvertTo-DDBItem

}
Invoke-DDBQuery @invokeDDBQuery | ConvertFrom-DDBItem

Output:
Name Value
Genre Country
Artist No One You Know
Price 1.94
CriticRating 9
SongTitle Somewhere Down The Road
AlbumTitle Somewhat Famous

« For API details, see Query in AWS Tools for PowerShell Cmdlet Reference.

Invoke-DDBScan

The following code example shows how to use Invoke-DDBScan.
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Tools for PowerShell

Example 1: Returns all items in the Music table.

Invoke-DDBScan -TableName 'Music' | ConvertFrom-DDBItem
Output:

Name Value

Genre Country

Artist No One You Know

Price 1.94

CriticRating 9

SongTitle Somewhere Down The Road

AlbumTitle Somewhat Famous

Genre Country

Artist No One You Know

Price 1.98

CriticRating 8.4

SongTitle My Dog Spot

AlbumTitle Hey Now

Example 2: Returns items in the Music table with a CriticRating greater than or equal to
nine.

$scanFilter = @{
CriticRating = [Amazon.DynamoDBv2.Model.Condition]e{
AttributeValuelList = @(@{N = '9'})
ComparisonOperator = 'GE'

}

Invoke-DDBScan -TableName 'Music' -ScanFilter $scanFilter | ConvertFrom-DDBItem

Output:
Name Value
Genre Country
Artist No One You Know
Price 1.94
CriticRating 9
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SongTitle
AlbumTitle

Somewhere Down The Road
Somewhat Famous

« For API details, see Scan in AWS Tools for PowerShell Cmdlet Reference.

New-DDBTable

The following code example shows how to use New-DDBTable.

Tools for PowerShell

Example 1: This example creates a table named Thread that has a primary key consisting of

'ForumName' (key type hash) and 'Subject’ (key type range). The schema used to construct

the table can be piped into each cmdlet as shown or specified using the -Schema parameter.

$schema

New-DDBTableSchema

$schema | Add-DDBKeySchema -KeyName "ForumName" -KeyDataType "S"
$schema | Add-DDBKeySchema -KeyName "Subject" -KeyType RANGE -KeyDataType "S"
$schema | New-DDBTable -TableName "Thread" -ReadCapacity 10 -WriteCapacity 5

Output:

AttributeDefinitions
TableName

KeySchema

TableStatus
CreationDateTime
ProvisionedThroughput
TableSizeBytes
ItemCount
LocalSecondaryIndexes

: {ForumName, Subject}

: Thread

: {ForumName, Subject}

: CREATING

: 10/28/2013 4:39:49 PM

: Amazon.DynamoDBv2.Model.ProvisionedThroughputDescription
: 0

0

: {3

Example 2: This example creates a table named Thread that has a primary key consisting of
'ForumName' (key type hash) and 'Subject' (key type range). A local secondary index is also
defined. The key of the local secondary index will be set automatically from the primary
hash key on the table (ForumName). The schema used to construct the table can be piped
into each cmdlet as shown or specified using the -Schema parameter.

$schema = New-DDBTableSchema
$schema | Add-DDBKeySchema -KeyName "ForumName" -KeyDataType "S"
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$schema | Add-DDBKeySchema -KeyName "Subject" -KeyDataType "S"

$schema | Add-DDBIndexSchema -IndexName "LastPostIndex" -RangeKeyName
"LastPostDateTime" -RangeKeyDataType "S" -ProjectionType "keys_only"

$schema | New-DDBTable -TableName "Thread" -ReadCapacity 10 -WriteCapacity 5

Output:
AttributeDefinitions : {ForumName, LastPostDateTime, Subject}
TableName : Thread
KeySchema : {ForumName, Subject}
TableStatus : CREATING
CreationDateTime : 10/28/2013 4:39:49 PM
ProvisionedThroughput : Amazon.DynamoDBv2.Model.ProvisionedThroughputDescription
TableSizeBytes : 0
ItemCount 0
LocalSecondaryIndexes : {LastPostIndex}

Example 3: This example shows how to use a single pipeline to create a table named Thread
that has a primary key consisting of 'ForumName' (key type hash) and 'Subject' (key type
range) and a local secondary index. The Add-DDBKeySchema and Add-DDBIndexSchema
create a new TableSchema object for you if one is not supplied from the pipeline or the -
Schema parameter.

New-DDBTableSchema |
Add-DDBKeySchema -KeyName "ForumName" -KeyDataType "S" |
Add-DDBKeySchema -KeyName "Subject" -KeyDataType "S" |
Add-DDBIndexSchema -IndexName "LastPostIndex"
-RangeKeyName "LastPostDateTime"
-RangeKeyDataType "S"
-ProjectionType "keys_only" |
New-DDBTable -TableName "Thread" -ReadCapacity 10 -WriteCapacity 5

Output:
AttributeDefinitions : {ForumName, LastPostDateTime, Subject}
TableName : Thread
KeySchema : {ForumName, Subject}
TableStatus : CREATING
CreationDateTime : 10/28/2013 4:39:49 PM
ProvisionedThroughput : Amazon.DynamoDBv2.Model.ProvisionedThroughputDescription
TableSizeBytes : 0
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ItemCount : 0
LocalSecondaryIndexes : {LastPostIndex}

» For API details, see CreateTable in AWS Tools for PowerShell Cmdlet Reference.

New-DDBTableSchema

The following code example shows how to use New-DDBTableSchema.

Tools for PowerShell

Example 1: Creates an empty TableSchema object ready to accept key and index definitions
for use in creating a new Amazon DynamoDB table. The returned object can be piped into
the Add-DDBKeySchema, Add-DDBIndexSchema and New-DDBTable cmdlets or passed to

them using the -Schema parameter on each cmdlet.

New-DDBTableSchema

Output:
AttributeSchema KeySchema
LocalSecondaryIndexSchema
{} {}

{3

» For API details, see New-DDBTableSchema in AWS Tools for PowerShell Cmdlet Reference.

Remove-DDBItem

The following code example shows how to use Remove-DDBItem.

Tools for PowerShell

Example 1: Removes the DynamoDB item that matches the provided key.

$key = e{
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'

} | ConvertTo-DDBItem
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Remove-DDBItem -TableName 'Music' -Key $key -Confirm:$false

« For API details, see Deleteltem in AWS Tools for PowerShell Cmdlet Reference.

Remove-DDBTable

The following code example shows how to use Remove-DDBTable.

Tools for PowerShell

Example 1: Deletes the specified table. You are prompted for confirmation before the
operation proceeds.

Remove-DDBTable -TableName "myTable"

Example 2: Deletes the specified table. You are not prompted for confirmation before the
operation proceeds.

Remove-DDBTable -TableName "myTable" -Force

» For API details, see DeleteTable in AWS Tools for PowerShell Cmdlet Reference.

Set-DDBBatchItem
The following code example shows how to use Set-DDBBatchItem.

Tools for PowerShell

Example 1: Creates a new item, or replaces an existing item with a new item in the
DynamoDB tables Music and Songs.

$item = @
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'
AlbumTitle = 'Somewhat Famous'
Price = 1.94
Genre = 'Country'

CriticRating = 10.0
} | ConvertTo-DDBItem

$writeRequest = New-Object Amazon.DynamoDBv2.Model.WriteRequest
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$writeRequest.PutRequest = [Amazon.DynamoDBv2.Model.PutRequest]$item

Output:

$requestItem = @{
"Music' = [Amazon.DynamoDBv2.Model.WriteRequest]($writeRequest)
'Songs' = [Amazon.DynamoDBv2.Model.WriteRequest]($writeRequest)

Set-DDBBatchItem -RequestItem $requestItem

» For API details, see BatchWriteltem in AWS Tools for PowerShell Cmdlet Reference.

Set-DDBItem

The following code example shows how to use Set-DDBItem.

Tools for PowerShell

Example 1: Creates a new item, or replaces an existing item with a new item.

$item = @f
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'
AlbumTitle = 'Somewhat Famous'
Price = 1.94
Genre = 'Country'

CriticRating = 9.0
} | ConvertTo-DDBItem
Set-DDBItem -TableName 'Music' -Item $item

« For API details, see Putltem in AWS Tools for PowerShell Cmdlet Reference.

Update-DDBItem
The following code example shows how to use Update-DDBItem.

Tools for PowerShell

Example 1: Sets the genre attribute to 'Rap' on the DynamoDB item with the partition key
SongTitle and the sort key Artist.
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$key = ef{
SongTitle = 'Somewhere Down The Road'
Artist = 'No One You Know'

} | ConvertTo-DDBItem

$updateDdbItem = @{

TableName = 'Music'
Key = $key
UpdateExpression = 'set Genre = :vall'

ExpressionAttributeValue = (@{
':vall' = ([Amazon.DynamoDBv2.Model.AttributeValue]'Rap')
)

}
Update-DDBItem @updateDdbItem

Output:
Name Value
Genre Rap

» For API details, see Updateltem in AWS Tools for PowerShell Cmdlet Reference.

Update-DDBTable

The following code example shows how to use Update-DDBTable.

Tools for PowerShell

Example 1: Updates the provisioned throughput for the given table.
Update-DDBTable -TableName "myTable" -ReadCapacity 10 -WriteCapacity 5

» For API details, see UpdateTable in AWS Tools for PowerShell Cmdlet Reference.

Amazon EC2 examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios

by using the AWS Tools for PowerShell with Amazon EC2.

Amazon EC2
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Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions

Add-EC2CapacityReserxrvation

The following code example shows how to use Add-EC2CapacityReservation.
Tools for PowerShell

Example 1: This example creates a new Capacity Reservation with the specified attributes

Add-EC2CapacityReservation -InstanceType m4.xlarge -InstanceCount 2 -
AvailabilityZone eu-west-1b -EbsOptimized True -InstancePlatform Windows

Output:

AvailabilityZone : eu-west-1b
AvailableInstanceCount : 2
CapacityReservationId : cr-0clf2345db6f7cdba

CreateDate : 3/28/2019 9:29:41 AM
EbsOptimized : True

EndDate : 1/1/0001 12:00:00 AM
EndDateType : unlimited
EphemeralStorage : False
InstanceMatchCriteria : open
InstancePlatform : Windows

InstanceType : m4.xlarge

State : active

Tags : {3

Tenancy : default
TotalInstanceCount : 2

» For API details, see CreateCapacityReservation in AWS Tools for PowerShell Cmdlet Reference.
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Add-EC2InternetGateway

The following code example shows how to use Add-EC2InternetGateway.

Tools for PowerShell

Example 1: This example attaches the specified Internet gateway to the specified VPC.

Add-EC2InternetGateway -InternetGatewayId igw-1a2b3c4d -VpcId vpc-12345678

Example 2: This example creates a VPC and an Internet gateway, and then attaches the
Internet gateway to the VPC.

$vpc = New-EC2Vpc -CidrBlock 10.0.0.0/16
New-EC2InternetGateway | Add-EC2InternetGateway -VpcId $vpc.Vpcld

» For API details, see AttachinternetGateway in AWS Tools for PowerShell Cmdlet Reference.

Add-EC2NetworkInterface

The following code example shows how to use Add-EC2NetworkInterface.

Tools for PowerShell

Example 1: This example attaches the specified network interface to the specified instance.

Add-EC2NetworkInterface -NetworkInterfaceld eni-12345678 -Instanceld i-1a2b3c4d -
DeviceIndex 1

Output:

eni-attach-la2b3c4d

« For API details, see AttachNetworklInterface in AWS Tools for PowerShell Cmdlet Reference.

Add-EC2Volume

The following code example shows how to use Add-EC2Volume.
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Tools for PowerShell

Example 1: This example attaches the specified volume to the specified instance and exposes
it with the specified device name.

Add-EC2Volume -VolumeId vol-12345678 -InstanceId i-1a2b3c4d -Device /dev/sdh

Output:
AttachTime . 12/22/2015 1:53:58 AM
DeleteOnTermination : False
Device : /dev/sdh
Instanceld : i-la2b3c4d
State : attaching
Volumeld : vol-12345678

« For API details, see AttachVolume in AWS Tools for PowerShell Cmdlet Reference.

Add-EC2VpnGateway

The following code example shows how to use Add-EC2VpnGateway.

Tools for PowerShell

Example 1: This example attaches the specified virtual private gateway to the specified VPC.

Add-EC2VpnGateway -VpnGatewayId vgw-1la2b3c4d -VpcId vpc-12345678

Output:

attaching vpc-12345678

» For API details, see AttachVpnGateway in AWS Tools for PowerShell Cmdlet Reference.

Approve-EC2VpcPeeringConnection

The following code example shows how to use Approve-EC2VpcPeeringConnection.
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Tools for PowerShell

Example 1: This example approves the requested VpcPeeringConnectionld
pcx-1dfad234b56ff78be

Approve-EC2VpcPeeringConnection -VpcPeeringConnectionId pcx-1dfad234b56ff78be

Output:
AccepterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
ExpirationTime : 1/1/0001 12:00:00 AM
RequesterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
Status : Amazon.EC2.Model.VpcPeeringConnectionStateReason
Tags : {3

VpcPeeringConnectionId : pcx-1ldfad234b56ff78be

» For API details, see AcceptVpcPeeringConnection in AWS Tools for PowerShell Cmdlet
Reference.

Confirm-EC2ProductInstance
The following code example shows how to use Confirm-EC2ProductInstance.
Tools for PowerShell

Example 1: This example determines whether the specified product code is associated with
the specified instance.

Confirm-EC2ProductInstance -ProductCode 774F4FF8 -Instanceld i-12345678

» For API details, see ConfirmProductinstance in AWS Tools for PowerShell Cmdlet Reference.

Copy-EC2Image
The following code example shows how to use Copy-EC2Image.
Tools for PowerShell

Example 1: This example copies the specified AMI in the 'EU (Ireland)' region to the 'US

West (Oregon)' region. If -Region is not specified, the current default region is used as the
destination region.
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Copy-EC2Image -SourceRegion eu-west-1 -SourceImageId ami-12345678 -Region us-west-2
-Name "Copy of ami-12345678"

Output:
ami-87654321

« For API details, see Copylmage in AWS Tools for PowerShell Cmdlet Reference.

Copy-EC2Snapshot
The following code example shows how to use Copy-EC2Snapshot.

Tools for PowerShell

Example 1: This example copies the specified snapshot from the EU (Ireland) region to the
US West (Oregon) region.

Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678 -Region us-
west-2

Example 2: If you set a default region and omit the Region parameter, the default
destination region is the default region.

Set-DefaultAWSRegion us-west-2
Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678

» For API details, see CopySnapshot in AWS Tools for PowerShell Cmdlet Reference.

Deny-EC2VpcPeeringConnection
The following code example shows how to use Deny-EC2VpcPeeringConnection.
Tools for PowerShell

Example 1: The above example denies the request for VpcPeering request id
pcx-01a2b3ced45fe67eb8

Deny-EC2VpcPeeringConnection -VpcPeeringConnectionId pcx-0la2b3ce45fe67eb8
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» For API details, see RejectVpcPeeringConnection in AWS Tools for PowerShell Cmdlet
Reference.

Disable-EC2VgwRoutePropagation
The following code example shows how to use Disable-EC2VgwRoutePropagation.
Tools for PowerShell

Example 1: This example disables the VGW from automatically propagating routes to the
specified routing table.

Disable-EC2VgwRoutePropagation -RouteTableIld rtb-12345678 -GatewayId vgw-la2b3c4d

» For API details, see DisableVgwRoutePropagation in AWS Tools for PowerShell Cmdlet
Reference.

Disable-EC2VpcClassiclLink
The following code example shows how to use Disable-EC2VpcClassicLink.

Tools for PowerShell

Example 1: This example disables EC2VpcClassicLink for the vpc-01e23c4a5d6db78e9. It
returns either True or False

Disable-EC2VpcClassiclLink -VpcId vpc-0l1le23c4a5d6db78e9

» For API details, see DisableVpcClassicLink in AWS Tools for PowerShell Cmdlet Reference.

Disable-EC2VpcClassicLinkDnsSupport
The following code example shows how to use Disable-EC2VpcClassicLinkDnsSupport.

Tools for PowerShell

Example 1: This example disables ClassicLink DNS support for the vpc-O0b12d3456a7e8910d

Disable-EC2VpcClassiclLinkDnsSupport -VpcId vpc-0bl2d3456a7e8910d
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» For API details, see DisableVpcClassicLinkDnsSupport in AWS Tools for PowerShell Cmdlet
Reference.

Dismount-EC2InternetGateway
The following code example shows how to use Dismount-EC2InternetGateway.
Tools for PowerShell

Example 1: This example detaches the specified Internet gateway from the specified VPC.
Dismount-EC2InternetGateway -InternetGatewayId igw-1a2b3c4d -VpcId vpc-12345678

» For API details, see DetachinternetGateway in AWS Tools for PowerShell Cmdlet Reference.

Dismount-EC2NetworkIntexface
The following code example shows how to use Dismount-EC2NetworkInterface.
Tools for PowerShell

Example 1: This example removes the specified attachment between a network interface
and an instance.

Dismount-EC2NetworkInterface -AttachmentId eni-attach-1a2b3c4d -Force

» For API details, see DetachNetworklnterface in AWS Tools for PowerShell Cmdlet Reference.

Dismount-EC2Volume
The following code example shows how to use Dismount-EC2Volume.
Tools for PowerShell

Example 1: This example detaches the specified volume.

Dismount-EC2Volume -VolumeId vol-12345678

Output:
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AttachTime : 12/22/2015 1:53:58 AM
DeleteOnTermination : False

Device : /dev/sdh

Instanceld : i-1la2b3c4d

State : detaching

Volumeld : vol-12345678

Example 2: You can also specify the instance ID and device name to ensure that you are
detaching the correct volume.

Dismount-EC2Volume -VolumeId vol-12345678 -InstancelId i-1a2b3c4d -Device /dev/sdh

» For API details, see DetachVolume in AWS Tools for PowerShell Cmdlet Reference.

Dismount-EC2VpnGateway
The following code example shows how to use Dismount-EC2VpnGateway.
Tools for PowerShell

Example 1: This example detaches the specified virtual private gateway from the specified
VPC.

Dismount-EC2VpnGateway -VpnGatewayId vgw-la2b3c4d -VpcId vpc-12345678

» For API details, see DetachVpnGateway in AWS Tools for PowerShell Cmdlet Reference.

Edit-EC2CapacityReservation
The following code example shows how to use Edit-EC2CapacityReservation.
Tools for PowerShell

Example 1: This example modifies the CapacityReservationld cr-0c1f2345db6f7cdba by
changing the instane count to 1

Edit-EC2CapacityReservation -CapacityReservationId cr-0clf2345db6f7cdba -
InstanceCount 1

Output:
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True

« For API details, see ModifyCapacityReservation in AWS Tools for PowerShell Cmdlet Reference.

Edit-EC2Host
The following code example shows how to use Edit-EC2Host.
Tools for PowerShell

Example 1: This example modifies the AutoPlacement settings to off for the dedicated host
h-01e23f4c¢d567890f3

Edit-EC2Host -HostId h-03e09f8cd681609f3 -AutoPlacement off

Output:

Successful Unsuccessful

{h-01e23f4cd567890f3} {3}
« For API details, see ModifyHosts in AWS Tools for PowerShell Cmdlet Reference.
Edit-EC2IdFormat
The following code example shows how to use Edit-EC2IdFormat.

Tools for PowerShell

Example 1: This example enables the longer ID format for the specified resource type.

Edit-EC2IdFormat -Resource instance -UselLongId $true

Example 2: This example disables the longer ID format for the specified resource type.
Edit-EC2IdFormat -Resource instance -UselongId $false

» For API details, see ModifyldFormat in AWS Tools for PowerShell Cmdlet Reference.
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Edit-EC2ImageAttribute
The following code example shows how to use Edit-EC2ImageAttribute.

Tools for PowerShell

Example 1: This example updates the description for the specified AMI.

Edit-EC2ImageAttribute -Imageld ami-12345678 -Description "New description"

Example 2: This example makes the AMI public (for example, so any AWS account can use it).

Edit-EC2ImageAttribute -ImageIld ami-12345678 -Attribute launchPermission -
OperationType add -UserGroup all

Example 3: This example makes the AMI private (for example, so that only you as the owner
can use it).

Edit-EC2ImageAttribute -ImageIld ami-12345678 -Attribute launchPermission -
OperationType remove -UserGroup all

Example 4: This example grants launch permission to the specified AWS account.

Edit-EC2ImageAttribute -ImageIld ami-12345678 -Attribute launchPermission -
OperationType add -UserId 111122223333

Example 5: This example removes launch permission from the specified AWS account.

Edit-EC2ImageAttribute -Imageld ami-12345678 -Attribute launchPermission -
OperationType remove -UserId 111122223333

« For API details, see ModifylmageAttribute in AWS Tools for PowerShell Cmdlet Reference.

Edit-EC2InstanceAttribute
The following code example shows how to use Edit-EC2InstanceAttribute.

Tools for PowerShell

Example 1: This example modifies the instance type of the specified instance.
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Edit-EC2InstanceAttribute -Instanceld i-12345678 -InstanceType m3.medium

Example 2: This example enables enhanced networking for the specified instance, by
specifying "simple" as the value of the single root 1/0 virtualization (SR-IOV) network
support parameter, -SriovNetSupport..

Edit-EC2InstanceAttribute -Instanceld i-12345678 -SriovNetSupport "simple"

Example 3: This example modifies the security groups for the specified instance. The
instance must be in a VPC. You must specify the ID of each security group, not the name.

Edit-EC2InstanceAttribute -Instanceld i-12345678 -Group @( '"sg-12345678",
"sg-45678901" )

Example 4: This example enables EBS 1/0 optimization for the specified instance. This
feature isn't available with all instance types. Additional usage charges apply when using an
EBS-optimized instance.

Edit-EC2InstanceAttribute -Instanceld i-12345678 -EbsOptimized $true

Example 5: This example enables source/destination checking for the specified instance. For
a NAT instance to perform NAT, the value must be 'false'.

Edit-EC2InstanceAttribute -Instanceld i-12345678 -SourceDestCheck $true

Example 6: This example disables termination for the specified instance.

Edit-EC2InstanceAttribute -Instanceld i-12345678 -DisableApiTermination $true

Example 7: This example changes the specified instance so that it terminates when
shutdown is initiated from the instance.

Edit-EC2InstanceAttribute -Instanceld i-12345678 -InstancelInitiatedShutdownBehavior
terminate

« For API details, see ModifylnstanceAttribute in AWS Tools for PowerShell Cmdlet Reference.
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Edit-EC2InstanceCreditSpecification
The following code example shows how to use Edit-EC2InstanceCreditSpecification.
Tools for PowerShell

Example 1: This enables T2 unlimited credits for instance i-01234567890abcdef.

$Credit = New-Object -TypeName Amazon.EC2.Model.InstanceCreditSpecificationRequest
$Credit.Instanceld = "i-01234567890abcdef"

$Credit.CpuCredits = "unlimited"

Edit-EC2InstanceCreditSpecification -InstanceCreditSpecification $Credit

» For API details, see ModifylnstanceCreditSpecification in AWS Tools for PowerShell Cmdlet
Reference.

Edit-EC2NetworkIntexrfaceAttribute
The following code example shows how to use Edit-EC2NetworkInterfaceAttribute.
Tools for PowerShell

Example 1: This example modifies the specified network interface so that the specified
attachment is deleted on termination.

Edit-EC2NetworkInterfaceAttribute -NetworkInterfaceIld eni-la2b3c4d -
Attachment_AttachmentId eni-attach-1a2b3c4d -Attachment_DeleteOnTermination $true

Example 2: This example modifies the description of the specified network interface.

Edit-EC2NetworkInterfaceAttribute -NetworkInterfaceId eni-1la2b3c4d -Description "my
description”

Example 3: This example modifies the security group for the specified network interface.

Edit-EC2NetworkInterfaceAttribute -NetworkInterfaceld eni-la2b3c4d -Groups
sg-la2b3c4d

Example 4: This example disables source/destination checking for the specified network
interface.
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Edit-EC2NetworkInterfaceAttribute -NetworkInterfaceld eni-la2b3c4d -SourceDestCheck
$false

« For API details, see ModifyNetworklInterfaceAttribute in AWS Tools for PowerShell Cmdlet
Reference.

Edit-EC2ReservedInstance

The following code example shows how to use Edit-EC2ReservedInstance.

Tools for PowerShell

Example 1: This example modifies the Availability Zone, instance count, and platform for
the specified Reserved instances.

$config = New-Object Amazon.EC2.Model.ReservedInstancesConfiguration
$config.AvailabilityZone = "us-west-2a"

$config.InstanceCount = 1

$config.Platform = "EC2-VPC"

Edit-EC2ReservedInstance °

-ReservedInstancesId @("FE32132D-70D5-4795-B400-AE435EXAMPLE", "@CC556F3-7AB8-4C00-
BOE5-98666EXAMPLE") °

-TargetConfiguration $config

» For API details, see ModifyReservedInstances in AWS Tools for PowerShell Cmdlet Reference.

Edit-EC2SnapshotAttribute

The following code example shows how to use Edit-EC2SnapshotAttribute.

Tools for PowerShell

Example 1: This example makes the specified snapshot public by setting its
CreateVolumePermission attribute.

Edit-EC2SnapshotAttribute -SnapshotId snap-12345678 -Attribute
CreateVolumePermission -OperationType Add -GroupName all

« For API details, see ModifySnapshotAttribute in AWS Tools for PowerShell Cmdlet Reference.
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Edit-EC2SpotFleetRequest

The following code example shows how to use Edit-EC2SpotFleetRequest.

Tools for PowerShell

Example 1: This example updates the target capacity of the specified Spot fleet request.

Edit-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
2a30-494c-8788-1cee4EXAMPLE -TargetCapacity 10

Output:

True

» For API details, see ModifySpotFleetRequest in AWS Tools for PowerShell Cmdlet Reference.

Edit-EC2SubnetAttribute

The following code example shows how to use Edit-EC2SubnetAttribute.

Tools for PowerShell

Example 1: This example enables public IP addressing for the specified subnet.

Edit-EC2SubnetAttribute -SubnetId subnet-la2b3c4d -MapPublicIpOnLaunch $true

Example 2: This example disables public IP addressing for the specified subnet.

Edit-EC2SubnetAttribute -SubnetId subnet-la2b3c4d -MapPublicIpOnLaunch $false

» For API details, see ModifySubnetAttribute in AWS Tools for PowerShell Cmdlet Reference.

Edit-EC2VolumeAttribute

The following code example shows how to use Edit-EC2VolumeAttribute.
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Tools for PowerShell

Example 1: This example modifies the specified attribute of the specified volume. 1/
O operations for the volume are automatically resumed after being suspended due to
potentially inconsistent data.

Edit-EC2VolumeAttribute -VolumeIld vol-12345678 -AutoEnableIO $true

» For API details, see ModifyVolumeAttribute in AWS Tools for PowerShell Cmdlet Reference.

Edit-EC2VpcAttribute

The following code example shows how to use Edit-EC2VpcAttribute.

Tools for PowerShell

Example 1: This example enables support for DNS hostnames for the specified VPC.

Edit-EC2VpcAttribute -VpcId vpc-12345678 -EnableDnsHostnames $true

Example 2: This example disables support for DNS hostnames for the specified VPC.

Edit-EC2VpcAttribute -VpcId vpc-12345678 -EnableDnsHostnames $false

Example 3: This example enables support for DNS resolution for the specified VPC.

Edit-EC2VpcAttribute -VpcId vpc-12345678 -EnableDnsSupport $true

Example 4: This example disables support for DNS resolution for the specified VPC.

Edit-EC2VpcAttribute -VpcId vpc-12345678 -EnableDnsSupport $false

« For API details, see ModifyVpcAttribute in AWS Tools for PowerShell Cmdlet Reference.

Enable-EC2VgwRoutePropagation

The following code example shows how to use Enable-EC2VgwRoutePropagation.
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Tools for PowerShell

Example 1: This example enables the specified VGW to propagate routes automatically to
the specified routing table.

Enable-EC2VgwRoutePropagation -RouteTableId rtb-12345678 -GatewayId vgw-1la2b3c4d

» For API details, see EnableVgwRoutePropagation in AWS Tools for PowerShell Cmdlet

Reference.

Enable-EC2VolumeIO

The following code example shows how to use Enable-EC2VolumeIO.

Tools for PowerShell

Example 1: This example enables I/O operations for the specified volume, if 1/O operations
were disabled.

Enable-EC2VolumeIO -Volumeld vol-12345678

« For API details, see EnableVolumelo in AWS Tools for PowerShell Cmdlet Reference.

Enable-EC2VpcClassiclLink

The following code example shows how to use Enable-EC2VpcClassiclLink.

Tools for PowerShell

Example 1: This example enables VPC vpc-0123456b789b0d12f for ClassicLink

Enable-EC2VpcClassiclLink -VpcId vpc-0123456b789b0@d12f

Output:

True

 For API details, see EnableVpcClassicLink in AWS Tools for PowerShell Cmdlet Reference.
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Enable-EC2VpcClassicLinkDnsSupport

The following code example shows how to use Enable-EC2VpcClassicLinkDnsSupport.
Tools for PowerShell

Example 1: This example enables vpc-0b12d3456a7e8910d to support DNS hostname
resolution for ClassicLink

Enable-EC2VpcClassiclLinkDnsSupport -VpcId vpc-0bl12d3456a7e8910d -Region eu-west-1

 For API details, see EnableVpcClassicLinkDnsSupport in AWS Tools for PowerShell Cmdlet
Reference.

Get-EC2AccountAttribute

The following code example shows how to use Get-EC2AccountAttribute.
Tools for PowerShell

Example 1: This example describes whether you can launch instances into EC2-Classic and
EC2-VPC in the region, or only into EC2-VPC.

(Get-EC2AccountAttribute -AttributeName supported-platforms).AttributeValues

Output:

AttributeValue

Example 2: This example describes your default VPC, or is 'none' if you do not have a default
VPC in the region.

(Get-EC2AccountAttribute -AttributeName default-vpc).AttributeValues

Output:
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AttributeValue

vpc-12345678

Example 3: This example describes the maximum number of On-Demand instances that you
can run.

(Get-EC2AccountAttribute -AttributeName max-instances).AttributeValues

Output:

AttributeValue

« For API details, see DescribeAccountAttributes in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2Address

The following code example shows how to use Get-EC2Address.

Tools for PowerShell

Example 1: This example describes the specified Elastic IP address for instances in EC2-
Classic.

Get-EC2Address -AllocationId eipalloc-12345678

Output:
AllocationId : eipalloc-12345678
AssociationId : eipassoc-12345678
Domain T vpc
Instanceld : 1-87654321
NetworkInterfaceld : eni-12345678
NetworkInterfaceOwnerId : 12345678
PrivateIpAddress : 10.0.2.172
PublicIp : 198.51.100.2

Actions 354


https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

Example 2: This example describes your Elastic IP addresses for instances in a VPC. This
syntax requires PowerShell version 3 or later.

Get-EC2Address -Filter @{ Name="domain";Values="vpc" }

Example 3: This example describes the specified Elastic IP address for instances in EC2-
Classic.

Get-EC2Address -PublicIp 203.0.113.17

Output:

AllocationId

AssociationId :

Domain : standard
Instanceld : 1-12345678
NetworkInterfaceld
NetworkInterfaceOwnerId :
PrivateIpAddress :

PublicIp : 203.0.113.17

Example 4: This example describes your Elastic IP addresses for instances in EC2-Classic. This
syntax requires PowerShell version 3 or later.

Get-EC2Address -Filter @{ Name="domain";Values="standard" }

Example 5: This example describes all your Elastic IP addresses.

Get-EC2Address

Example 6: This example returns the public and private IP for the instance id provided in
filter

Get-EC2Address -Region eu-west-1 -Filter @{Name="instance-
id";Values="i-0c12d3f4f567ffb89"} | Select-Object PrivateIpAddress, PublicIp

Output:

PrivateIpAddress PublicIp
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10.0.0.99

36.5.227

Example 7: This example retrieves all the Elastic IPs with its allocation id, association id and

instance ids

Get-EC2Address -Region eu-west-1 | Select-Object Instanceld, AssociationId,
AllocationId, PublicIp

Output:

Instanceld

17.212.120.178
i-0cl23dfd3415bac67
17.212.124.77

17.212.225.7
1-0123d405c67e89a0c
37.216.52.173
i-0f1bf2f34c5678d09
37.218.222.278
i-012e3cb4df567e8aa
37.210.82.27
1-0123bcf4b567890e1
37.215.222.270

AssociationId

eipassoc-0el123456bb7890bdb

eipassoc-0c123b456783966ba

eipassoc-0e12934568a952d96

eipassoc-0d1b2fa4d67d03810

eipassoc-01d2345f678903fbl

AllocationId

eipalloc-012e3b456789¢1 fad
eipalloc-01cd23ebf45f7890c
eipalloc-012345678eeabcfad
eipalloc-0123cdd456a8f7892
eipalloc-0elc23e4d5e6789%¢e4

eipalloc-0123f456f78a01b58

eipalloc-0eldb23cfef5c45c7

PublicIp

Example 8: This example fetches list of EC2 IP addresses matching tag key 'Category’ with

value 'Prod'

Get-EC2Address -Filter @{Name="tag:Category";Values="Prod"}

Output:

AllocationId
AssociationId
CustomerOwnedIp

: eipalloc-0123f456f81a01b58
: eipassoc-0d1b23a456d103810

CustomerOwnedIpv4Pool

Domain

: VvpcC
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Instanceld : 1-012e3ch4df567elaa
NetworkBorderGroup : eu-west-1
NetworkInterfaceld : eni-0123f41d5a60d5f40
NetworkInterfaceOwnerId : 123456789012
PrivateIpAddress : 192.168.1.84

PublicIp : 34.250.81.29
PublicIpv4Pool : amazon

Tags : {Category, Name}

o For API details, see DescribeAddresses in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2AvailabilityZone
The following code example shows how to use Get-EC2AvailabilityZone.
Tools for PowerShell

Example 1: This example describes the Availability Zones for the current region that are
available to you.

Get-EC2AvailabilityZone

Output:
Messages RegionName State ZoneName
{1} us-west-2 available us-west-2a
{3 us-west-2 available us-west-2b
{1} us-west-2 available us-west-2c

Example 2: This example describes any Availability Zones that are in an impaired state. The
syntax used by this example requires PowerShell version 3 or higher.

Get-EC2AvailabilityZone -Filter @{ Name="state";Values="impaired" }

Example 3: With PowerShell version 2, you must use New-Object to create the filter.

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = "impaired"
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Get-EC2AvailabilityZone -Filter $filter

» For API details, see DescribeAvailabilityZones in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2BundleTask
The following code example shows how to use Get-EC2BundleTask.
Tools for PowerShell

Example 1: This example describes the specified bundle task.

Get-EC2BundleTask -BundleId bun-12345678

Example 2: This example describes the bundle tasks whose state is either 'complete’ or
'failed".

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = @( "complete", "failed" )

Get-EC2BundleTask -Filter $filter

» For API details, see DescribeBundleTasks in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2CapacityReservation
The following code example shows how to use Get-EC2CapacityReservation.
Tools for PowerShell

Example 1: This example describes one or more of your Capacity Reservations for the region

Get-EC2CapacityReservation -Region eu-west-1

Output:

AvailabilityZone : eu-west-1b
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AvailableInstanceCount :
: cr-0cl1f2345db6f7cdba
: 3/28/2019 9:29:41 AM

CapacityReservationId
CreateDate

2

EbsOptimized : True
EndDate : 1/1/0001 12:00:00 AM
EndDateType : unlimited
EphemeralStorage False
InstanceMatchCriteria : open
InstancePlatform : Windows
InstanceType : m4.xlarge
State : active
Tags : {3
Tenancy : default
TotalInstanceCount 1 2

» For API details, see DescribeCapacityReservations in AWS Tools for PowerShell Cmdlet
Reference.

Get-EC2ConsoleOutput
The following code example shows how to use Get-EC2ConsoleOutput.
Tools for PowerShell

Example 1: This example gets the console output for the specified Linux instance. The
console output is encoded.

Get-EC2ConsoleOutput -Instanceld i-0el9abcd47c123456

Output:

Instanceld Output

1-0el194d3c47c123637 WyAgICAwLjAwMDAwWMFOgQ29tbW. . .bGU9dHR5UZzAgc2Vs

Example 2: This example stores the encoded console output in a variable and then decodes
it.

$0utput_encoded = (Get-EC2ConsoleOutput -Instanceld i-@el9abcd47c123456).0utput
[System.Text.Encoding]::UTF8.GetString([System.Convert]::FromBase64String($0utput_encoded))
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» For API details, see GetConsoleOutput in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2CustomerGateway
The following code example shows how to use Get-EC2CustomerGateway.
Tools for PowerShell

Example 1: This example describes the specified customer gateway.

Get-EC2CustomerGateway -CustomerGatewayId cgw-la2b3c4ad

Output:
BgpAsn : 65534
CustomerGatewayId : cgw-1la2b3c4d
IpAddress 1 203.0.113.12
State : available
Tags : {3
Type : ipsec.1

Example 2: This example describes any customer gateway whose state is either pending or
available.

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = @( "pending", "available" )

Get-EC2CustomerGateway -Filter $filter

Example 3: This example describes all your customer gateways.
Get-EC2CustomerGateway

» For API details, see DescribeCustomerGateways in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2DhcpOption

The following code example shows how to use Get-EC2DhcpOption.
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Tools for PowerShell

Example 1: This example lists your DHCP options sets.

Get-EC2DhcpOption

Output:
DhcpConfigurations DhcpOptionsId Tag
{domain-name, domain-name-servers} dopt-1a2b3c4d {}
{domain-name, domain-name-servers} dopt-2a3bs4csd {3}
{domain-name-servers} dopt-3a4b5c6ed {}

Example 2: This example gets configuration details for the specified DHCP options set.

(Get-EC2DhcpOption -DhcpOptionsId dopt-la2b3c4d).DhcpConfigurations

Output:
Key Values
domain-name {abc.local}

domain-name-servers {10.0.0.101, 10.0.0.102}

» For API details, see DescribeDhcpOptions in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2FlowlLog

The following code example shows how to use Get-EC2FlowLog.

Tools for PowerShell

Example 1: This example describes one or more flow logs with log destination type 's3'

Get-EC2FlowLog -Filter @{Name="log-destination-type";Values="s3"}

Output:

Actions 361


https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

CreationTime 1 2/25/2019 9:07:36 PM
DeliverLogsErrorMessage
DeliverLogsPermissionArn :

DeliverlLogsStatus : SUCCESS

FlowLogId : f1-01b2e3d45f6718901
FlowLogStatus : ACTIVE

LogDestination : arn:aws:s3:::my-bucket-dd-tata
LogDestinationType : s3

LogGroupName :

Resourceld : eni-01d2dda3456b7e890
TrafficType ¢ ALL

« For API details, see DescribeFlowLogs in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2Host
The following code example shows how to use Get-EC2Host.
Tools for PowerShell

Example 1: This example returns the EC2 host details

Get-EC2Host

Output:
AllocationTime : 3/23/2019 4:55:22 PM
AutoPlacement . off

AvailabilityZone : eu-west-1b
AvailableCapacity : Amazon.EC2.Model.AvailableCapacity

ClientToken :

HostId : h-01e23f4cd567890f1
HostProperties : Amazon.EC2.Model.HostProperties
HostReservationId :

Instances : {3

ReleaseTime : 1/1/0001 12:00:00 AM

State : available

Tags : {3

Example 2: This example queries the AvailablelnstanceCapacity for the host
h-01e23f4cd567899f1
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Get-EC2Host -HostId h-01e23f4cd567899f1 | Select-Object -ExpandProperty
AvailableCapacity | Select-Object -expand AvailableInstanceCapacity

Output:

AvailableCapacity InstanceType TotalCapacity

11 m4.xlarge 11

» For API details, see DescribeHosts in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2HostReservationOffering
The following code example shows how to use Get-EC2HostReservationOffering.
Tools for PowerShell

Example 1: This example describes the Dedicated Host reservations that are available to
purchase for the given filter 'instance-family' where PaymentOption is 'NoUpfront'

Get-EC2HostReservationOffering -Filter @{Name="instance-family";Values="m4"} |
Where-Object PaymentOption -eq NoUpfront

Output:
CurrencyCode :
Duration : 94608000
HourlyPrice ¢ 1.307
InstanceFamily : m&4
OfferingId : hro-0c1f234567890d9ab
PaymentOption : NoUpfront
UpfrontPrice : 0.000
CurrencyCode :
Duration : 31536000
HourlyPrice : 1.830
InstanceFamily : m&4
OfferingId : hro-04adl2aaaf34b5a67
PaymentOption : NoUpfront
UpfrontPrice : 0.000
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» For API details, see DescribeHostReservationOfferings in AWS Tools for PowerShell Cmdlet

Reference.

Get-EC2HostReservationPurchasePreview

The following code example shows how to use Get-EC2HostReservationPurchasePreview.

Tools for PowerShell

Example 1: This example previews a reservation purchase with configurations that match
those of your Dedicated Host h-01e23f4cd567890f1

Get-EC2HostReservationPurchasePreview -OfferingId hro-0cl1f23456789d@ab -HostIdSet
h-01e23f4cd567890f1

Output:

CurrencyCode Purchase TotalHourlyPrice TotalUpfrontPrice

o For API details, see GetHostReservationPurchasePreview in AWS Tools for PowerShell Cmdlet
Reference.

Get-EC2IdFormat

The following code example shows how to use Get-EC2IdFormat.

Tools for PowerShell

Example 1: This example describes the ID format for the specified resource type.

Get-EC2IdFormat -Resource instance

Output:

Resource UselLongIds
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instance False

Example 2: This example describes the ID formats for all resource types that support longer
IDs.

Get-EC2IdFormat

Output:
Resource UseLongIds
reservation False
instance False

« For API details, see DescribeldFormat in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2IdentityIdFormat

The following code example shows how to use Get-EC2IdentityIdFormat.

Tools for PowerShell

Example 1: This example returns the ID format for the resouce 'image' for the role given

Get-EC2IdentityIdFormat -PrincipalArn arn:aws:iam::123456789511:ro0le/JDBC -Resource
image

Output:

Deadline Resource UselongIds

» For API details, see DescribeldentityldFormat in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2Image

The following code example shows how to use Get-EC2Image.

Actions 365


https://docs.aws.amazon.com/powershell/latest/reference
https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell

User Guide

Tools for PowerShell

Example 1: This example describes the specified AMI.

Get-EC2Image -Imageld ami-12345678

Output:

Architecture

BlockDeviceMappings :
1 2014-10-20T00:56:28.000Z
: My image

: xen

: ami-12345678

: 123456789012/my-image

CreationDate
Description
Hypervisor
Imageld
ImagelLocation
ImageOwnerAlias
ImageType
Kernelld

Name

OwnerId
Platform
ProductCodes
Public
RamdiskId
RootDeviceName
RootDeviceType
SriovNetSupport
State
StateReason
Tags
VirtualizationType

Example 2: This example describes the AMIs that you own.

. x86_64

{/dev/xvda}

: machine

: my-image
: 123456789012

{3

False

: /dev/xvda
: ebs

: simple

: available

{Name}

: hvm

Get-EC2Image -owner self

Example 3: This example describes the public AMIs that run Microsoft Windows Server.

Get-EC2Image -Filter @{ Name="platform"; Values="windows" }

Example 4: This example describes all public AMIs in the 'us-west-2' region.
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Get-EC2Image -Region us-west-2

 For API details, see Describelmages in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2ImageAttribute

The following code example shows how to use Get-EC2ImageAttribute.

Tools for PowerShell

Example 1: This example gets the description for the specified AMI.

Get-EC2ImageAttribute -Imageld ami-12345678 -Attribute description

Output:

BlockDeviceMappings : {3}

Description : My image description
Imageld : ami-12345678
KernelId

LaunchPermissions : {3

ProductCodes : {3

RamdiskId

SriovNetSupport

Example 2: This example gets the launch permissions for the specified AMI.

Get-EC2ImageAttribute -Imageld ami-12345678 -Attribute launchPermission

Output:

BlockDeviceMappings : {3}
Description :

Imageld : ami-12345678
Kernelld

LaunchPermissions . {all}
ProductCodes : {3

RamdiskId

SriovNetSupport

Example 3: This example test whether enhanced networking is enabled.
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Get-EC2ImageAttribute -Imageld ami-12345678 -Attribute sriovNetSupport

Output:

BlockDeviceMappings : {3}

Description :

Imageld : ami-12345678
Kernelld

LaunchPermissions : {3
ProductCodes : {3

RamdiskId

SriovNetSupport : simple

« For API details, see DescribelmageAttribute in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2ImageByName
The following code example shows how to use Get-EC2ImageByName.
Tools for PowerShell

Example 1: This example describes the complete set of filter names that are currently
supported.

Get-EC2ImageByName

Output:

WINDOWS_2016_BASE

WINDOWS_2016_NANO

WINDOWS_2016_CORE
WINDOWS_2016_CONTAINER
WINDOWS_2016_SQL_SERVER_ENTERPRISE_2016
WINDOWS_2016_SQL_SERVER_STANDARD_2016
WINDOWS_2016_SQL_SERVER_WEB_2016
WINDOWS_2016_SQL_SERVER_EXPRESS_2016
WINDOWS_2012R2_BASE

WINDOWS_2012R2_CORE
WINDOWS_2012R2_SQL_SERVER_EXPRESS_2016
WINDOWS_2012R2_SQL_SERVER_STANDARD_2016
WINDOWS_2012R2_SQL_SERVER_WEB_2016
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WINDOWS_2012R2_SQL_SERVER_EXPRESS_2014
WINDOWS_2012R2_SQL_SERVER_STANDARD_2014
WINDOWS_2012R2_SQL_SERVER_WEB_2014
WINDOWS_2012_BASE
WINDOWS_2012_SQL_SERVER_EXPRESS_2014
WINDOWS_2012_SQL_SERVER_STANDARD_2014
WINDOWS_2012_SQL_SERVER_WEB_2014
WINDOWS_2012_SQL_SERVER_EXPRESS_2012
WINDOWS_2012_SQL_SERVER_STANDARD_2012
WINDOWS_2012_SQL_SERVER_WEB_2012
WINDOWS_2012_SQL_SERVER_EXPRESS_2008
WINDOWS_2012_SQL_SERVER_STANDARD_2008
WINDOWS_2012_SQL_SERVER_WEB_2008
WINDOWS_2008R2_BASE
WINDOWS_2008R2_SQL_SERVER_EXPRESS_2012
WINDOWS_2008R2_SQL_SERVER_STANDARD_2012
WINDOWS_2008R2_SQL_SERVER_WEB_2012
WINDOWS_2008R2_SQL_SERVER_EXPRESS_2008
WINDOWS_2008R2_SQL_SERVER_STANDARD_2008
WINDOWS_2008R2_SQL_SERVER_WEB_2008
WINDOWS_2008RTM_BASE
WINDOWS_2008RTM_SQL_SERVER_EXPRESS_2008
WINDOWS_2008RTM_SQL_SERVER_STANDARD_2008
WINDOWS_2008_BEANSTALK_IIS75
WINDOWS_2012_BEANSTALK_TIIS8

VPC_NAT

Example 2: This example describes the specified AMI. Using this command to locate an AMI
is helpful because AWS releases new Windows AMis with the latest updates each month. You
can specify the 'Imageld’' to New-EC2Instance to launch an instance using the current AMI
for the specified filter.

Get-EC2ImageByName -Names WINDOWS_2016_BASE

Output:
Architecture . x86_64
BlockDeviceMappings : {/dev/sdal, xvdca, xvdcb, xvdcc...}
CreationDate : yyyy.mm.ddThh:mm:ss.000Z
Description : Microsoft Windows Server 2016 with Desktop Experience Locale
English AMI provided by Amazon
Hypervisor : xen

Actions 369



AWS Tools for PowerShell

User Guide

Imageld Toami-XXXXXXXX

ImagelLocation : amazon/Windows_Server-2016-English-Full-Base-yyyy.mm.dd
ImageOwnerAlias : amazon

ImageType : machine

KernellId :

Name : Windows_Server-2016-English-Full-Base-yyyy.mm.dd
OwnerId : 801119661308

Platform : Windows

ProductCodes {}

Public : True

RamdiskId :

RootDeviceName : /dev/sdal

RootDeviceType : ebs

SriovNetSupport : simple

State : available

StateReason

Tags {}

VirtualizationType : hvm

» For API details, see Get-EC2ImageByName in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2ImportImageTask
The following code example shows how to use Get-EC2ImportImageTask.
Tools for PowerShell

Example 1: This example describes the specified image import task.

Get-EC2ImportImageTask -ImportTaskId import-ami-hgfedcba

Output:
Architecture : x86_64
Description : Windows Image 2
Hypervisor :
Imageld : ami-la2b3c4d
ImportTaskId : import-ami-hgfedcba
LicenseType ¢ AWS
Platform : Windows
Progress

SnapshotDetails : {/dev/sdal}
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Status
StatusMessage

Example 2: This example describes all your image import tasks.

: completed

Get-EC2ImportImageTask

Output:

Architecture
Description
Hypervisor
Imageld
ImportTaskId
LicenseType
Platform
Progress

SnapshotDetails :
: deleted
: User initiated task cancelation

Status
StatusMessage

Architecture
Description
Hypervisor
Imageld
ImportTaskId
LicenseType
Platform
Progress

SnapshotDetails :

Status
StatusMessage

: Windows Image 1

: import-ami-abcdefgh
. AWS
: Windows

{3

. x86_64
: Windows Image 2

: ami-1la2b3cad
: import-ami-hgfedcba
. AWS

: Windows

{/dev/sdal}

: completed

» For API details, see DescribelmportimageTasks in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2ImpoxrtSnapshotTask

The following code example shows how to use Get-EC2ImportSnapshotTask.
Tools for PowerShell

Example 1: This example describes the specified snapshot import task.

Actions

371


https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

Get-EC2ImportSnapshotTask -ImportTaskId import-snap-abcdefgh

Output:
Description ImportTaskId SnapshotTaskDetail
Disk Image Import 1 import-snap-abcdefgh

Amazon.EC2.Model.SnapshotTaskDetail

Example 2: This example describes all your snapshot import tasks.

Get-EC2ImportSnapshotTask

Output:
Description ImportTaskId SnapshotTaskDetail
Disk Image Import 1 import-snap-abcdefgh
Amazon.EC2.Model.SnapshotTaskDetail
Disk Image Import 2 import-snap-hgfedcba

Amazon.EC2.Model.SnapshotTaskDetail

« For API details, see DescribelmportSnapshotTasks in AWS Tools for PowerShell Cmdlet
Reference.

Get-EC2Instance

The following code example shows how to use Get-EC2Instance.

Tools for PowerShell

Example 1: This example describes the specified instance.

(Get-EC2Instance -Instanceld i-12345678).Instances
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Output:
AmilLaunchIndex : 0
Architecture : x86_64
BlockDeviceMappings : {/dev/sdal}
ClientToken : TleEyl448154045270
EbsOptimized False
Hypervisor : xen
IamInstanceProfile : Amazon.EC2.Model.IamInstanceProfile
Imageld : ami-12345678
Instanceld : 1-12345678
InstancelLifecycle
InstanceType : t2.micro
Kernelld
KeyName : my-key-pair
LaunchTime 12/4/2015 4:44:40 PM
Monitoring : Amazon.EC2.Model.Monitoring
NetworkInterfaces {ip-10-0-2-172.us-west-2.compute.internal}
Placement : Amazon.EC2.Model.Placement
Platform : Windows
PrivateDnsName : ip-10-0-2-172.us-west-2.compute.internal
PrivateIpAddress 10.0.2.172
ProductCodes {}
PublicDnsName
PublicIpAddress
RamdiskId :
RootDeviceName : /dev/sdal
RootDeviceType : ebs
SecurityGroups {default}
SourceDestCheck : True
SpotInstanceRequestId :
SriovNetSupport
State : Amazon.EC2.Model.InstanceState
StateReason

Example 2: This example describes all your instances in the current region, grouped
by reservation. To see the instance details expand the Instances collection within each
reservation object.
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Get-EC2Instance

Output:

GroupNames {3}

Groups {}

Instances : {3

OwnerId : 123456789012
RequesterId 1 226008221399
ReservationId : r-c5df370c
GroupNames {}

Groups {3

Instances {3

OwnerId : 123456789012
RequesterId : 854251627541

ReservationId : r-63e65bab
Example 3: This example illustrates using a filter to query for EC2 instances in a specific
subnet of a VPC.

(Get-EC2Instance -Filter @{Name="vpc-id";Values="vpc-la2bc34d"},@{Name="subnet-
id";Values="subnet-1a2b3c4d"}).Instances

Output:
Instanceld InstanceType Platform PrivateIpAddress PublicIpAddress
SecurityGroups SubnetId Vpcld

i-@1af...82cf180e19 t2.medium Windows 10.0.0.98
subnet-1a2b3c4d vpc-la2b3cad

i-0374...7e9d5b0@c45 t2.xlarge Windows 10.0.0.53
subnet-1a2b3c4d vpc-la2b3cad

» For API details, see Describelnstances in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2InstanceAttribute

The following code example shows how to use Get-EC2InstanceAttribute.
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Tools for PowerShell

Example 1: This example describes the instance type of the specified instance.

Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute instanceType

Output:

InstanceType : t2.micro

Example 2: This example describes whether enhanced networking is enabled for the
specified instance.

Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute sriovNetSupport

Output:

SriovNetSupport : simple

Example 3: This example describes the security groups for the specified instance.

(Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute groupSet).Groups

Output:

GroupId

sg-12345678
sg-45678901

Example 4: This example describes whether EBS optimization is enabled for the specified
instance.

Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute ebsOptimized

Output:

EbsOptimized : False
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Example 5: This example describes the 'disableApiTermination’ attribute of the specified
instance.

Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute disableApiTermination

Output:

DisableApiTermination : False

Example 6: This example describes the 'instancelnitiatedShutdownBehavior' attribute of the
specified instance.

Get-EC2InstanceAttribute -Instanceld i-12345678 -Attribute
instanceInitiatedShutdownBehavior

Output:
InstancelInitiatedShutdownBehavior : stop

« For API details, see DescribelnstanceAttribute in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2InstanceMetadata

The following code example shows how to use Get-EC2InstanceMetadata.

Tools for PowerShell

Example 1: Lists the available categories of instance metadata that can be queried.

Get-EC2InstanceMetadata -ListCategory

Output:

AmiId

LaunchIndex
ManifestPath
AncestorAmiId
BlockDeviceMapping
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Instanceld
InstanceType
LocalHostname
LocalIpv4
KernellId
AvailabilityZone
ProductCode
PublicHostname
PublicIpv4
PublicKey
RamdiskId

Region
ReservationId
SecurityGroup
UserData
InstanceMonitoring
IdentityDocument
IdentitySignature
IdentityPkcs?7

Example 2: Returns the id of the Amazon Machine Image (AMI) that was used to launch the
instance.

Get-EC2InstanceMetadata -Category AmiId

Output:

ami-b2e756ca

Example 3: This example queries the JSON-formatted identity document for the instance.

Get-EC2InstanceMetadata -Category IdentityDocument
{
"availabilityZone" : "us-west-2a",
"devpayProductCodes" : null,
"marketplaceProductCodes" : null,
"version" : "2017-09-30",
"instanceId" : "i-01led50f7e2607f0%e",
"billingProducts" : [ "bp-6ba54002" 1],
"instanceType" : "t2.small",
"pendingTime" : "2018-03-07T16:26:04Z",
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"imageId" : "ami-b2e756ca",
"privateIp" : "10.0.0.171",
"accountId" : "111122223333",
"architecture" : "x86_64",

"kernelId" : null,
"ramdiskId" : null,
"region" : "us-west-2"

Example 4: This example uses a path query to obtain the network interface macs for the
instance.

Get-EC2InstanceMetadata -Path "/network/interfaces/macs"

Output:

02:80:7f:ef:4c:e0/

Example 5: If there is an 1AM role associated with the instance, returns information about
the last time the instance profile was updated, including the instance's LastUpdated date,
InstanceProfileArn, and InstanceProfileld.

Get-EC2InstanceMetadata -Path "/iam/info"

Output:
{
"Code" : "Success",
"LastUpdated" : "2018-03-08T03:38:40Z",
"InstanceProfileArn" : "arn:aws:iam::111122223333:instance-profile/
MyLaunchRole_Profile",
"InstanceProfileId" : "AIPAI4...WVK2RW"
}

» For API details, see Get-EC2InstanceMetadata in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2InstanceStatus

The following code example shows how to use Get-EC2InstanceStatus.
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Example 1: This example describes the status of the specified instance.
Get-EC2InstanceStatus -Instanceld i-12345678
Output:
AvailabilityZone : us-west-2a
Events : {3
Instanceld : 1-12345678
InstanceState : Amazon.EC2.Model.InstanceState
Status : Amazon.EC2.Model.InstanceStatusSummary
SystemStatus : Amazon.EC2.Model.InstanceStatusSummary
$status = Get-EC2InstanceStatus -Instanceld i-12345678
$status.InstanceState
Output:
Code Name
16 running
$status.Status
Output:
Details Status
{reachability} ok
$status.SystemStatus
Output:
Details Status
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{reachability} ok

» For API details, see DescribelnstanceStatus in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2InternetGateway
The following code example shows how to use Get-EC2InternetGateway.
Tools for PowerShell

Example 1: This example describes the specified Internet gateway.

Get-EC2InternetGateway -InternetGatewayId igw-la2b3c4d

Output:
Attachments InternetGatewayId Tags
{vpc-1la2b3c4d} igw-1a2b3cad {}

Example 2: This example describes all your Internet gateways.

Get-EC2InternetGateway

Output:
Attachments InternetGatewayId Tags
{vpc-1a2b3c4d} igw-1a2b3c4d {3}
5 igw-2a3b4c5d {3

» For API details, see DescribelnternetGateways in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2KeyPair
The following code example shows how to use Get-EC2KeyPair.
Tools for PowerShell

Example 1: This example describes the specified key pair.
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Get-EC2KeyPair -KeyName my-key-pair

Output:

KeyFingerprint KeyName

1f:51:a3e:28:bf:89:€9:d8:1f:25:5d:37:2d:7d:b8:ca:9f:f5:f1l:6f my-key-pair
Example 2: This example describes all your key pairs.
Get-EC2KeyPair

» For API details, see DescribeKeyPairs in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2NetworkAcl

The following code example shows how to use Get-EC2NetworkAcl.

Tools for PowerShell

Example 1: This example describes the specified network ACL.

Get-EC2NetworkAcl -NetworkAclId acl-12345678

Output:

Associations : {aclassoc-1a2b3c4d}

Entries : {Amazon.EC2.Model.NetworkAclEntry, Amazon.EC2.Model.NetworkAclEntry}
IsDefault : False

NetworkAclId : acl-12345678

Tags : {Name}

Vpcld : vpc-12345678

Example 2: This example describes the rules for the specified network ACL.

(Get-EC2NetworkAcl -NetworkAclId acl-12345678).Entries

Output:
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CidrBlock : 0.0.0.0/0
Egress : True
IcmpTypeCode :

PortRange

Protocol : -1
RuleAction : deny
RuleNumber T 32767
CidrBlock : 0.0.0.0/0
Egress : False
IcmpTypeCode :

PortRange

Protocol : -1
RuleAction : deny
RuleNumber T 32767

Example 3: This example describes all your network ACLs.

Get-EC2NetworkAcl

» For API details, see DescribeNetworkAcls in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2NetworkInterface
The following code example shows how to use Get-EC2NetworkInterface.
Tools for PowerShell

Example 1: This example describes the specified network interface.

Get-EC2NetworkInterface -NetworkInterfaceId eni-12345678

Output:
Association :
Attachment : Amazon.EC2.Model.NetworkInterfaceAttachment
AvailabilityZone : us-west-2c
Description
Groups : {my-security-group}
MacAddress : 0a:e9:a6:19:4c:7f

NetworkInterfaceId : eni-12345678
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OwnerId : 123456789012

PrivateDnsName : ip-10-0-0-107.us-west-2.compute.internal
PrivateIpAddress : 10.0.0.107

PrivateIpAddresses : {ip-10-0-0-107.us-west-2.compute.internal}
RequesterId

RequesterManaged : False

SourceDestCheck : True

Status : in-use

SubnetId : subnet-1la2b3c4d

TagSet : {3

Vpcld : vpc-12345678

Example 2: This example describes all your network interfaces.
Get-EC2NetworkInterface

» For API details, see DescribeNetworkInterfaces in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2NetworkInterfaceAttribute
The following code example shows how to use Get-EC2NetworkInterfaceAttribute.
Tools for PowerShell

Example 1: This example describes the specified network interface.

Get-EC2NetworkInterfaceAttribute -NetworkInterfacelId eni-12345678 -Attribute
Attachment

Output:

Attachment : Amazon.EC2.Model.NetworkInterfaceAttachment

Example 2: This example describes the specified network interface.

Get-EC2NetworkInterfaceAttribute -NetworkInterfaceld eni-12345678 -Attribute
Description

Output:
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Description : My description

Example 3: This example describes the specified network interface.

Get-EC2NetworkInterfaceAttribute -NetworkInterfaceld eni-12345678 -Attribute
GroupSet

Output:
Groups : {my-security-group}
Example 4: This example describes the specified network interface.

Get-EC2NetworkInterfaceAttribute -NetworkInterfacelId eni-12345678 -Attribute
SourceDestCheck

Output:
SourceDestCheck : True

« For API details, see DescribeNetworkInterfaceAttribute in AWS Tools for PowerShell Cmdlet
Reference.

Get-EC2PasswordData
The following code example shows how to use Get-EC2PasswordData.
Tools for PowerShell

Example 1: This example decrypts the password that Amazon EC2 assigned to the
Administrator account for the specified Windows instance. As a pem file was specified, the
setting of the -Decrypt switch is automatically assumed.

Get-EC2PasswordData -Instanceld i-12345678 -PemFile C:\path\my-key-pair.pem

Output:

mYZ(PA9?C)Q
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Example 2: (Windows PowerShell only) Inspects the instance to determine the name of the
keypair used to launch the instance and then attempts to find the corresponding keypair
data in the configuration store of the AWS Toolkit for Visual Studio. If the keypair data is
found the password is decrypted.

Get-EC2PasswordData -Instanceld i-12345678 -Decrypt
Output:
mYZ(PA9?C)Q
Example 3: Returns the encrypted password data for the instance.
Get-EC2PasswordData -Instanceld i-12345678
Output:
iVZz3BAK/WAXV. . ... dqt8WeMA==

« For API details, see GetPasswordData in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2PlacementGroup
The following code example shows how to use Get-EC2PlacementGroup.
Tools for PowerShell

Example 1: This example describes the specified placement group.

Get-EC2PlacementGroup -GroupName my-placement-group

Output:
GroupName State Strategy
my-placement-group available cluster

» For API details, see DescribePlacementGroups in AWS Tools for PowerShell Cmdlet Reference.
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Get-EC2PrefixList
The following code example shows how to use Get-EC2PrefixList.
Tools for PowerShell

Example 1: This example fetches the available AWS services in a prefix list format for the
region

Get-EC2PrefixList

Output:

Cidrs PrefixListId PrefixListName

{52.94.5.0/24, 52.119.240.0/21, 52.94.24.0/23} pl-6fa54006 com.amazonaws.eu-
west-1.dynamodb

{52.218.0.0/17, 54.231.128.0/19} pl-6da54004 com.amazonaws.eu-
west-1.s3

» For API details, see DescribePrefixLists in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2Region
The following code example shows how to use Get-EC2Region.
Tools for PowerShell

Example 1: This example describes the regions that are available to you.

Get-EC2Region

Output:
Endpoint RegionName
ec2.eu-west-1.amazonaws.com eu-west-1
ec2.ap-southeast-1.amazonaws.com ap-southeast-1
ec2.ap-southeast-2.amazonaws.com ap-southeast-2
ec2.eu-central-1.amazonaws.com eu-central-1
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ec2.
ec2.
ec2.
ec2.
ec2.

» For API details, see DescribeRegions in AWS Tools for PowerShell Cmdlet Reference.

ap-northeast-1.amazonaws.com

us-east-1.amazonaws.com
sa-east-1.amazonaws.com
us-west-1.amazonaws.com
us-west-2.amazonaws.com

Get-EC2RouteTable

The following code example shows how to use Get-EC2RouteTable.

Tools for PowerShell

Example 1: This example describes all your route tables.

Get-

EC2RouteTable

Output:

ap-northeast-1

us-east-1
sa-east-1
us-west-1
us-west-2

DestinationCidrBlock

DestinationPrefixListId :
: local

GatewayId

Instanceld
InstanceOwnerId
NetworkInterfaceld
Origin

State
VpcPeeringConnectionId

DestinationCidrBlock

GatewayId

Instanceld
InstanceOwnerId
NetworkInterfaceld
Origin

State
VpcPeeringConnectionId

10.0.0.0/16

: CreateRouteTable

active

: 0.0.0.0/0
DestinationPrefixListId :
: igw-1la2b3c4d

: CreateRoute

active

Example 2: This example returns details for the specified route table.
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Get-EC2RouteTable -RouteTableId rtb-1a2b3c4d

Example 3: This example describes the route tables for the specified VPC.

Get-EC2RouteTable -Filter @{ Name="vpc-id"; Values="vpc-la2b3c4d" }

Output:
Associations : {rtbassoc-12345678}
PropagatingVgws : {}
Routes : {0}
RouteTableld : rtb-1a2b3cad
Tags : {3
Vpcld : vpc-1la2b3cad

« For API details, see DescribeRouteTables in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2ScheduledInstance

The following code example shows how to use Get-EC2ScheduledInstance.

Tools for PowerShell

Example 1: This example describes the specified Scheduled Instance.

Get-EC2ScheduledInstance -ScheduledInstancelId sci-1234-1234-1234-1234-123456789012

Output:
AvailabilityZone : us-west-2b
CreateDate : 1/25/2016 1:43:38 PM
HourlyPrice : 0.095
InstanceCount 01
InstanceType : c4.large
NetworkPlatform : EC2-VPC
NextSlotStartTime : 1/31/2016 1:00:00 AM
Platform ¢ Linux/UNIX
PreviousSlotEndTime
Recurrence : Amazon.EC2.Model.ScheduledInstanceRecurrence
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ScheduledInstanceld
SlotDurationInHours
TermEndDate
TermStartDate

1 SCi-1234-1234-1234-1234-123456789012
: 32

: 1/31/2017 1:00:00 AM

: 1/31/2016 1:00:00 AM
TotalScheduledInstanceHours :

1696

Example 2: This example describes all your Scheduled Instances.

Get-EC2ScheduledInstance

« For API details, see DescribeScheduledInstances in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2ScheduledInstanceAvailability

The following code example shows how to use Get-EC2ScheduledInstanceAvailability.

Tools for PowerShell

Example 1: This example describes a schedule that occurs every week on Sunday, starting on

the specified date.

Get-EC2ScheduledInstanceAvailability -Recurrence_Frequency
Weekly -Recurrence_Interval 1 -Recurrence_OccurrenceDay 1 -
FirstSlotStartTimeRange_EarliestTime 2016-01-31T00:00:00Z -
FirstSlotStartTimeRange_LatestTime 2016-01-31T04:00:00Z

Output:

AvailabilityZone
AvailableInstanceCount
FirstSlotStartTime
HourlyPrice
InstanceType
MaxTermDurationInDays
MinTermDurationInDays
NetworkPlatform
Platform
PurchaseToken
Recurrence
SlotDurationInHours

. us-west-2b

. 20

: 1/31/2016 8:00:00 AM

: 0.095

: c4.large

. 366

: 366

: EC2-VPC

¢ Linux/UNIX

: eyJ2IjoiMSIsInMiOjEsImMiOi. ..
: Amazon.EC2.Model.ScheduledInstanceRecurrence
. 23
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TotalScheduledInstanceHours : 1219

Example 2: To narrow the results, you can add filters for criteria such as operating system,
network, and instance type.

-Filter @{ Name="platform";Values="Linux/UNIX" },@{ Name="network-
platform";Values="EC2-VPC" },@{ Name="instance-type";Values="c4.large" }

« For API details, see DescribeScheduledInstanceAvailability in AWS Tools for PowerShell Cmdlet
Reference.

Get-EC2SecurityGroup

The following code example shows how to use Get-EC2SecurityGroup.

Tools for PowerShell

Example 1: This example describes the specified security group for a VPC. When working
with security groups belonging to a VPC you must use the security group ID (-Groupid
parameter), not name (-GroupName parameter), to reference the group.

Get-EC2SecurityGroup -GroupId sg-12345678

Output:
Description : default VPC security group
GroupId : sg-12345678
GroupName : default
IpPermissions : {Amazon.EC2.Model.IpPermission}
IpPermissionsEgress : {Amazon.EC2.Model.IpPermission}
OwnerId : 123456789012
Tags : {3
Vpcld : vpc-12345678

Example 2: This example describes the specified security group for EC2-Classic. When
working with security groups for EC2-Classic you may use either the group name (-
GroupName parameter) or group ID (-Groupld parameter) to reference the security group.
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Get-EC2SecurityGroup

Output:

Description
GroupId
GroupName
IpPermissions

IpPermissionsEgress :
: 123456789012

OwnerId
Tags
Vpcld

-GroupName my-security-group

: my security group
: sg-45678901
: my-security-group

{Amazon.EC2.Model.IpPermission, Amazon.EC2.Model.IpPermission}

{3

{3

Example 3: This example retrieves all the security groups for the vpc-0fc1ff23456b789eb

Get-EC2SecurityGroup

-Filter e@{Name="vpc-id";Values="vpc-0fclff23456b789eb"}

» For API details, see DescribeSecurityGroups in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2Snapshot

The following code example shows how to use Get-EC2Snapshot.

Tools for PowerShell

Example 1: This example describes the specified snapshot.

Get-EC2Snapshot -SnapshotId snap-12345678

Output:

DataEncryptionKeyId :
: Created by CreateImage(i-la2b3c4d) for ami-12345678 from

Description
vol-12345678
Encrypted
KmsKeyId
OwnerAlias
OwnerId
Progress

False

: 123456789012
1 100%
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SnapshotId : snap-12345678
StartTime : 10/23/2014 6:01:28 AM
State : completed
StateMessage

Tags : {1

VolumelId : vol-12345678
VolumeSize : 8

Example 2: This example describes the snapshots that have a 'Name' tag.

Get-EC2Snapshot | ? { $_.Tags.Count -gt @ -and $_.Tags.Key -eq "Name" }

Example 3: This example describes the snapshots that have a 'Name' tag with the value
'TestValue'.

Get-EC2Snapshot | ? { $_.Tags.Count -gt @ -and $_.Tags.Key -eq "Name" -and
$_.Tags.Value -eq "TestValue" }

Example 4: This example describes all your snapshots.
Get-EC2Snapshot -Owner self

» For API details, see DescribeSnapshots in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2SnapshotAttribute

The following code example shows how to use Get-EC2SnapshotAttribute.
Tools for PowerShell

Example 1: This example describes the specified attribute of the specified snapshot.

Get-EC2SnapshotAttribute -SnapshotId snap-12345678 -Attribute ProductCodes

Output:

CreateVolumePermissions ProductCodes SnapshotId
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{3 {3 snap-12345678

Example 2: This example describes the specified attribute of the specified snapshot.

(Get-EC2SnapshotAttribute -SnapshotId snap-12345678 -Attribute
CreateVolumePermission).CreateVolumePermissions

Output:

Group UserId

» For API details, see DescribeSnapshotAttribute in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2SpotDatafeedSubscription

The following code example shows how to use Get-EC2SpotDatafeedSubscription.

Tools for PowerShell

Example 1: This example describes your Spot instance data feed.

Get-EC2SpotDatafeedSubscription

Output:

Bucket : my-s3-bucket
Fault

OwnerId : 123456789012
Prefix : spotdata
State : Active

» For API details, see DescribeSpotDatafeedSubscription in AWS Tools for PowerShell Cmdlet
Reference.

Get-EC2SpotFleetInstance

The following code example shows how to use Get-EC2SpotFleetInstance.
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Tools for PowerShell

Example 1: This example describes the instances associated with the specified Spot fleet
request.

Get-EC2SpotFleetInstance -SpotFleetRequestId sfr-73fbd2ce-
aa30-494c-8788-1cee4EXAMPLE

Output:

Instanceld InstanceType SpotInstanceRequestlId

i-f089262a c3.large sir-12345678
i-7e8b24a4 c3.large sir-87654321

» For API details, see DescribeSpotFleetinstances in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2SpotFleetRequest
The following code example shows how to use Get-EC2SpotFleetRequest.
Tools for PowerShell

Example 1: This example describes the specified Spot fleet request.

Get-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-aa30-494c-8788-1cee4EXAMPLE
| format-list

Output:
ConfigData : Amazon.EC2.Model.SpotFleetRequestConfigData
CreateTime . 12/26/2015 8:23:33 AM
SpotFleetRequestId : sfr-73fbd2ce-aa30-494c-8788-1cee4EXAMPLE

SpotFleetRequestState : active
Example 2: This example describes all your Spot fleet requests.
Get-EC2SpotFleetRequest

« For API details, see DescribeSpotFleetRequests in AWS Tools for PowerShell Cmdlet Reference.
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Get-EC2SpotFleetRequestHistory

The following code example shows how to use Get-EC2SpotFleetRequestHistory.

Tools for PowerShell

Example 1: This example describes the history of the specified Spot fleet request.

Get-EC2SpotFleetRequestHistory -SpotFleetRequestId sfr-73fbd2ce-
2a30-494c-8788-1cee4EXAMPLE -StartTime 2015-12-26T00:00:00Z

Output:

HistoryRecords : {Amazon.EC2.Model.HistoryRecord,
Amazon.EC2.Model.HistoryRecord...}
LastEvaluatedTime : 12/26/2015 8:29:11 AM

NextToken :
SpotFleetRequestId : sfr-088bc5fl-7e7b-451a-bd13-757f10672b93
StartTime : 12/25/2015 8:00:00 AM

(Get-EC2SpotFleetRequestHistory -SpotFleetRequestId sfr-73fbd2ce-
2a30-494c-8788-1cee4EXAMPLE -StartTime 2015-12-26T00:00:00Z).HistoryRecords

Output:

EventInformation EventType Timestamp

Amazon.EC2.Model.EventInformation fleetRequestChange 12/26/2015 8:23:33 AM
Amazon.EC2.Model.EventInformation fleetRequestChange 12/26/2015 8:23:33 AM
Amazon.EC2.Model.EventInformation fleetRequestChange 12/26/2015 8:23:33 AM
Amazon.EC2.Model.EventInformation launched 12/26/2015 8:25:34 AM
Amazon.EC2.Model.EventInformation launched 12/26/2015 8:25:05 AM

» For API details, see DescribeSpotFleetRequestHistory in AWS Tools for PowerShell Cmdlet
Reference.

Get-EC2SpotInstanceRequest

The following code example shows how to use Get-EC2SpotInstanceRequest.
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Tools for PowerShell

Example 1: This example describes the specified Spot instance request.

Get-EC2SpotInstanceRequest -SpotInstanceRequestId sir-12345678

Output:

ActualBlockHourlyPrice
AvailabilityZoneGroup
BlockDurationMinutes

1 0

CreateTime : 4/8/2015 2:51:33 PM

Fault :

Instanceld 1 1-12345678

LaunchedAvailabilityZone : us-west-2b

LaunchGroup

LaunchSpecification : Amazon.EC2.Model.LaunchSpecification
ProductDescription : Linux/UNIX

SpotInstanceRequestlId : sir-12345678

SpotPrice : 0.020000

State : active

Status : Amazon.EC2.Model.SpotInstanceStatus
Tags : {Name}

Type : one-time

Example 2: This example describes all your Spot instance requests.
Get-EC2SpotInstanceRequest

« For API details, see DescribeSpotinstanceRequests in AWS Tools for PowerShell Cmdlet
Reference.

Get-EC2SpotPriceHistory

The following code example shows how to use Get-EC2SpotPriceHistory.

Tools for PowerShell

Example 1: This example gets the last 10 entries in the Spot price history for the specified
instance type and Availability Zone. Note that the value specified for the -AvailabilityZone
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parameter must be valid for the region value supplied to either the cmdlet's -Region
parameter (not shown in the example) or set as default in the shell. This example command
assumes a default region of 'us-west-2' has been set in the environment.

Get-EC2SpotPriceHistory -InstanceType c3.large -AvailabilityZone us-west-2a -

MaxResult 10

Output:
AvailabilityZone : us-west-2a
InstanceType : c3.large
Price : 0.017300
ProductDescription : Linux/UNIX (Amazon VPC)
Timestamp : 12/25/2015 7:39:49 AM
AvailabilityZone : us-west-2a
InstanceType : c3.large
Price : 0.017200
ProductDescription : Linux/UNIX (Amazon VPC)
Timestamp : 12/25/2015 7:38:29 AM
AvailabilityZone : us-west-2a
InstanceType : c3.large
Price : 0.017300
ProductDescription : Linux/UNIX (Amazon VPC)
Timestamp : 12/25/2015 6:57:13 AM

» For API details, see DescribeSpotPriceHistory in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2Subnet
The following code example shows how to use Get-EC2Subnet.
Tools for PowerShell

Example 1: This example describes the specified subnet.

Get-EC2Subnet -SubnetId subnet-1a2b3c4d

Output:
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AvailabilityZone

CidrBlock
DefaultForAz
MapPublicIpOnLaunch
State

SubnetId

Tags

VpcId

¢ us-west-2c
AvailableIpAddressCount :

251

: 10.0.0.0/24

: False

: False

: available

: subnet-1la2b3c4d
: {3

: vpc-12345678

Example 2: This example describes all your subnets.

Get-EC2Subnet

» For API details, see DescribeSubnets in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2Tag

The following code example shows how to use Get-EC2Tag.

Tools for PowerShell

Example 1: This example fetches the tags for resource-type 'image'

Get-EC2Tag -Filter @{Name="resource-type";Values="image"}

Output:
Key Resourceld ResourceType Value
Name ami-Qal23b4cch567a8ea image Win7-Imported
auto-delete ami-Qal23b4ccb567a8ea image never

Example 2: This example fetches all the tags for all the resources and groups them by

resource type

Get-EC2Tag | Group-Object resourcetype

Output:
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Count Name Group

9 subnet {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription...}

53 instance {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription...}

3 route-table {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription}
5 security-group {Amazon.EC2.Model.TagDescription,

Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription...}

30 volume {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription...}

1 internet-gateway {Amazon.EC2.Model.TagDescription}

3 network-interface {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription}

4 elastic-ip {Amazon.EC2.Model.TagDescription,

Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription}

1 dhcp-options {Amazon.EC2.Model.TagDescription}

2 image {Amazon.EC2.Model.TagDescription,
Amazon.EC2.Model.TagDescription}

3 vpc {Amazon.EC2.Model.TagDescription,

Amazon.EC2.Model.TagDescription, Amazon.EC2.Model.TagDescription}

Example 3: This example displays all the resources with tag 'auto-delete’ with value 'no’ for
the given region

Get-EC2Tag -Region eu-west-1 -Filter @{Name="tag:auto-delete";Values="no"}

Output:
Key Resourceld ResourceType Value
auto-delete i-0flbce234d5dd678b instance no
auto-delete vol-01d234aa5678901a2 volume no
auto-delete vol-01234bfb5def6f7b8 volume no
auto-delete vol-0lccb23f4c5e67890 volume no
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Example 4: This example obtains all the resources with tag 'auto-delete' with 'no' value and
further filters in the next pipe to parse only 'instance' resource types and eventually creates
'Thislnstance' tag for each instance resources with value being the instance id itself

Get-EC2Tag -Region eu-west-1 -Filter @{Name="tag:auto-delete";Values="no"} |
Where-Object ResourceType -eq "instance" | ForEach-Object {New-EC2Tag -Resourceld
$_.Resourceld -Tag @{Key="ThisInstance";Value=$_.ResourceId}}

Example 5: This example fetches tags for all the instance resources as well as 'Name' keys
and displays them in a table format

Get-EC2Tag -Filter @{Name="resource-
type";Values="instance"},@{Name="key";Values="Name"} | Select-Object Resourceld,
@{Name="Name-Tag";Expression={$PSItem.Value}} | Format-Table -AutoSize

Output:

Resourceld Name-Tag

i-012e3ch4df567elaa jumpl
i-01c23a45d6fc7a89f repro-3

« For API details, see DescribeTags in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2Volume

The following code example shows how to use Get-EC2Volume.

Tools for PowerShell

Example 1: This example describes the specified EBS volume.

Get-EC2Volume -VolumelId vol-12345678

Output:
Attachments : {3
AvailabilityZone : us-west-2c
CreateTime . 7/17/2015 4:35:19 PM
Encrypted : False
Iops : 90
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KmsKeyId :

Size : 30

SnapshotId : snap-12345678
State : in-use

Tags : {3

VolumelId : vol-12345678
VolumeType : standazxd

Example 2: This example describes your EBS volumes that have the status 'available'.

Get-EC2Volume -Filter @{ Name="status"; Values="available" }

Output:
Attachments : {3
AvailabilityZone : us-west-2c
CreateTime : 12/21/2015 2:31:29 PM
Encrypted : False
Tops : 60
KmsKeyId
Size 1 20
SnapshotId ¢ snap-12345678
State : available
Tags : {3
Volumeld : vol-12345678
VolumeType 1 gp2

Example 3: This example describes all your EBS volumes.
Get-EC2Volume

« For API details, see DescribeVolumes in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2VolumeAttribute
The following code example shows how to use Get-EC2VolumeAttribute.
Tools for PowerShell

Example 1: This example describes the specified attribute of the specified volume.
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Get-EC2VolumeAttribute -Volumeld vol-12345678 -Attribute AutoEnableIO

Output:

AutoEnableIO ProductCodes Volumeld

False {1} vol-12345678

« For API details, see DescribeVolumeAttribute in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2VolumeStatus

The following code example shows how to use Get-EC2VolumeStatus.

Tools for PowerShell

Example 1: This example describes the status of the specified volume.

Get-EC2VolumeStatus -Volumeld vol-12345678

Output:
Actions {3
AvailabilityZone : us-west-2a
Events : {1
Volumeld : vol-12345678
VolumeStatus : Amazon.EC2.Model.VolumeStatusInfo

(Get-EC2VolumeStatus -VolumeId vol-12345678).VolumeStatus

Output:
Details Status
{io-enabled, io-performance} ok

(Get-EC2VolumeStatus -VolumeId vol-12345678).VolumeStatus.Details

Output:
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Name

io-enabled
io-performance

Status

passed
not-applicable

» For API details, see DescribeVolumeStatus in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2Vpc

The following code example shows how to use Get-EC2Vpc.

Tools for PowerShell

Example 1: This example describes the specified VPC.

Get-EC2Vpc -Vpcld vpc-12345678

Output:

CidrBlock
DhcpOptionsId

InstanceTenancy :

IsDefault
State
Tags
VpcId

: 10.0.0.0/16
: dopt-1a2b3c4d

default

: False

: available

: {Name}

. vpc-12345678

Example 2: This example describes the default VPC (there can be only one per region). If

your account supports EC2-Classic in this region, there is no default VPC.

Get-EC2Vpc -Filter @{Name="isDefault"; Values="true"}

Output:

CidrBlock
DhcpOptionsId

InstanceTenancy :

IsDefault
State
Tags

: 172.31.0.0/16
: dopt-12345678

default

: True
: available

: {3
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Vpcld : vpc-45678901

Example 3: This example describes the VPCs that match the specified filter (that is, have a
CIDR that matches the value '10.0.0.0/16' and are in the state 'available').

Get-EC2Vpc -Filter @{Name="cidzr";
Values="10.0.0.0/16"},@{Name="state" ;Values="available"}

Example 4: This example describes all your VPCs.
Get-EC2Vpc

« For API details, see DescribeVpcs in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2VpcAttribute
The following code example shows how to use Get-EC2VpcAttribute.

Tools for PowerShell

Example 1: This example describes the 'enableDnsSupport' attribute.
Get-EC2VpcAttribute -VpcId vpc-12345678 -Attribute enableDnsSupport

Output:

EnableDnsSupport

Example 2: This example describes the 'enableDnsHostnames' attribute.
Get-EC2VpcAttribute -VpcId vpc-12345678 -Attribute enableDnsHostnames

Output:

EnableDnsHostnames
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« For API details, see DescribeVpcAttribute in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2VpcClassiclLink

The following code example shows how to use Get-EC2VpcClassicLink.

Tools for PowerShell

Example 1: Above example returns all the VPCs with their ClassicLinkEnabled state for the
region

Get-EC2VpcClassiclLink -Region eu-west-1

Output:

ClassiclLinkEnabled Tags  VpcId

False {Name} vpc-0fclff23f45b678eb
False {3} vpc-0le23c4a5d6db78e9
False {Name} vpc-0123456b078b9d01f
False {3} vpc-12cf3baf

False {Name} vpc-0bl2d3456a7e8901d

» For API details, see DescribeVpcClassicLink in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2VpcClassicLinkDnsSupport

The following code example shows how to use Get-EC2VpcClassicLinkDnsSupport.

Tools for PowerShell

Example 1: This example describes the ClassicLink DNS support status of VPCs for the region
eu-west-1

Get-EC2VpcClassiclLinkDnsSupport -VpcId vpc-0b12d3456a7e8910d -Region eu-west-1
Output:

ClassiclLinkDnsSupported Vpcld
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False vpc-0bl2d3456a7e8910d
False vpc-12cf3baf

» For API details, see DescribeVpcClassicLinkDnsSupport in AWS Tools for PowerShell Cmdlet
Reference.

Get-EC2VpcEndpoint

The following code example shows how to use Get-EC2VpcEndpoint.

Tools for PowerShell

Example 1: This example describes one or more of your VPC endpoints for the region eu-
west-1. It then pipes the output to the next command, which select the VpcEndpointid
property and returns array VPC ID as string array

Get-EC2VpcEndpoint -Region eu-west-1 | Select-Object -ExpandProperty VpcEndpointId

Output:

vpce-0la2ab3f4f5cc6f7d
vpce-01d2b345a6787890b
vpce-0012e34d567890e12
vpce-0cl23db4567890123

Example 2: This example describes all the vpc endpoints for the region eu-west-1 and
selects VpcEndpointld, Vpcld, ServiceName and PrivateDnsEnabled properties to present it
in a tabular format

Get-EC2VpcEndpoint -Region eu-west-1 | Select-Object VpcEndpointId, VpcId,
ServiceName, PrivateDnsEnabled | Format-Table -AutoSize

Output:

VpcEndpointId VpcId ServiceName
PrivateDnsEnabled
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vpce-02a2ab2f2f2cc2f2d vpc-0fc6ff46f65b039eb com.amazonaws.eu-west-1.ssm
True

vpce-01d1b111a1114561b vpc-0fc6ff46f65b039eb com.amazonaws.eu-west-1.ec2
True

vpce-0011e23d45167e838 vpc-0fc6ff46f65b039eb com.amazonaws.eu-west-1.ec2messages
True

vpce-0c123db4567890123 vpc-0fc6ff46f65b039eb com.amazonaws.eu-west-1.ssmmessages
True

Example 3: This example exports the policy document for the VPC Endpoint
vpce-01a2ab3f4f5cc6f7d into a json file

Get-EC2VpcEndpoint -Region eu-west-1 -VpcEndpointId vpce-0la2ab3f4f5cc6f7d | Select-
Object -expand PolicyDocument | Out-File vpce_policyDocument. json

» For API details, see DescribeVpcEndpoints in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2VpcEndpointService
The following code example shows how to use Get-EC2VpcEndpointService.
Tools for PowerShell

Example 1: This example describes EC2 VPC endpoint service with the given filter, in this
case com.amazonaws.eu-west-1.ecs. Further, it also expands the ServiceDetails property and
displays the details

Get-EC2VpcEndpointService -Region eu-west-1 -MaxResult 5 -Filter @{Name="service-
name";Values="com.amazonaws.eu-west-1.ecs"} | Select-Object -ExpandProperty

ServiceDetails

Output:
AcceptanceRequired : False
AvailabilityZones : {eu-west-la, eu-west-1b, eu-west-1c}
BaseEndpointDnsNames : {ecs.eu-west-1.vpce.amazonaws.com}
Owner . amazon
PrivateDnsName . ecs.eu-west-1.amazonaws.com
ServiceName . com.amazonaws.eu-west-1.ecs
ServiceType : {Amazon.EC2.Model.ServiceTypeDetail}

VpcEndpointPolicySupported : False
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Example 2: This example retrieves all the EC2 VPC Endpoint services and returns the
ServiceNames matching "ssm"

Get-EC2VpcEndpointService -Region eu-west-1 | Select-Object -ExpandProperty
Servicenames | Where-Object { -match "ssm"}

Output:

com.amazonaws.eu-west-1.ssm
com.amazonaws.eu-west-1.ssmmessages

« For API details, see DescribeVpcEndpointServices in AWS Tools for PowerShell Cmdlet

Reference.

Get-EC2VpnConnection
The following code example shows how to use Get-EC2VpnConnection.

Tools for PowerShell

Example 1: This example describes the specified VPN connection.

Get-EC2VpnConnection -VpnConnectionId vpn-12345678

Output:

CustomerGatewayConfiguration : [XML document]

CustomerGatewayId : cgw-1la2b3c4d

Options : Amazon.EC2.Model.VpnConnectionOptions
Routes : {Amazon.EC2.Model.VpnStaticRoute}
State : available

Tags {3

Type : ipsec.1

VgwTelemetry : {Amazon.EC2.Model.VgwTelemetry,
Amazon.EC2.Model.VgwTelemetry

VpnConnectionId : vpn-12345678

VpnGatewayId : vgw-1la2b3c4d

Example 2: This example describes any VPN connection whose state is either pending or
available.
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$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = @( "pending", "available" )

Get-EC2VpnConnection -Filter $filter

Example 3: This example describes all your VPN connections.

Get-EC2VpnConnection

» For API details, see DescribeVpnConnections in AWS Tools for PowerShell Cmdlet Reference.

Get-EC2VpnGateway
The following code example shows how to use Get-EC2VpnGateway.
Tools for PowerShell

Example 1: This example describes the specified virtual private gateway.

Get-EC2VpnGateway -VpnGatewayId vgw-la2b3c4d

Output:
AvailabilityZone :
State : available
Tags : {3
Type : ipsec.1
VpcAttachments : {vpc-12345678}
VpnGatewayId : vgw-1la2b3c4d

Example 2: This example describes any virtual private gateway whose state is either pending
or available.

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = @( "pending", "available" )

Get-EC2VpnGateway -Filter $filter
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Example 3: This example describes all your virtual private gateways.
Get-EC2VpnGateway

» For API details, see DescribeVpnGateways in AWS Tools for PowerShell Cmdlet Reference.

Grant-EC2SecurityGroupEgress
The following code example shows how to use Grant-EC2SecurityGroupEgress.

Tools for PowerShell

Example 1: This example defines an egress rule for the specified security group for EC2-VPC.
The rule grants access to the specified IP address range on TCP port 80. The syntax used by
this example requires PowerShell version 3 or higher.

$ip = @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; IpRanges="203.0.113.0/24" }
Grant-EC2SecurityGroupEgress -Groupld sg-12345678 -IpPermission $ip

Example 2: With PowerShell version 2, you must use New-Object to create the IpPermission
object.

$ip = New-Object Amazon.EC2.Model.IpPermission
$ip.IpProtocol = "tcp"

$ip.FromPort = 80

$ip.ToPort = 80
$ip.IpRanges.Add("203.0.113.0/24")

Grant-EC2SecurityGroupEgress -Groupld sg-12345678 -IpPermission $ip
Example 3: This example grants access to the specified source security group on TCP port 80.

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3c4d"
$ug.UserId = "123456789012"

Grant-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; UserIdGroupPairs=$ug } )

» For API details, see AuthorizeSecurityGroupEgress in AWS Tools for PowerShell Cmdlet

Reference.
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Grant-EC2SecurityGroupIngress

The following code example shows how to use Grant-EC2SecurityGroupIngress.

Tools for PowerShell

Example 1: This example defines ingress rules for a security group for EC2-VPC. These rules
grant access to a specific IP address for SSH (port 22) and RDC (port 3389). Note that you
must identify security groups for EC2-VPC using the security group ID not the security group

name.

$ip1
$ip2

The syntax used by this example requires PowerShell version 3 or higher.

@{ IpProtocol="tcp"; FromPort="22"; ToPort="22"; IpRanges="203.0.113.25/32" }
@{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";

IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission @( $ipl, $ip2 )

Example 2: With PowerShell version 2, you must use New-Object to create the IpPermission
objects.

$ipl

$ip1.
$ipl.
$ip1.
$ipl.

$ip2

$ip2.
$ip2.
$ip2.
$ip2.

= New-Object Amazon.EC2.Model.IpPermission
IpProtocol = "tcp"

FromPort = 22

ToPort = 22
IpRanges.Add("203.0.113.25/32")

= new-object Amazon.EC2.Model.IpPermission
IpProtocol = "tcp"

FromPort = 3389

ToPort = 3389
IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -Groupld sg-12345678 -IpPermission @( $ipl, $ip2 )

Example 3: This example defines ingress rules for a security group for EC2-Classic. These
rules grant access to a specific IP address for SSH (port 22) and RDC (port 3389). The syntax
used by this example requires PowerShell version 3 or higher.

$ip1
$ip2

@{ IpProtocol="tcp"; FromPort="22"; ToPort="22"; IpRanges="203.0.113.25/32" }
@{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";

IpRanges="203.0.113.25/32" }
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Grant-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission @( $ip1l,
$ip2 )

Example 4: With PowerShell version 2, you must use New-Object to create the IpPermission
objects.

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission @( $ip1,
$ip2 )

Example 5: This example grants TCP port 8081 access from the specified source security
group (sg-1a2b3c4d) to the specified security group (sg-12345678).

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3csad"
$ug.UserId = "123456789012"

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="8081"; ToPort="8081"; UserIdGroupPairs=$%ug } )

Example 6: This example adds the CIDR 5.5.5.5/32 to the Ingress rules of security Group
sg-1234abcd for TCP port 22 traffic with a description.

$IpRange = New-Object -TypeName Amazon.EC2.Model.IpRange
$IpRange.CidrIp = "5.5.5.5/32"

$IpRange.Description = "SSH from Office"

$IpPermission = New-Object Amazon.EC2.Model.IpPermission
$IpPermission.IpProtocol = "tcp"

$IpPermission.ToPort = 22

$IpPermission.FromPort = 22

$IpPermission.Ipv4Ranges = $IpRange
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Grant-EC2SecurityGroupIngress -Groupld sg-1234abcd -IpPermission $IpPermission

» For API details, see AuthorizeSecurityGrouplngress in AWS Tools for PowerShell Cmdlet

Reference.

Import-EC2Image
The following code example shows how to use Import-EC2Image.
Tools for PowerShell

Example 1: This example imports a single-disk virtual machine image from the specified
Amazon S3 bucket to Amazon EC2 with an idempotency token. The example requires that

a VM Import Service Role with the default name 'vmimport' exists, with a policy allowing
Amazon EC2 access to the specified bucket, as explained in the VM Import Prequisites topic.
To use a custom role, specify the role name using the -RoleName parameter.

$container = New-Object Amazon.EC2.Model.ImageDiskContainer
$container.Format="VMDK"

$container.UserBucket = New-Object Amazon.EC2.Model.UserBucket
$container.UserBucket.S3Bucket = "amzn-s3-demo-bucket"
$container.UserBucket.S3Key = "Win_2008_Server_Standard_SP2_64-bit-diskl.vmdk"

$parms = @{
"ClientToken"="idempotencyToken"
"Description"="Windows 2008 Standard Image Import"
"Platform"="Windows"
"LicenseType"="AWS"

Import-EC2Image -DiskContainer $container @parms

Output:
Architecture
Description : Windows 2008 Standard Image
Hypervisor
Imageld :
ImportTaskId : import-ami-abcdefgh
LicenseType ¢ AWS
Platform : Windows
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Progress : 2
SnapshotDetails : {3}
Status : active
StatusMessage : pending

« For API details, see Importimage in AWS Tools for PowerShell Cmdlet Reference.

Import-EC2KeyPair
The following code example shows how to use Import-EC2KeyPair.

Tools for PowerShell

Example 1: This example imports a public key to EC2. The first line stores the contents of
the public key file (*.pub) in the variable $publickey. Next, the example converts the UTF8
format of the public key file to a Base64-encoded string, and stores the converted string in
the variable $pkbase64. In the last line, the converted public key is imported to EC2. The
cmdlet returns the key fingerprint and name as results.

$publickey=[Io.File]::ReadAllText("C:\Users\TestUser\.ssh\id_rsa.pub")

$pkbasebs =
[System.Convert]::ToBase64String([System.Text.Encoding]: :UTF8.GetBytes($publickey))
Import-EC2KeyPair -KeyName Example-user-key -PublicKey $pkbase6s4

Output:

KeyFingerprint KeyName

do:d0:15:8f:79:97:12:be:00:fd:df:31:2z3:bl:42:z1 Example-user-key

» For API details, see ImportKeyPair in AWS Tools for PowerShell Cmdlet Reference.

Import-EC2Snapshot
The following code example shows how to use Import-EC2Snapshot.
Tools for PowerShell

Example 1: This example imports a VM disk image of format 'VMDK' to an Amazon
EBS snapshot. The example requires a VM Import Service Role with the default name
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'vmimport', with a policy allowing Amazon EC2 access to the specified bucket, as explained
inthe VM Import Prequisites topicin http://docs.aws.amazon.com/AWSEC2/latest/
WindowsGuide/VMImportPrerequisites.html. To use a custom role, specify the role name
using the -RoleName parameter.

$parms = @{
"ClientToken"="idempotencyToken"
"Description"="Disk Image Import"

"DiskContainer_Description" = "Data disk"
"DiskContainer_Format" = "VMDK"
"DiskContainer_S3Bucket" = "amzn-s3-demo-bucket"
"DiskContainer_S3Key" = "datadiskimage.vmdk"

Import-EC2Snapshot @parms

Output:
Description ImportTaskId SnapshotTaskDetail
Disk Image Import import-snap-abcdefgh

Amazon.EC2.Model.SnapshotTaskDetail

» For API details, see ImportSnapshot in AWS Tools for PowerShell Cmdlet Reference.

Move-EC2AddressToVpc
The following code example shows how to use Move-EC2AddressToVpc.

Tools for PowerShell

Example 1: This example moves an EC2 instance with a public IP address of 12.345.67.89 to
the EC2-VPC platform in the US East (Northern Virginia) region.

Move-EC2AddressToVpc -PublicIp 12.345.67.89 -Region us-east-1

Example 2: This example pipes the results of a Get-EC2Instance command to the Move-
EC2AddressToVpc cmdlet. The Get-EC2Instance command gets an instance that is specified
by instance ID, then returns the public IP address property of the instance.
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(Get-EC2Instance -Instance i-12345678).Instances.PublicIpAddress | Move-
EC2AddressToVpc

» For API details, see MoveAddressToVpc in AWS Tools for PowerShell Cmdlet Reference.

New-EC2Address

The following code example shows how to use New-EC2Address.

Tools for PowerShell

Example 1: This example allocates an Elastic IP address to use with an instance in a VPC.

New-EC2Address -Domain Vpc

Output:
AllocationId Domain PublicIp
eipalloc-12345678 vpc 198.51.100.2

Example 2: This example allocates an Elastic IP address to use with an instance in EC2-
Classic.

New-EC2Address

Output:

AllocationId Domain PublicIp

standard 203.0.113.17

» For API details, see AllocateAddress in AWS Tools for PowerShell Cmdlet Reference.

New-EC2CustomerGateway

The following code example shows how to use New-EC2CustomerGateway.
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Tools for PowerShell

Example 1: This example creates the specified customer gateway.

New-EC2CustomerGateway -Type ipsec.l -PublicIp 203.0.113.12 -BgpAsn 65534

Output:
BgpAsn : 65534
CustomerGatewayId : cgw-la2b3c4d
IpAddress 1 203.0.113.12
State : available
Tags {3
Type : ipsec.1

» For API details, see CreateCustomerGateway in AWS Tools for PowerShell Cmdlet Reference.

New-EC2DhcpOption

The following code example shows how to use New-EC2DhcpOption.

Tools for PowerShell

Example 1: This example creates the specified set of DHCP options. The syntax used by this
example requires PowerShell version 3 or later.

$options = @( e@{Key="domain-name";Values=@("abc.local")}, e{Key="domain-name-
servers";Values=@("10.0.0.101","10.0.0.102")3})
New-EC2DhcpOption -DhcpConfiguration $options

Output:
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-1a2b3c4d {3}

Example 2: With PowerShell version 2, you must use New-Object to create each DHCP
option.

$optionl = New-Object Amazon.EC2.Model.DhcpConfiguration
$optionl.Key = "domain-name"
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$optionl.Values = "abc.local"
$option2 = New-Object Amazon.EC2.Model.DhcpConfiguration
$option2.Key = "domain-name-servers"

$option2.Values = @("10.0.0.101","10.0.0.102")

New-EC2DhcpOption -DhcpConfiguration @($optionl, $option2)

Output:
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-2a3b4chd {3}

» For API details, see CreateDhcpOptions in AWS Tools for PowerShell Cmdlet Reference.

New-EC2FlowLog

The following code example shows how to use New-EC2FlowLog.

Tools for PowerShell

Example 1: This example creates EC2 flowlog for the subnet subnet-1d234567 to the cloud-
watch-log named 'subnet1-log’' for all 'REJECT' traffic using the perimssions of the 'Admin’
role

New-EC2FlowLog -ResourcelId "subnet-1d234567" -LogDestinationType cloud-watch-
logs -LogGroupName subnetl-log -TrafficType "REJECT" -ResourceType Subnet -
DeliverLogsPermissionArn "arn:aws:iam::98765432109:role/Admin"

Output:

ClientToken FlowLogIds Unsuccessful

ml1VN2cxP3iB4qo//VUK15EU6cF7gQLOxcgNefvjeTGw= {fl-012fc34eed5678c9d} {3}

« For API details, see CreateFlowLogs in AWS Tools for PowerShell Cmdlet Reference.

New-EC2Host

The following code example shows how to use New-EC2Hos't.

Actions 418


https://docs.aws.amazon.com/powershell/latest/reference
https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

Tools for PowerShell

Example 1: This example allocates a Dedicated Host to your account for the given instance
type and availability zone

New-EC2Host -AutoPlacement on -AvailabilityZone eu-west-1b -InstanceType m4.xlarge -
Quantity 1

Output:
h-01e23f4cd567890f3

« For API details, see AllocateHosts in AWS Tools for PowerShell Cmdlet Reference.

New-EC2HostReservation
The following code example shows how to use New-EC2HostReservation.
Tools for PowerShell

Example 1: This example purchases the reservation offering hro-0c1f23456789d0ab with
configurations that match those of your Dedicated Host h-01e23f4cd567890f1

New-EC2HostReservation -0OfferingId hro-0c1f23456789d0ab HostIdSet
h-01e23f4cd567890f1

Output:

ClientToken

CurrencyCode

Purchase : {hr-0123f4b5d67bedc89}
TotalHourlyPrice : 1.307
TotalUpfrontPrice : 0.000

« For API details, see PurchaseHostReservation in AWS Tools for PowerShell Cmdlet Reference.

New-EC2Image

The following code example shows how to use New-EC2Image.
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Tools for PowerShell

Example 1: This example creates an AMI with the specified name and description, from the
specified instance. Amazon EC2 attempts to cleanly shut down the instance before creating
the image, and restarts the instance on completion.

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI"

Example 2: This example creates an AMI with the specified name and description, from the
specified instance. Amazon EC2 creates the image without shutting down and restarting the
instance; therefore, file system integrity on the created image can't be guaranteed.

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI" -NoReboot $true

Example 3: This example creates an AMI with three volumes. The first volume is based on
an Amazon EBS snapshot. The second volume is an empty 100 GiB Amazon EBS volume.
The third volume is an instance store volume. The syntax used by this example requires
PowerShell version 3 or higher.

$ebsBlockl
$ebsBlock?2

@{SnapshotId="snap-1a2b3c4d"}
@{VolumeSize=100}

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description
"My web server AMI" -BlockDeviceMapping @( @{DeviceName="/dev/sdf";Ebs=
$ebsBlockl}, @{DeviceName="/dev/sdg";Ebs=$ebsBlock2}, @{DeviceName="/dev/

sdc";VirtualName="ephemeral0"})

« For API details, see Createlmage in AWS Tools for PowerShell Cmdlet Reference.

New-EC2Instance
The following code example shows how to use New-EC2Instance.
Tools for PowerShell

Example 1: This example launches a single instance of the specified AMI in EC2-Classic or a
default VPC.
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New-EC2Instance -ImageId ami-12345678 -MinCount 1 -MaxCount 1 -InstanceType
m3.medium -KeyName my-key-pair -SecurityGroup my-security-group

Example 2: This example launches a single instance of the specified AMI in a VPC.

New-EC2Instance -ImageId ami-12345678 -MinCount 1 -MaxCount 1 -SubnetId
subnet-12345678 -InstanceType t2.micro -KeyName my-key-pair -SecurityGroupId
sg-12345678

Example 3: To add an EBS volume or an instance store volume, define a block device
mapping and add it to the command. This example adds an instance store volume.

$bdm = New-Object Amazon.EC2.Model.BlockDeviceMapping
$bdm.VirtualName = "ephemeral@"
$bdm.DeviceName = "/dev/sdf"

New-EC2Instance -Imageld ami-12345678 -BlockDeviceMapping $bdm ...

Example 4: To specify one of the current Windows AMIls, get its AMI ID using Get-
EC2ImageByName. This example launches an instance from the current base AMI for
Windows Server 2016.

$ami = Get-EC2ImageByName WINDOWS_2016_BASE

New-EC2Instance -Imageld $ami.Imageld ...

Example 5: Launches an instance into the specified dedicated host environment.

New-EC2Instance -Imageld ami-la2b3c4d -InstanceType m4.large -KeyName my-key-pair
-SecurityGroupId sg-la2b3c4d -AvailabilityZone us-west-la -Tenancy host -HostID
h-1a2b3c4d5e6f1la2b3

Example 6: This request launches two instances and applies a tag with a key of webserver
and a value of production to the instances. The request also applies a tag with a key of cost-
center and a value of cc123 to the volumes that are created (in this case, the root volume for
each instance).

$tagl
$tag2

@{ Key="webserver"; Value="production" }
@{ Key="cost-center"; Value="ccl23" }
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$tagspecl = new-object Amazon.EC2.Model.TagSpecification

$tagspecl.ResourceType = "instance"
$tagspecl.Tags.Add($tagl)

$tagspec2 = new-object Amazon.EC2.Model.TagSpecification

$tagspec2.ResourceType = "volume"
$tagspec2.Tags.Add($tag2)

New-EC2Instance -Imageld "ami-la2b3c4d" -KeyName "my-key-pair" -MaxCount 2 -
InstanceType "t2.large" -SubnetId "subnet-1a2b3c4d" -TagSpecification $tagspecl,

$tagspec2

« For API details, see Runinstances in AWS Tools for PowerShell Cmdlet Reference.

New-EC2InstanceExportTask

The following code example shows how to use New-EC2InstanceExportTask.

Tools for PowerShell

Example 1: This example exports a stopped instance, 1-0800b00a@@EXAMPLE, as a virtual
hard disk (VHD) to the S3 bucket testbucket-export-instances-2019. The target
environment is Microsoft, and the region parameter is added because the instance is in the

us-east-1 region, while the user's default AWS Region is not us-east-1. To get the status of
the export task, copy the ExpoxtTaskId value from the results of this command, then run
Get-EC2ExportTask -ExportTaskId export_task_ID_from_results.

New-EC2InstanceExportTask -Instanceld i-0800b00a@@EXAMPLE -
ExportToS3Task_DiskImageFormat VHD -ExportToS3Task_S3Bucket "amzn-s3-demo-bucket" -
TargetEnvironment Microsoft -Region us-east-1

Output:

Description
ExportTaskId
ExportToS3Task
InstanceExportDetails
State

StatusMessage

: export-i-077c73108aEXAMPLE

: Amazon.EC2.Model.ExportToS3Task

: Amazon.EC2.Model.InstanceExportDetails
: active
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» For API details, see CreatelnstanceExportTask in AWS Tools for PowerShell Cmdlet Reference.

New-EC2InternetGateway

The following code example shows how to use New-EC2InternetGateway.

Tools for PowerShell

Example 1: This example creates an Internet gateway.

New-EC2InternetGateway

Output:

Attachments InternetGatewayId Tags

{3 igw-1a2b3csd {}

» For API details, see CreatelnternetGateway in AWS Tools for PowerShell Cmdlet Reference.

New-EC2KeyPair

The following code example shows how to use New-EC2KeyPair.

Tools for PowerShell

Example 1: This example creates a key pair and captures the PEM-encoded RSA private key
in a file with the specified name. When you are using PowerShell, the encoding must be

set to ascii to generate a valid key. For more information, see Create, Display, and Delete
Amazon EC2 Key Pairs (https://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2-
keypairs.html) in the AWS Command Line Interface User Guide.

(New-EC2KeyPair -KeyName "my-key-pair").KeyMaterial | Out-File -Encoding ascii -
FilePath C:\path\my-key-pair.pem

» For API details, see CreateKeyPair in AWS Tools for PowerShell Cmdlet Reference.

New-EC2NetworkAcl

The following code example shows how to use New-EC2NetworkAcl.

Actions 423


https://docs.aws.amazon.com/powershell/latest/reference
https://docs.aws.amazon.com/powershell/latest/reference
https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

Tools for PowerShell

Example 1: This example creates a network ACL for the specified VPC.

New-EC2NetworkAcl -VpcId vpc-12345678

Output:

Associations : {}

Entries : {Amazon.EC2.Model.NetworkAclEntry, Amazon.EC2.Model.NetworkAclEntry}
IsDefault : False

NetworkAclId : acl-12345678

Tags {3

Vpcld : vpc-12345678

« For API details, see CreateNetworkAcl in AWS Tools for PowerShell Cmdlet Reference.

New-EC2NetworkAclEntry

The following code example shows how to use New-EC2NetworkAclEntry.

Tools for PowerShell

Example 1: This example creates an entry for the specified network ACL. The rule allows
inbound traffic from anywhere (0.0.0.0/0) on UDP port 53 (DNS) into any associated subnet.

New-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber 100
-Protocol 17 -PortRange_From 53 -PortRange_To 53 -CidrBlock ©0.0.0.0/0 -RuleAction
allow

» For API details, see CreateNetworkAclEntry in AWS Tools for PowerShell Cmdlet Reference.

New-EC2NetworkIntexrface

The following code example shows how to use New-EC2NetworkInterface.

Tools for PowerShell

Example 1: This example creates the specified network interface.
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New-EC2NetworkInterface -SubnetId subnet-la2b3c4d -Description "my network

interface" -Group sg-12345678 -PrivateIpAddress 10.0.0.17

Output:
Association
Attachment
AvailabilityZone ¢ us-west-2c
Description : my network interface
Groups : {my-security-group}
MacAddress : Qa:72:bc:la:cd:7f
NetworkInterfaceId : eni-12345678
OwnerId : 123456789012
PrivateDnsName : ip-10-0-0-17.us-west-2.compute.internal
PrivateIpAddress : 10.0.0.17
PrivateIpAddresses : {}
RequesterId
RequesterManaged False
SourceDestCheck : True
Status : pending
SubnetId : subnet-1la2b3c4d
TagSet : {3
Vpcld : vpc-12345678

» For API details, see CreateNetworkInterface in AWS Tools for PowerShell Cmdlet Reference.

New-EC2PlacementGroup
The following code example shows how to use New-EC2PlacementGroup.
Tools for PowerShell

Example 1: This example creates a placement group with the specified name.
New-EC2PlacementGroup -GroupName my-placement-group -Strategy cluster

» For API details, see CreatePlacementGroup in AWS Tools for PowerShell Cmdlet Reference.

New-EC2Route

The following code example shows how to use New-EC2Route.
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Tools for PowerShell

Example 1: This example creates the specified route for the specified route table. The route
matches all traffic and sends it to the specified Internet gateway.

New-EC2Route -RouteTableId rtb-la2b3c4d -DestinationCidrBlock 0.0.0.0/0 -GatewayId
igw-1la2b3c4d

Output:

True

« For API details, see CreateRoute in AWS Tools for PowerShell Cmdlet Reference.

New-EC2RouteTable

The following code example shows how to use New-EC2RouteTable.

Tools for PowerShell

Example 1: This example creates a route table for the specified VPC.

New-EC2RouteTable -VpcId vpc-12345678

Output:
Associations : {3
PropagatingVgws : {}
Routes : {3
RouteTableId : rtb-1a2b3c4d
Tags : {1
VpcId ¢ vpc-12345678

« For API details, see CreateRouteTable in AWS Tools for PowerShell Cmdlet Reference.

New-EC2ScheduledInstance

The following code example shows how to use New-EC2ScheduledInstance.
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Tools for PowerShell

Example 1: This example launches the specified Scheduled Instance.

New-EC2ScheduledInstance -ScheduledInstanceld sci-1234-1234-1234-1234-123456789012 -
InstanceCount 1 °

-IamInstanceProfile_Name my-iam-role °

-LaunchSpecification_ImageId ami-12345678 °

-LaunchSpecification_InstanceType c4.large °

-LaunchSpecification_SubnetId subnet-12345678"

-LaunchSpecification_SecurityGroupId sg-12345678

« For API details, see RunScheduledInstances in AWS Tools for PowerShell Cmdlet Reference.

New-EC2ScheduledInstancePurchase
The following code example shows how to use New-EC2ScheduledInstancePurchase.
Tools for PowerShell

Example 1: This example purchases a Scheduled Instance.

$request = New-Object Amazon.EC2.Model.PurchaseRequest
$request.InstanceCount = 1

$request.PurchaseToken = "eyJ2IjoiMSIsINMiOjEsImMiOi..."
New-EC2ScheduledInstancePurchase -PurchaseRequest $request

Output:
AvailabilityZone : us-west-2b
CreateDate : 1/25/2016 1:43:38 PM
HourlyPrice : 0.095
InstanceCount 1
InstanceType c4.large
NetworkPlatform EC2-VPC
NextSlotStartTime 1/31/2016 1:00:00 AM
Platform Linux/UNIX
PreviousSlotEndTime
Recurrence : Amazon.EC2.Model.ScheduledInstanceRecurrence
ScheduledInstanceld SCci-1234-1234-1234-1234-123456789012

SlotDurationInHours

: 32
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TermEndDate : 1/31/2017 1:00:00 AM
TermStartDate : 1/31/2016 1:00:00 AM
TotalScheduledInstanceHours : 1696

« For API details, see PurchaseScheduledInstances in AWS Tools for PowerShell Cmdlet
Reference.

New-EC2SecurityGroup
The following code example shows how to use New-EC2SecurityGroup.
Tools for PowerShell

Example 1: This example creates a security group for the specified VPC.

New-EC2SecurityGroup -GroupName my-security-group -Description "my security group" -
VpcId vpc-12345678

Output:

sg-12345678

Example 2: This example creates a security group for EC2-Classic.

New-EC2SecurityGroup -GroupName my-security-group -Description "my security group
Output:

sg-45678901

» For API details, see CreateSecurityGroup in AWS Tools for PowerShell Cmdlet Reference.

New-EC2Snapshot
The following code example shows how to use New-EC2Snapshot.
Tools for PowerShell

Example 1: This example creates a snapshot of the specified volume.
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New-EC2Snapshot -VolumeId vol-12345678 -Description "This is a test"

Output:
DataEncryptionKeyId :
Description : This is a test
Encrypted : False
KmsKeyId
OwnerAlias :
OwnerId : 123456789012
Progress 8
SnapshotId : snap-12345678
StartTime : 12/22/2015 1:28:42 AM
State : pending
StateMessage
Tags {3
VolumeId : vol-12345678
VolumeSize : 20

» For API details, see CreateSnapshot in AWS Tools for PowerShell Cmdlet Reference.

New-EC2SpotDatafeedSubscription
The following code example shows how to use New-EC2SpotDatafeedSubscription.
Tools for PowerShell

Example 1: This example creates a Spot instance data feed.

New-EC2SpotDatafeedSubscription -Bucket amzn-s3-demo-bucket -Prefix spotdata

Output:

Bucket : my-s3-bucket
Fault

OwnerId : 123456789012
Prefix : spotdata
State : Active

« For API details, see CreateSpotDatafeedSubscription in AWS Tools for PowerShell Cmdlet
Reference.
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New-EC2Subnet
The following code example shows how to use New-EC2Subnet.
Tools for PowerShell

Example 1: This example creates a subnet with the specified CIDR.

New-EC2Subnet -VpcId vpc-12345678 -CidrBlock 10.0.0.0/24

Output:
AvailabilityZone ¢ us-west-2c
AvailableIpAddressCount : 251
CidrBlock : 10.0.0.0/24
DefaultForAz : False
MapPublicIpOnLaunch : False
State : pending
SubnetId : subnet-1la2b3c4d
Tag : {3
Vpcld . vpc-12345678

« For API details, see CreateSubnet in AWS Tools for PowerShell Cmdlet Reference.

New-EC2Tag
The following code example shows how to use New-EC2Tag.
Tools for PowerShell

Example 1: This example adds a single tag to the specified resource. The tag key is 'myTag'
and the tag value is 'myTagValue'. The syntax used by this example requires PowerShell
version 3 or higher.

New-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag"; Value="myTagValue" }

Example 2: This example updates or adds the specified tags to the specified resource. The
syntax used by this example requires PowerShell version 3 or higher.

New-EC2Tag -Resource i-12345678 -Tag @( @{ Key="myTag"; Value="newTagValue" },
@{ Key="test"; Value="anotherTagValue" } )
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Example 3: With PowerShell version 2, you must use New-Object to create the tag for the
Tag parameter.

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"
$tag.value = "myTagValue"

New-EC2Tag -Resource i-12345678 -Tag $tag

« For API details, see CreateTags in AWS Tools for PowerShell Cmdlet Reference.

New-EC2Volume
The following code example shows how to use New-EC2Volume.
Tools for PowerShell

Example 1: This example creates the specified volume.

New-EC2Volume -Size 50 -AvailabilityZone us-west-2a -VolumeType gp2

Output:
Attachments : {3
AvailabilityZone : us-west-2a
CreateTime : 12/22/2015 1:42:07 AM
Encrypted : False
Tops : 150
KmsKeyId
Size ¢ 50
SnapshotId
State : creating
Tags : {1
VolumelId : vol-12345678
VolumeType : gp2

Example 2: This example request creates a volume and applies a tag with a key of stack and
a value of production.

$tag = @{ Key="stack"; Value="production" }
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$tagspec = new-object Amazon.EC2.Model.TagSpecification
$tagspec.ResourceType = "volume"
$tagspec.Tags.Add($tag)

New-EC2Volume -Size 80 -AvailabilityZone "us-west-2a" -TagSpecification $tagspec

« For API details, see CreateVolume in AWS Tools for PowerShell Cmdlet Reference.

New-EC2Vpc
The following code example shows how to use New-EC2Vpc.
Tools for PowerShell

Example 1: This example creates a VPC with the specified CIDR. Amazon VPC also creates the
following for the VPC: a default DHCP options set, a main route table, and a default network
ACL.

New-EC2VPC -CidrBlock 10.0.0.0/16

Output:
CidrBlock : 10.0.0.0/16
DhcpOptionsId : dopt-1la2b3cad
InstanceTenancy : default
IsDefault : False
State : pending
Tags : {3
VpcId : vpc-12345678

« For API details, see CreateVpc in AWS Tools for PowerShell Cmdlet Reference.

New-EC2VpcEndpoint
The following code example shows how to use New-EC2VpcEndpoint.
Tools for PowerShell

Example 1: This example create a new VPC Endpoint for the service com.amazonaws.eu-
west-1.s3 in the VPC vpc-0fc1ff23f45b678eb
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New-EC2VpcEndpoint -ServiceName com.amazonaws.eu-west-1.s3 -VpcId
vpc-0fclff23f45b678eb

Output:

ClientToken VpcEndpoint

Amazon.EC2.Model.VpcEndpoint

» For API details, see CreateVpcEndpoint in AWS Tools for PowerShell Cmdlet Reference.

New-EC2VpnConnection
The following code example shows how to use New-EC2VpnConnection.
Tools for PowerShell

Example 1: This example creates a VPN connection between the specified virtual private
gateway and the specified customer gateway. The output includes the configuration
information that your network administrator needs, in XML format.

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-1la2b3c4d -VpnGatewayId
vgw-1la2b3c4d

Output:

CustomerGatewayConfiguration : [XML document]

CustomerGatewayId : cgw-1la2b3c4d
Options

Routes : {3

State : pending

Tags {3

Type 8

VgwTelemetry 5 L
VpnConnectionId : vpn-12345678
VpnGatewayId : vgw-la2b3c4d

Example 2: This example creates the VPN connection and captures the configuration in a file
with the specified name.

Actions 433


https://docs.aws.amazon.com/powershell/latest/reference

AWS Tools for PowerShell User Guide

(New-EC2VpnConnection -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1a2b3c4d).CustomerGatewayConfiguration | Out-File C:\path\vpn-configuration.xml

Example 3: This example creates a VPN connection, with static routing, between the
specified virtual private gateway and the specified customer gateway.

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1a2b3c4d -Options_StaticRoutesOnly $true

» For API details, see CreateVpnConnection in AWS Tools for PowerShell Cmdlet Reference.

New-EC2VpnConnectionRoute
The following code example shows how to use New-EC2VpnConnectionRoute.
Tools for PowerShell

Example 1: This example creates the specified static route for the specified VPN connection.

New-EC2VpnConnectionRoute -VpnConnectionId vpn-12345678 -DestinationCidrBlock
11.12.0.0/16

» For API details, see CreateVpnConnectionRoute in AWS Tools for PowerShell Cmdlet Reference.

New-EC2VpnGateway
The following code example shows how to use New-EC2VpnGateway.
Tools for PowerShell

Example 1: This example creates the specified virtual private gateway.

New-EC2VpnGateway -Type ipsec.1l

Output:
AvailabilityZone :
State : available
Tags : {3
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Type : ipsec.1
VpcAttachments : {3
VpnGatewayId : vgw-1la2b3c4d

» For API details, see CreateVpnGateway in AWS Tools for PowerShell Cmdlet Reference.

Register-EC2Address
The following code example shows how to use Register-EC2Address.
Tools for PowerShell

Example 1: This example associates the specified Elastic IP address with the specified
instance in a VPC.

C:\> Register-EC2Address -Instanceld i-12345678 -AllocationId eipalloc-12345678

Output:

eipassoc-12345678

Example 2: This example associates the specified Elastic IP address with the specified
instance in EC2-Classic.

C:\> Register-EC2Address -Instanceld i-12345678 -PublicIp 203.0.113.17

» For API details, see AssociateAddress in AWS Tools for PowerShell Cmdlet Reference.

Register-EC2DhcpOption
The following code example shows how to use Register-EC2DhcpOption.
Tools for PowerShell

Example 1: This example associates the specified DHCP options set with the specified VPC.

Register-EC2DhcpOption -DhcpOptionsId dopt-1la2b3c4d -VpcId vpc-12345678

Example 2: This example associates the default DHCP options set with the specified VPC.
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Register-EC2DhcpOption -DhcpOptionsId default -VpcId vpc-12345678

» For API details, see AssociateDhcpOptions in AWS Tools for PowerShell Cmdlet Reference.

Register-EC2Image

The following code example shows how to use Register-EC2Image.

Tools for PowerShell

Example 1: This example registers an AMI using the specified manifest file in Amazon S3.

Register-EC2Image -ImagelLocation amzn-s3-demo-bucket/my-web-server-ami/
image.manifest.xml -Name my-web-server-ami

» For API details, see Registerimage in AWS Tools for PowerShell Cmdlet Reference.

Register-EC2PrivateIpAddress
The following code example shows how to use Register-EC2PrivateIpAddress.

Tools for PowerShell

Example 1: This example assigns the specified secondary private IP address to the specified
network interface.

Register-EC2PrivateIpAddress -NetworkInterfaceIld eni-la2b3c4d -PrivateIpAddress
10.0.0.82

Example 2: This example creates two secondary private IP addresses and assigns them to the
specified network interface.

Register-EC2PrivateIpAddress -NetworkInterfaceIld eni-la2b3c4d -
SecondaryPrivateIpAddressCount 2

» For API details, see AssignPrivatelpAddresses in AWS Tools for PowerShell Cmdlet Reference.

Register-EC2RouteTable

The following code example shows how to use Register-EC2RouteTable.
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Tools for PowerShell

Example 1: This example associates the specified route table with the specified subnet.
Register-EC2RouteTable -RouteTableId rtb-1la2b3c4d -SubnetId subnet-1la2b3c4d
Output:
rtbassoc-12345678

« For API details, see AssociateRouteTable in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2Address
The following code example shows how to use Remove-EC2Address.
Tools for PowerShell

Example 1: This example releases the specified Elastic IP address for instances in a VPC.

Remove-EC2Address -AllocationId eipalloc-12345678 -Force

Example 2: This example releases the specified Elastic IP address for instances in EC2-
Classic.

Remove-EC2Address -PublicIp 198.51.100.2 -Foxrce

« For API details, see ReleaseAddress in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2CapacityReservation
The following code example shows how to use Remove-EC2CapacityReservation.
Tools for PowerShell

Example 1: This example cancels the capacity reservation cr-0c1f2345db6f7cdba

Remove-EC2CapacityReservation -CapacityReservationId cr-0@clf2345db6f7cdba

Output:
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Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2CapacityReservation (CancelCapacityReservation)"
on target "cr-0clf2345db6f7cdba".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"YU):y

True

» For API details, see CancelCapacityReservation in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2CustomerGateway
The following code example shows how to use Remove-EC2CustomerGateway.
Tools for PowerShell

Example 1: This example deletes the specified customer gateway. You are prompted for
confirmation before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2CustomerGateway -CustomerGatewayId cgw-1la2b3c4d

Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2CustomerGateway (DeleteCustomerGateway)" on Target
"cgw-1la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

» For API details, see DeleteCustomerGateway in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2DhcpOption
The following code example shows how to use Remove-EC2DhcpOption.
Tools for PowerShell

Example 1: This example deletes the specified DHCP options set. You are prompted for
confirmation before the operation proceeds, unless you also specify the Force parameter.
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Remove-EC2DhcpOption -DhcpOptionsId dopt-la2b3c4d
Output:

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2DhcpOption (DeleteDhcpOptions)" on Target
"dopt-la2b3cad".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» For API details, see DeleteDhcpOptions in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2FlowlLog
The following code example shows how to use Remove-EC2FlowlLog.
Tools for PowerShell

Example 1: This example removes the given FlowLogld fl-01a2b3456a789¢c01

Remove-EC2FlowLog -FlowLogId fl-01a2b3456a789c01
Output:

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-EC2FlowLog (DeleteFlowlLogs)" on target
"f1-01a2b3456a789c01".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
||Y|| ) . Y

» For API details, see DeleteFlowLogs in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2Host
The following code example shows how to use Remove-EC2Host.
Tools for PowerShell

Example 1: This example releases the given host ID h-Obadafd1dcb2f3456
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Remove-EC2Host -HostId h-@badafdldcb2f3456

Output:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2Host (ReleaseHosts)" on target
"h-@badafdldcb2f3456".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): Y

Successful Unsuccessful

{h-0badafdldcb2f3456} {}

« For API details, see ReleaseHosts in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2Instance
The following code example shows how to use Remove-EC2Instance.
Tools for PowerShell

Example 1: This example terminates the specified instance (the instance may be running or
in 'stopped' state). The cmdlet will prompt for confirmation before proceeding; use the -
Force switch to suppress the prompt.

Remove-EC2Instance -InstancelId i-12345678
Output:

CurrentState Instanceld PreviousState

Amazon.EC2.Model.InstanceState i-12345678 Amazon.EC2.Model.InstanceState

« For API details, see Terminatelnstances in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2InternetGateway

The following code example shows how to use Remove-EC2InternetGateway.
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Tools for PowerShell

Example 1: This example deletes the specified Internet gateway. You are prompted for
confirmation before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2InternetGateway -InternetGatewayId igw-la2b3c4d
Output:

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2InternetGateway (DeleteInternetGateway)" on Target
"igw-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» For API details, see DeletelnternetGateway in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2KeyPair

The following code example shows how to use Remove-EC2KeyPair.

Tools for PowerShell

Example 1: This example deletes the specified key pair. You are prompted for confirmation
before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2KeyPair -KeyName my-key-pair
Output:

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-EC2KeyPair (DeleteKeyPair)" on Target "my-key-pair".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» For API details, see DeleteKeyPair in AWS Tools for PowerShell Cmdlet Reference.
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Remove-EC2NetworkAcl
The following code example shows how to use Remove-EC2NetworkAcl.
Tools for PowerShell

Example 1: This example deletes the specified network ACL. You are prompted for
confirmation before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2NetworkAcl -NetworkAclId acl-12345678

Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkAcl (DeleteNetworkAcl)" on Target
"acl-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« For API details, see DeleteNetworkAcl in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2NetworkAclEntry
The following code example shows how to use Remove-EC2NetworkAclEntry.
Tools for PowerShell

Example 1: This example removes the specified rule from the specified network ACL. You are
prompted for confirmation before the operation proceeds, unless you also specify the Force
parameter.

Remove-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber 100

Output:

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkAclEntry (DeleteNetworkAclEntry)" on Target
"acl-12345678".
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[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» For API details, see DeleteNetworkAclEntry in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2NetworkInterface

The following code example shows how to use Remove-EC2NetworkInterface.

Tools for PowerShell

Example 1: This example deletes the specified network interface. You are prompted for
confirmation before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2NetworkInterface -NetworkInterfaceId eni-12345678

Output:

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkInterface (DeleteNetworkInterface)" on Target
"eni-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» For API details, see DeleteNetworklnterface in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2PlacementGroup

The following code example shows how to use Remove-EC2PlacementGroup.

Tools for PowerShell

Example 1: This example deletes the specified placement group. You are prompted for
confirmation before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2PlacementGroup -GroupName my-placement-group

Output:
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Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2PlacementGroup (DeletePlacementGroup)" on Target
"my-placement-group".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Yy"):

» For API details, see DeletePlacementGroup in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2Route
The following code example shows how to use Remove-EC2Route.
Tools for PowerShell

Example 1: This example deletes the specified route from the specified route table. You are
prompted for confirmation before the operation proceeds, unless you also specify the Force
parameter.

Remove-EC2Route -RouteTableId rtb-la2b3c4d -DestinationCidrBlock 0.0.0.0/0

Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2Route (DeleteRoute)" on Target "rtb-la2b3cs4d".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):

» For API details, see DeleteRoute in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2RouteTable
The following code example shows how to use Remove-EC2RouteTable.
Tools for PowerShell

Example 1: This example deletes the specified route table. You are prompted for
confirmation before the operation proceeds, unless you also specify the Force parameter.
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Remove-EC2RouteTable -RouteTableIld rtb-1la2b3c4d

Output:

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2RouteTable (DeleteRouteTable)" on Target
"rtb-1a2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» For API details, see DeleteRouteTable in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2SecurityGroup

The following code example shows how to use Remove-EC2SecurityGroup.

Tools for PowerShell

Example 1: This example deletes the specified security group for EC2-VPC. You are

prompted for confirmation before the operation proceeds, unless you also specify the Force

parameter.
Remove-EC2SecurityGroup -GroupId sg-12345678
Output:

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2SecurityGroup (DeleteSecurityGroup)" on Target
"sg-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

Example 2: This example deletes the specified security group for EC2-Classic.

Remove-EC2SecurityGroup -GroupName my-security-group -Force

» For API details, see DeleteSecurityGroup in AWS Tools for PowerShell Cmdlet Reference.
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Remove-EC2Snapshot
The following code example shows how to use Remove-EC2Snapshot.

Tools for PowerShell

Example 1: This example deletes the specified snapshot. You are prompted for confirmation
before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2Snapshot -SnapshotId snap-12345678
Output:

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-EC2Snapshot (DeleteSnapshot)" on target
"snap-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» For API details, see DeleteSnapshot in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2SpotDatafeedSubscription

The following code example shows how to use Remove-EC2SpotDatafeedSubscription.

Tools for PowerShell

Example 1: This example deletes your Spot instance data feed. You are prompted for
confirmation before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2SpotDatafeedSubscription
Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2SpotDatafeedSubscription
(DeleteSpotDatafeedSubscription)" on Target "".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :
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» For API details, see DeleteSpotDatafeedSubscription in AWS Tools for PowerShell Cmdlet
Reference.

Remove-EC2Subnet

The following code example shows how to use Remove-EC2Subnet.

Tools for PowerShell

Example 1: This example deletes the specified subnet. You are prompted for confirmation
before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2Subnet -SubnetId subnet-la2b3c4d

Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2Subnet (DeleteSubnet)" on Target "subnet-1la2b3c4d".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« For API details, see DeleteSubnet in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2Tag

The following code example shows how to use Remove-EC2Tag.

Tools for PowerShell

Example 1: This example deletes the specified tag from the specified resource, regardless of
the tag value. The syntax used by this example requires PowerShell version 3 or later.

Remove-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag" } -Force

Example 2: This example deletes the specified tag from the specified resource, but only if
the tag value matches. The syntax used by this example requires PowerShell version 3 or
later.
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Remove-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag";Value="myTagValue" } -Force

Example 3: This example deletes the specified tag from the specified resource, regardless of
the tag value.

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"

Remove-EC2Tag -Resource i-12345678 -Tag $tag -Force

Example 4: This example deletes the specified tag from the specified resource, but only if
the tag value matches.

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"
$tag.value = "myTagValue"

Remove-EC2Tag -Resource i-12345678 -Tag $tag -Force

« For API details, see DeleteTags in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2Volume
The following code example shows how to use Remove-EC2Volume.
Tools for PowerShell

Example 1: This example detaches the specified volume. You are prompted for confirmation
before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2Volume -VolumeId vol-12345678

Output:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2Volume (DeleteVolume)" on target "vol-12345678".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):
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« For API details, see DeleteVolume in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2Vpc

The following code example shows how to use Remove-EC2Vpc.

Tools for PowerShell

Example 1: This example deletes the specified VPC. You are prompted for confirmation
before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2Vpc -VpcId vpc-12345678

Output:

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-EC2Vpc (DeleteVpc)" on Target "vpc-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» For API details, see DeleteVpc in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2VpnConnection

The following code example shows how to use Remove-EC2VpnConnection.

Tools for PowerShell

Example 1: This example deletes the specified VPN connection. You are prompted for
confirmation before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2VpnConnection -VpnConnectionId vpn-12345678
Output:
Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnConnection (DeleteVpnConnection)" on Target
"vpn-12345678".
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[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» For API details, see DeleteVpnConnection in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2VpnConnectionRoute

The following code example shows how to use Remove-EC2VpnConnectionRoute.

Tools for PowerShell

Example 1: This example removes the specified static route from the specified VPN
connection. You are prompted for confirmation before the operation proceeds, unless you
also specify the Force parameter.

Remove-EC2VpnConnectionRoute -VpnConnectionId vpn-12345678 -DestinationCidrBlock
11.12.0.0/16

Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnConnectionRoute (DeleteVpnConnectionRoute)" on
Target "vpn-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

» For API details, see DeleteVpnConnectionRoute in AWS Tools for PowerShell Cmdlet Reference.

Remove-EC2VpnGateway

The following code example shows how to use Remove-EC2VpnGateway.

Tools for PowerShell

Example 1: This example deletes the specified virtual private gateway. You are prompted for
confirmation before the operation proceeds, unless you also specify the Force parameter.

Remove-EC2VpnGateway -VpnGatewayId vgw-la2b3c4d
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Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnGateway (DeleteVpnGateway)" on Target
"vgw-1la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):

» For API details, see DeleteVpnGateway in AWS Tools for PowerShell Cmdlet Reference.

Request-EC2SpotFleet
The following code example shows how to use Request-EC2SpotFleet.
Tools for PowerShell

Example 1: This example creates a Spot fleet request in the Availability Zone with the lowest
price for the specified instance type. If your account supports EC2-VPC only, the Spot fleet
launches the instances in the lowest-priced Availability Zone that has a default subnet. If
your account supports EC2-Classic, the Spot fleet launches the instances in EC2-Classic in
the lowest-priced Availability Zone. Note that the price you pay will not exceed the specified
Spot price for the request.

$sg = New-Object Amazon.EC2.Model.GroupIdentifier

$sg.GroupId = "sg-12345678"

$1c = New-Object Amazon.EC2.Model.SpotFleetLaunchSpecification
$1c.Imageld = "ami-12345678"

$1c.InstanceType = "m3.medium"

$1c.SecurityGroups.Add($sg)

Request-EC2SpotFleet -SpotFleetRequestConfig_SpotPrice 0.04 °
-SpotFleetRequestConfig_TargetCapacity 2 °
-SpotFleetRequestConfig_IamFleetRole arn:aws:iam::123456789012:ro0le/my-spot-fleet-
role °

-SpotFleetRequestConfig_LaunchSpecification $1c

» For API details, see RequestSpotFleet in AWS Tools for PowerShell Cmdlet Reference.

Request-EC2SpotInstance

The following code example shows how to use Request-EC2SpotInstance.
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Tools for PowerShell

Example 1: This example requests a one-time Spot instance in the specified subnet. Note
that the security group must be created for the VPC that contains the specified subnet,
and it must be specified by ID using the network interface. When you specify a network
interface, you must include the subnet ID using the network interface.

$n = New-Object Amazon.EC2.Model.InstanceNetworkInterfaceSpecification

$n.DeviceIndex = @

$n.SubnetId = "subnet-12345678"

$n.Groups.Add("sg-12345678")

Request-EC2SpotInstance -InstanceCount 1 -SpotPrice 0.050 -Type one-time °
-IamInstanceProfile_Arn arn:aws:iam::123456789012:instance-profile/my-iam-role °
-LaunchSpecification_ImageId ami-12345678 °

-LaunchSpecification_InstanceType m3.medium °
-LaunchSpecification_NetworkInterface $n

Output:

ActualBlockHourlyPrice
AvailabilityZoneGroup
BlockDurationMinutes
CreateTime

Fault

Instanceld

LaunchedAvailabilityZone :

LaunchGroup
LaunchSpecification
ProductDescription
SpotInstanceRequestId
SpotPrice

State

Status

Tags

Type

1 0
2 12/26/2015 7:44:10 AM

: Amazon.EC2.Model.LaunchSpecification
: Linux/UNIX

: sir-12345678

: 0.050000

: open

: Amazon.EC2.Model.SpotInstanceStatus

{3

: one-time

» For API details, see RequestSpotinstances in AWS Tools for PowerShell Cmdlet Reference.

Reset-EC2ImageAttribute

The following code example shows how to use Reset-EC2ImageAttribute.
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Tools for PowerShell

Example 1: This example resets the 'launchPermission' attribute to its default value. By
default, AMis are private.

Reset-EC2ImageAttribute -Imageld ami-12345678 -Attribute launchPermission

» For API details, see ResetimageAttribute in AWS Tools for PowerShell Cmdlet Reference.

Reset-EC2InstanceAttribute

The following code example shows how to use Reset-EC2InstanceAttribute.

Tools for PowerShell

Example 1: This example resets the 'sriovNetSupport' attribute for the specified instance.

Reset-EC2InstanceAttribute -Instanceld i-12345678 -Attribute sriovNetSupport

Example 2: This example resets the 'ebsOptimized' attribute for the specified instance.

Reset-EC2InstanceAttribute -Instanceld i-12345678 -Attribute ebsOptimized

Example 3: This example resets the 'sourceDestCheck’' attribute for the specified instance.

Reset-EC2InstanceAttribute -Instanceld i-12345678 -Attribute sourceDestCheck

Example 4: This example resets the 'disableApiTermination' attribute for the specified
instance.

Reset-EC2InstanceAttribute -Instanceld i-12345678 -Attribute disableApiTermination

Example 5: This example resets the 'instancelnitiatedShutdownBehavior' attribute for the
specified instance.

Reset-EC2InstanceAttribute -Instanceld i-12345678 -Attribute
instanceInitiatedShutdownBehavior
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« For API details, see ResetinstanceAttribute in AWS Tools for PowerShell Cmdlet Reference.

Reset-EC2NetworkInterfaceAttribute
The following code example shows how to use Reset-EC2NetworkInterfaceAttribute.
Tools for PowerShell

Example 1: This example resets source/destination checking for the specified network
interface.

Reset-EC2NetworkInterfaceAttribute -NetworkInterfaceld eni-1la2b3c4d -SourceDestCheck

« For API details, see ResetNetworklInterfaceAttribute in AWS Tools for PowerShell Cmdlet
Reference.

Reset-EC2SnapshotAttribute
The following code example shows how to use Reset-EC2SnapshotAttribute.
Tools for PowerShell

Example 1: This example resets the specified attribute of the specified snapshot.

Reset-EC2SnapshotAttribute -SnapshotId snap-12345678 -Attribute
CreateVolumePermission

» For API details, see ResetSnapshotAttribute in AWS Tools for PowerShell Cmdlet Reference.

Restart-EC2Instance
The following code example shows how to use Restart-EC2Instance.
Tools for PowerShell

Example 1: This example reboots the specified instance.

Restart-EC2Instance -Instanceld i-12345678
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« For API details, see RebootIinstances in AWS Tools for PowerShell Cmdlet Reference.

Revoke-EC2SecurityGroupEgress

The following code example shows how to use Revoke-EC2SecurityGroupEgress.

Tools for PowerShell

Example 1: This example removes the rule for the specified security group for EC2-VPC. This
revokes access to the specified IP address range on TCP port 80. The syntax used by this
example requires PowerShell version 3 or higher.

$ip = @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; IpRanges="203.0.113.0/24" }
Revoke-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission $ip

Example 2: With PowerShell version 2, you must use New-Object to create the IpPermission
object.

$ip = New-Object Amazon.EC2.Model.IpPermission

$ip.IpProtocol = "tcp"

$ip.FromPort = 80

$ip.ToPort = 80

$ip.IpRanges.Add("203.0.113.0/24")

Revoke-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission $ip

Example 3: This example revokes access to the specified source security group on TCP port
80.

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair

$ug.GroupId = "sg-la2b3c4d"

$ug.UserId = "123456789012"

Revoke-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission

@( @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; UserIdGroupPairs=$%ug } )

» For API details, see RevokeSecurityGroupEgress in AWS Tools for PowerShell Cmdlet Reference.

Revoke-EC2SecurityGroupIngress

The following code example shows how to use Revoke-EC2SecurityGroupIngress.
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Tools for PowerShell

Example 1: This example revokes access to TCP port 22 from the specified address range for
the specified security group for EC2-VPC. Note that you must identify security groups for
EC2-VPC using the security group ID not the security group name. The syntax used by this
example requires PowerShell version 3 or higher.

$ip = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22"; IpRanges="203.0.113.0/24" }
Revoke-EC2SecurityGroupIngress -GroupIld sg-12345678 -IpPermission $ip

Example 2: With PowerShell version 2, you must use New-Object to create the IpPermission
object.

$ip = New-Object Amazon.EC2.Model.IpPermission
$ip.IpProtocol = "tcp"

$ip.FromPort = 22

$ip.ToPort = 22
$ip.IpRanges.Add("203.0.113.0/24")

Revoke-EC2SecurityGroupIngress -GroupIld sg-12345678 -IpPermission $ip

Example 3: This example revokes access to TCP port 22 from the specified address range
for the specified security group for EC2-Classic. The syntax used by this example requires
PowerShell version 3 or higher.

$ip = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22"; IpRanges="203.0.113.0/24" }

Revoke-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission $ip

Example 4: With PowerShell version 2, you must use New-Object to create the IpPermission
object.

$ip = New-Object Amazon.EC2.Model.IpPermission
$ip.IpProtocol = "tcp"

$ip.FromPort = 22

$ip.ToPort = 22
$ip.IpRanges.Add("203.0.113.0/24")

Revoke-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission $ip
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» For API details, see RevokeSecurityGrouplngress in AWS Tools for PowerShell Cmdlet

Reference.

Send-EC2InstanceStatus

The following code example shows how to use Send-EC2InstanceStatus.

Tools for PowerShell

Example 1: This example reports status feedback for the specified instance.

Send-EC2InstanceStatus -Instance i-12345678 -Status impaired -ReasonCode
unresponsive

» For API details, see ReportinstanceStatus in AWS Tools for PowerShell Cmdlet Reference.

Set-EC2NetworkAclAssociation

The following code example shows how to use Set-EC2NetworkAclAssociation.

Tools for PowerShell

Example 1: This example associates the specified network ACL with the subnet for the
specified network ACL association.

Set-EC2NetworkAclAssociation -NetworkAclId acl-12345678 -AssociationId
aclassoc-1a2b3c4d

Output:

aclassoc-87654321

» For API details, see ReplaceNetworkAclAssociation in AWS Tools for PowerShell Cmdlet
Reference.

Set-EC2NetworkAclEntry

The following code example shows how to use Set-EC2NetworkAclEntry.
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Tools for PowerShell

Example 1: This example replaces the specified entry for the specified network ACL. The
new rule allows inbound traffic from the specified address to any associated subnet.

Set-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber 100
-Protocol 17 -PortRange_From 53 -PortRange_To 53 -CidrBlock 203.0.113.12/24 -
RuleAction allow

» For API details, see ReplaceNetworkAclEntry in AWS Tools for PowerShell Cmdlet Reference.

Set-EC2Route
The following code example shows how to use Set-EC2Route.
Tools for PowerShell

Example 1: This example replaces the specified route for the specified route table. The new
route sends the specified traffic to the specified virtual private gateway.

Set-EC2Route -RouteTableId rtb-1la2b3c4d -DestinationCidrBlock 10.0.0.0/24 -GatewayId
vgw-1a2b3c4d

» For API details, see ReplaceRoute in AWS Tools for PowerShell Cmdlet Reference.

Set-EC2RouteTableAssociation
The following code example shows how to use Set-EC2RouteTableAssociation.
Tools for PowerShell

Example 1: This example associates the specified route table with the subnet for the
specified route table association.

Set-EC2RouteTableAssociation -RouteTableId rtb-la2b3c4d -AssociationId
rtbassoc-12345678

Output:

rtbassoc-87654321
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» For API details, see ReplaceRouteTableAssociation in AWS Tools for PowerShell Cmdlet
Reference.

Start-EC2Instance
The following code example shows how to use Start-EC2Instance.
Tools for PowerShell

Example 1: This example starts the specified instance.

Start-EC2Instance -Instanceld i-12345678

Output:

CurrentState Instanceld PreviousState

Amazon.EC2.Model.InstanceState i-12345678 Amazon.EC2.Model.InstanceState

Example 2: This example starts the specified instances.

@("1-12345678", "i-76543210") | Start-EC2Instance

Example 3: This example starts the set of instances that are currently stopped. The Instance
objects returned by Get-EC2Instance are piped to Start-EC2Instance. The syntax used by this
example requires PowerShell version 3 or higher.

(Get-EC2Instance -Filter @{ Name="instance-state-name"; Values="stopped"}).Instances
| Start-EC2Instance

Example 4: With PowerShell version 2, you must use New-Object to create the filter for the
Filter parameter.

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "instance-state-name"
$filter.Values = "stopped"

(Get-EC2Instance -Filter $filter).Instances | Start-EC2Instance

« For API details, see Startinstances in AWS Tools for PowerShell Cmdlet Reference.
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Start-EC2InstanceMonitoring

The following code example shows how to use Start-EC2InstanceMonitoring.

Tools for PowerShell

Example 1: This example enables detailed monitoring for the specified instance.

Start-EC2InstanceMonitoring -InstanceId i-12345678

Output:

Instanceld Monitoring

1-12345678 Amazon.EC2.Model.Monitoring

« For API details, see Monitorlnstances in AWS Tools for PowerShell Cmdlet Reference.

Stop-EC2ImportTask
The following code example shows how to use Stop-EC2ImportTask.

Tools for PowerShell

Example 1: This example cancels the specified import task (either snapshot or image
import). If required, a reason can be providing using the -CancelReason parameter.

Stop-EC2ImportTask -ImportTaskId import-ami-abcdefgh

» For API details, see CancellmportTask in AWS Tools for PowerShell Cmdlet Reference.

Stop-EC2Instance

The following code example shows how to use Stop-EC2Instance.

Tools for PowerShell

Example 1: This example stops the specified instance.

Stop-EC2Instance -Instanceld i-12345678
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Output:

CurrentState Instanceld PreviousState

Amazon.EC2.Model.InstanceState i-12345678 Amazon.EC2.Model.InstanceState

» For API details, see Stoplnstances in AWS Tools for PowerShell Cmdlet Reference.

Stop-EC2InstanceMonitoring
The following code example shows how to use Stop-EC2InstanceMonitoring.
Tools for PowerShell

Example 1: This example disables detailed monitoring for the specified instance.

Stop-EC2InstanceMonitoring -InstanceIld i-12345678

Output:

Instanceld Monitoring

1-12345678 Amazon.EC2.Model.Monitoring

« For API details, see Unmonitorinstances in AWS Tools for PowerShell Cmdlet Reference.

Stop-EC2SpotFleetRequest
The following code example shows how to use Stop-EC2SpotFleetRequest.
Tools for PowerShell

Example 1: This example cancels the specified Spot fleet request and terminates the
associated Spot instances.

Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
aa30-494c-8788-1cee4EXAMPLE -TerminateInstance $true

Example 2: This example cancels the specified Spot fleet request without terminating the
associated Spot instances.
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Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
2a30-494c-8788-1cee4EXAMPLE -TerminateInstance $false

» For API details, see CancelSpotFleetRequests in AWS Tools for PowerShell Cmdlet Reference.

Stop-EC2SpotInstanceRequest
The following code example shows how to use Stop-EC2SpotInstanceRequest.
Tools for PowerShell

Example 1: This example cancels the specified Spot instance request.

Stop-EC2SpotInstanceRequest -SpotInstanceRequestId sir-12345678

Output:

SpotInstanceRequestId State

sir-12345678 cancelled

» For API details, see CancelSpotinstanceRequests in AWS Tools for PowerShell Cmdlet

Reference.

Unregister-EC2Address
The following code example shows how to use Unregister-EC2Address.
Tools for PowerShell

Example 1: This example disassociates the specified Elastic IP address from the specified
instance in a VPC.

Unregister-EC2Address -AssociationId eipassoc-12345678

Example 2: This example disassociates the specified Elastic IP address from the specified
instance in EC2-Classic.

Unregister-EC2Address -PublicIp 203.0.113.17
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» For API details, see DisassociateAddress in AWS Tools for PowerShell Cmdlet Reference.

Unregister-EC2Image
The following code example shows how to use Unregister-EC2Image.
Tools for PowerShell

Example 1: This example deregisters the specified AMI.
Unregister-EC2Image -Imageld ami-12345678

« For API details, see Deregisterlmage in AWS Tools for PowerShell Cmdlet Reference.

Unregister-EC2PrivateIpAddress
The following code example shows how to use Unregister-EC2PrivateIpAddress.
Tools for PowerShell

Example 1: This example unassigns the specified private IP address from the specified
network interface.

Unregister-EC2PrivateIpAddress -NetworkInterfaceld eni-la2b3c4d -PrivateIpAddress
10.0.0.82

» For API details, see UnassignPrivatelpAddresses in AWS Tools for PowerShell Cmdlet Reference.

Unregister-EC2RouteTable
The following code example shows how to use Unregister-EC2RouteTable.
Tools for PowerShell

Example 1: This example removes the specified association between a route table and a
subnet.

Unregister-EC2RouteTable -AssociationId rtbassoc-1la2b3c4d

« For API details, see DisassociateRouteTable in AWS Tools for PowerShell Cmdlet Reference.
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Update-EC2SecurityGroupRuleIngressDescription

The following code example shows how to use Update-
EC2SecurityGroupRuleIngressDescription.

Tools for PowerShell

Example 1: Updates the description of an existing ingress (inbound) security group rule.

$existingInboundRule = Get-EC2SecurityGroupRule -SecurityGroupRuleld
"sgr-1234567890"

$rulewithUpdatedDescription = [Amazon.EC2.Model.SecurityGroupRuleDescription]e{
"SecurityGroupRuleId" = $existingInboundRule.SecurityGroupRuleld
"Description" = "Updated rule description”

Update-EC2SecurityGroupRuleIngressDescription -GroupId $existingInboundRule.GroupId
-SecurityGroupRuleDescription $ruleWithUpdatedDescription

Example 2: Removes the description of an existing ingress (inbound) security group rule (by
omitting the parameter in the request).

$existingInboundRule = Get-EC2SecurityGroupRule -SecurityGroupRuleId
"sgr-1234567890"

$ruleWithoutDescription = [Amazon.EC2.Model.SecurityGroupRuleDescription]@{
"SecurityGroupRuleId" = $existingInboundRule.SecurityGroupRuleId

}

Update-EC2SecurityGroupRuleIngressDescription -GroupId $existingInboundRule.GroupId
-SecurityGroupRuleDescription $ruleWithoutDescription

» For API details, see UpdateSecurityGroupRuleDescriptionsingress in AWS Tools for PowerShell

Cmdlet Reference.

Amazon ECR examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with Amazon ECR.
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Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions

Get-ECRLoginCommand
The following code example shows how to use Get-ECRLoginCommand.

Tools for PowerShell

Example 1: Returns a PSObject containing login information that can be used to
authenticate to any Amazon ECR registry that your IAM principal has access to. The
credentials and region endpoint required for the call to obtain the authorization

token are obtained from the shell defaults (set up by the Set-AWSCredential/Set-
DefaultAWSRegion or Initialize-AWSDefaultConfiguration cmdlets). You can use
the Command property with Invoke-Expression to log in to the specified registry or use the
returned credentials in other tools requiring login.

Get-ECRLoginCommand

Output:
Username ¢ AWS
Password : eyJwYX1lsb2Fk...kRBVEFfSQVZIn@=
ProxyEndpoint : https://123456789012.dkr.ecr.us-west-2.amazonaws.com
Endpoint : https://123456789012.dkr.ecr.us-west-2.amazonaws.com
ExpiresAt : 9/26/2017 6:08:23 AM
Command : docker login --username AWS --password

eyJwYX1sb2Fk...kRBVEFfSQOVZIn@= https://123456789012.dkr.ecr.us-west-2.amazonaws.com

Example 2: Retrieves a PSObject containing login information that you use as an input to a
docker login command. You can specify any Amazon ECR registry URI to authenticate to as
long as your IAM principal has access to that registry.
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(Get-ECRLoginCommand).Password | docker login --username AWS --password-stdin
012345678910.dkr.ecr.us-east-1.amazonaws.com

» For API details, see Get-ECRLoginCommand in AWS Tools for PowerShell Cmdlet Reference.

Amazon ECS examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with Amazon ECS.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

e Actions

Actions

Get-ECSClusterDetail
The following code example shows how to use Get-ECSClusterDetail.
Tools for PowerShell

Example 1: This cmdlet describes one or more of your ECS clusters.

Get-ECSClusterDetail -Cluster "LAB-ECS-CL" -Include SETTINGS | Select-Object *

Output:
LoggedAt : 12/27/2019 9:27:41 PM
Clusters : {LAB-ECS-CL}
Failures : {3
ResponseMetadata : Amazon.Runtime.ResponseMetadata
ContentLength : 396
HttpStatusCode : 0K
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« For API details, see DescribeClusters in AWS Tools for PowerShell Cmdlet Reference.

Get-ECSClusterlList

The following code example shows how to use Get-ECSClusterList.
Tools for PowerShell

Example 1: This cmdlet returns a list of existing ECS clusters.

Get-ECSClusterList

Output:

arn:aws:ecs:us-west-2:012345678912:cluster/LAB-ECS-CL
arn:aws:ecs:us-west-2:012345678912:cluster/LAB-ECS

« For API details, see ListClusters in AWS Tools for PowerShell Cmdlet Reference.

Get-ECSClusterService

The following code example shows how to use Get-ECSClusterService.
Tools for PowerShell

Example 1: This example lists all services running in your default cluster.
Get-ECSClusterService

Example 2: This example lists all services running in the specified cluster.
Get-ECSClusterService -Cluster myCluster

o For API details, see ListServices in AWS Tools for PowerShell Cmdlet Reference.

Get-ECSService

The following code example shows how to use Get-ECSService.
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Tools for PowerShell

Example 1: This example shows how to retrieve details of a specific service from your
default cluster.

Get-ECSService -Service my-hhtp-service

Example 2: This example shows how to retrieve details of a specific service running in the
named cluster.

Get-ECSService -Cluster myCluster -Service my-hhtp-service

« For API details, see DescribeServices in AWS Tools for PowerShell Cmdlet Reference.

New-ECSCluster

The following code example shows how to use New-ECSCluster.

Tools for PowerShell

Example 1: This cmdlet creates a new Amazon ECS cluster.

New-ECSCluster -ClusterName "LAB-ECS-CL" -Setting @{Name="containerInsights"
Value="enabled"}

Output:
ActiveServicesCount : 0
Attachments : {3
AttachmentsStatus
CapacityProviders : {3
ClusterArn : arn:aws:ecs:us-west-2:012345678912:cluster/LAB-
ECS-CL
ClusterName : LAB-ECS-CL
DefaultCapacityProviderStrategy : {3
PendingTasksCount : 0
RegisteredContainerInstancesCount : @
RunningTasksCount : 0
Settings : {containerInsights}
Statistics : {3
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Status : ACTIVE
Tags : {3

« For API details, see CreateCluster in AWS Tools for PowerShell Cmdlet Reference.

New-ECSService
The following code example shows how to use New-ECSService.
Tools for PowerShell

Example 1: This example command creates a service in your default cluster called "ecs-
simple-service *. The service uses the “ecs-demo " task definition and it maintains 10
instantiations of that task.

New-ECSService -ServiceName ecs-simple-service -TaskDefinition ecs-demo -
DesiredCount 10

Example 2: This example command creates a service behind a load balancer in your default
cluster called "ecs-simple-service *. The service uses the “ecs-demo " task definition and it
maintains 10 instantiations of that task.

$1b = @{
LoadBalancerName = "EC2Contai-EcsElast-S06278JGSJICM"
ContainerName = "simple-demo"

ContainerPort = 80

}

New-ECSService -ServiceName ecs-simple-service -TaskDefinition ecs-demo -
DesiredCount 10 -LoadBalancer $1b

« For API details, see CreateService in AWS Tools for PowerShell Cmdlet Reference.

Remove-ECSCluster
The following code example shows how to use Remove-ECSCluster.
Tools for PowerShell

Example 1: This cmdlet deletes the specified ECS cluster. You must deregister all container
instances from this cluster before you may delete it.
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Remove-ECSCluster -Cluster "LAB-ECS"

Output:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-ECSCluster (DeleteCluster)" on target "LAB-ECS".
[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'): Y

« For API details, see DeleteCluster in AWS Tools for PowerShell Cmdlet Reference.

Remove-ECSService

The following code example shows how to use Remove-ECSService.

Tools for PowerShell

Example 1: Deletes the service named 'my-http-service' in the default cluster. The service
must have a desired count and running count of 0 before you can delete it. You are
prompted for confirmation before the command proceeds. To bypass the confirmation
prompt add the -Force switch.

Remove-ECSService -Service my-http-service

Example 2: Deletes the service named 'my-http-service' in the named cluster.

Remove-ECSService -Cluster myCluster -Service my-http-service

« For API details, see DeleteService in AWS Tools for PowerShell Cmdlet Reference.

Update-ECSClusterSetting

The following code example shows how to use Update-ECSClusterSetting.

Tools for PowerShell

Example 1: This cmdlet modifies the settings to use for an ECS cluster.
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Update-ECSClusterSetting -Cluster "LAB-ECS-CL" -Setting @{Name="containerInsights";
Value="disabled"}

Output:
ActiveServicesCount 0
Attachments : {3
AttachmentsStatus
CapacityProviders : {1
ClusterArn : arn:aws:ecs:us-west-2:012345678912:cluster/LAB-
ECS-CL
ClusterName : LAB-ECS-CL
DefaultCapacityProviderStrategy : {3
PendingTasksCount : 0
RegisteredContainerInstancesCount : @
RunningTasksCount : 0
Settings : {containerInsights}
Statistics : {2
Status : ACTIVE
Tags : {1

« For API details, see UpdateClusterSettings in AWS Tools for PowerShell Cmdlet Reference.

Update-ECSService
The following code example shows how to use Update-ECSService.
Tools for PowerShell

Example 1: This example command updates the “my-http-service " service to use the
“amazon-ecs-sample task definition.

Update-ECSService -Service my-http-service -TaskDefinition amazon-ecs-sample

Example 2: This example command updates the desired count of the " my-http-service’
service to 10.

Update-ECSService -Service my-http-service -DesiredCount 10

» For API details, see UpdateService in AWS Tools for PowerShell Cmdlet Reference.
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Amazon EFS examples using Tools for PowerShell

The following code examples show you how to perform actions and implement common scenarios
by using the AWS Tools for PowerShell with Amazon EFS.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios.

Each example includes a link to the complete source code, where you can find instructions on how
to set up and run the code in context.

Topics

« Actions

Actions

Edit-EFSMountTargetSecurityGroup
The following code example shows how to use Edit-EFSMountTargetSecurityGroup.
Tools for PowerShell

Example 1: Updates the security groups in effect for the specified mount target. Up to 5 may
be specified, in the format "sg-xxxxxxxx".

Edit-EFSMountTargetSecurityGroup -MountTargetId fsmt-la2b3c4d -SecurityGroup sg-
groupl,sg-group3

» For API details, see ModifyMountTargetSecurityGroups in AWS Tools for PowerShell Cmdlet
Reference.

Get-EFSFileSystem
The following code example shows how to use Get-EFSFileSystem.
Tools for PowerShell

Example 1: Returns the collection of all file systems owned by the caller's account in the
region.
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Get-EFSFileSystem

Output:
CreationTime : 5/26/2015 4:02:38 PM
CreationToken : 1a2bff54-85e0-4747-bd95-7bcl172c4f555
FileSystemId : fs-1a2b3c4d
LifeCycleState : available
Name :
NumberOfMountTargets : 0
OwnerId : 123456789012
SizeInBytes : Amazon.ElasticFileSystem.Model.FileSystemSize
CreationTime : 5/26/2015 4:06:23 PM
CreationToken : 2b4daal4s-85e0-4747-bd95-7bcl72c4f555
FileSystemId : fs-4d3c2bla

Example 2: Returns the details of the specified file system.

Get-EFSFileSystem -FileSystemId fs-1la2b3c4d

Example 3: Returns the details of a file system using the idempotency creation token that
was specified at the time the file system was created.

Get-EFSFileSystem -CreationToken 1la2bff54-85e0-4747-bd95-7bcl72c4f555

» For API details, see DescribeFileSys