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Abstract. Poisoning-based backdoor attacks pose significant threats to
deep neural networks by embedding triggers in training data, causing
models to misclassify triggered inputs as adversary-specified labels while
maintaining performance on clean data. Existing poison restraint-based
defenses often suffer from inadequate detection against specific attack
variants and compromise model utility through unlearning methods that
lead to accuracy degradation. This paper conducts a comprehensive anal-
ysis of backdoor attack dynamics during model training, revealing that
poisoned samples form isolated clusters in latent space early on, with
triggers acting as dominant features distinct from benign ones. Leverag-
ing these insights, we propose Cluster Segregation Concealment (CSC),
a novel poison suppression defense. CSC first trains a deep neural net-
work via standard supervised learning while segregating poisoned sam-
ples through feature extraction from early epochs, DBSCAN clustering,
and identification of anomalous clusters based on class diversity and den-
sity metrics. In the concealment stage, identified poisoned samples are
relabeled to a virtual class, and the model’s classifier is fine-tuned us-
ing cross-entropy loss to replace the backdoor association with a benign
virtual linkage, preserving overall accuracy. CSC was evaluated on four
benchmark datasets against twelve poisoning-based attacks, CSC outper-
forms nine state-of-the-art defenses by reducing average attack success
rates to near zero with minimal clean accuracy loss. Contributions in-
clude robust backdoor patterns identification, an effective concealment
mechanism, and superior empirical validation, advancing trustworthy ar-
tificial intelligence.

Keywords: Backdoor Defense · Trustworthy Artificial Intelligence · Se-
curity and Privacy

1 Introduction

Deep learning has been extensively utilized in diverse applications, including
safety-critical domains where reliability is crucial, such as autonomous vehicles
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[19], medical diagnosis [29]. The training of deep learning models typically re-
quires a substantial volume of training data. However, acquiring large-scale, high-
quality datasets presents significant challenges in practice. Consequently, certain
individuals or organizations may opt to source data from unreliable third-party
platforms.

Although untrustworthy data sources offer a convenient means for developers
to construct their deep learning models, they also introduce substantial security
risks. One prevalent threat is the poisoning-based backdoor attack, in which
adversaries embed triggers into a subset of benign samples and reassign them to
a target label specified by the adversary. By subsequently training a deep learning
model on this compromised dataset, the association between the backdoor trigger
and the target label, namely the backdoor, is embedded within the model. During
the inference stage, the backdoored model performs correctly on pure inputs but
classifies any samples containing the backdoor trigger as the adversary-specified
label.

Researchers have devised a range of empirical defenses to address the vul-
nerabilities posed by backdoor attacks. Poison restraint-based approaches stand
out among them, having shown encouraging outcomes in recent studies. Such
defenses seek to thwart the establishment of backdoors through the mitigation of
poisoned samples’ influence amid model training. As illustrations, Anti-Backdoor
Learning (ABL) [20] identifies poisoned from clean samples via loss examination
and removes backdoors by applying machine unlearning to those poisoned sam-
ples; Decoupling-based Backdoor Defense (DBD) [16] thwarts backdoor threats
by leveraging separate optimization of the feature extractor and classifier com-
ponents; and NON-LinEarity (NONE) [35] imposes non-linear boundaries in
decision spaces during optimization to diminish backdoor efficacy.

Despite the proven efficacy of current poison restraint-based defenses, they
encounter several shortcomings. In particular, the detection criteria employed
by these methods can prove inadequate against specific attack variants [7]. For
example, DBD [16] relied on symmetric cross entropy loss which was initially in-
tended for noisy label learning to identify poisoned samples, which may lead to
ineffectiveness in countering clean-label attacks [38] since poisoned and benign
samples display comparable symmetric cross entropy losses in these scenarios.
Such detection shortcomings subsequently compromise the backdoor elimina-
tion stage; misclassifying benign samples as poisoned, for instance, not only
leaves backdoors intact but also degrades overall model utility. Moreover, ex-
isting poison restraint-based defenses predominantly eradicate backdoors via
machine unlearning [34,2,36,6,30,5], which involves amplifying discrepancies be-
tween model outputs and labels of poisoned data. While effective at backdoor
mitigation these techniques frequently yield diminished classification precision
or, in extreme cases, produce entirely dysfunctional models. To overcome these
challenges, we introduce CSC a new defense approach that demonstrates roubust
performance against poisoning-based backdoor attacks while preserving elevated
accuracy in the resulting models.
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Investigations. We begin comprehensively examining the fundamental pro-
cesses underlying poisoning-based backdoor attacks. This entails a detailed in-
vestigation into the dynamics of these attacks throughout the training of models,
particularly in the latent representation space. Our findings uncover important
revelations. Initially, the backdoor trigger serves as a dominant characteristic
associated with the intended label, thereby facilitating quicker acquisition of
poisoned samples relative to benign ones. Consequently, this results in poisoned
samples aggregating into a conspicuous segregated group, readily separable from
benign samples during the early phases of model training. Additionally, poisoned
samples exhibit distinctive attributes in contrast to their benign counterparts.
By extension, a singular linkage emerges between backdoor attributes and the
designated labels, markedly diverging from the connections linking benign at-
tributes to the corresponding labels of benign samples.
Our Work. Drawing from the aforementioned investigations, we introduced an
approach termed "Cluster Segregation Concealment (CSC)", which leverages
the fundamental dynamics of data-poisoning backdoor attacks to counteract
their impact and effectively ensnare the adversaries. In detail, CSC initiates the
process with conventional supervised training of a Deep Neural Network (DNN)
model. Concurrently, the module for isolating poisoned samples examines select
early epochs to pinpoint contaminated data in the training set, achieving this
by grouping example features across those epochs and pinpointing anomalous
clusters likely harboring poisoned instances. Following the conclusion of initial
training, the backdoor concealment (BC) module refines the model’s classifier
component to excise embedded backdoors. This involves initially assigning a
novel virtual category to the identified poisoned samples, thereby forming an
updated training set, followed by optimization of the classifier on this revised
dataset via cross-entropy loss. Consequently, model backdoors are neutralized
through the establishment of an alternative virtual linkage that supplants the
prior association between backdoor attributes and the intended labels.

We evaluate the defensive efficacy of CSC via comparisons against nine state-
of-the-art (SOTA) poison restraint-based methods, utilizing four datasets under
twelve distinct poison-based backdoor attack methods. Our experimental find-
ings reveal that CSC provides concurrent robust and efficient safeguarding. No-
tably, it reduces the mean attack success rate to an extremely low level while
imposing a negligible accuracy penalty on average, substantially surpassing the
performance of alternative defenses. Our main contributions are as follows:

– We undertake a comprehensive examination of the dynamics in poisoning-
based backdoor attacks throughout the model training stage, identifying ro-
bust patterns across diverse attack methods that highlight pronounced dis-
parities in latent representations and label association trajectories between
poisoned and benign samples.

– We introduce CSC, an innovative defense mechanism grounded in poison sup-
pression, which proficiently eradicates backdoors from compromised models
while upholding their classification efficacy.
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Table 1: Notations
Symbols Definitions

T Trigger insertion mapping
D Training dataset
Db Benign training dataset
Dp Poisoned training dataset
Dsp Segregated poisoned dataset
Dsb Segregated benign dataset
D†

sp Relabeled poisoned dataset
D† Augmented dataset
M Model
h Classification head
ϵ Feature extractor
z Features

– We validate CSC’s effectiveness via rigorous testing against twelve distinct
attack scenarios on four benchmark datasets, with outcomes indicating su-
perior defensive outcomes relative to nine SOTA poison restraint-based al-
ternatives.

2 Related Work and Preliminaries

2.1 Deep Learning-Based Classifier

Our study focuses on Deep Neural Network (DNN) models designed for image
classification. Consider an input space X ∈ RH×W×C with W denoting image
width, H representing height and C indicating the number of channels, alongside
a label set Y = {1, 2, 3, . . . , N}, where N specifies the total classes indexed by n.
A DNN for this purpose constitutes a prediction function f : X → Y, whereby
f processes an input image x ∈ X to yield its corresponding class y ∈ Y. We
decompose f as f = h ◦ ϵ, with h serving as the linear layer that converts latent
embeddings to output predictions and ϵ as the feature extractor. Acquiring such
a f typically demands assembling a training set D = {(xi, yi)}ni=1, comprising
image-label pairs. Further, f is optimized on D through the minimization of
training loss E(f) governed by a specified loss L:

E(f) =
1

n

n∑
i=1

L(f(xi), yi), (1)

where loss function (L) is usually the vanilla cross-entropy (CE) loss in classifi-
cation tasks.

2.2 Poisoning-based Backdoor Attacks

Dirty-label attacks represent a category of backdoor strategies where the des-
ignated target label diverges from the true label of the poisoned sample. In these
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attacks, the adversary modifies a subset of the training data by injecting a trig-
ger pattern and altering the labels to a specific target class, formally expressed
as: given a dataset D = {(xi, yi)

n
i=1}, the poisoned dataset Dp includes samples

(x′
i = xi+ δ, y′i = t) where t ̸= yi and δ denotes the trigger perturbation. For ex-

ample, Gu et al. proposed BadNets [13], a method to backdoor machine learning
models using a blank pixel as a trigger to misclassify backdoor inputs as target
labels. Building upon this foundation, Liu et al. proposed the Trojan attack [25],
which inverts the neural architecture to craft a versatile trojan trigger, subse-
quently incorporating it into images to execute the assault. Similarly, Blend [9]
integrates triggers by merging arbitrary noise or Hello-Kitty visuals with the
source image, enhancing concealment through blend ratio modulation. In turn,
Adap-Blend [28] adopts an adaptable methodology that avoids uniform label
modifications across poisoned samples, utilizing a subdued trigger in the train-
ing stage contrasted with an intensified version at inference to ensure heightened
evasion.

Clean-label attacks constitute a form of backdoor strategy wherein the as-
signed target label aligns with the true label of the poisoned samples. In these
paradigm, the adversary modifies a subset of the training data belonging to the
target class t by injecting a trigger perturbation while preserving the original
labels, the poisoned dataset includes samples (x′

i = xi + δ, yi = t), where xi

belongs to class t and δ denotes the trigger perturbation. For example, Barni et
al. [1] incorporate triggers via a ramp imposition on clean target-class samples,
while Turner et al. [33] alter select clean samples from the class using adversarial
perturbations or generative architectures.

Feature space attacks represent a class of poisoning-based backdoor attacks
in which the trigger is input-dependent, ensuring that distinct poisoned sam-
ples incorporate unique triggers. Formally, such attacks employ a parameterized
generator (g(·; θ) : X → P that produces a trigger t = g(x; θ) conditioned on
the clean input x ∈ X . The poisoned sample is then constructed as x̂ = B(x, t),
where B is an injection function (e.g., blending or warping), and the model is
trained to map x̂ to a target label while preserving normal behavior on clean
inputs.

Representative examples include ABS [24], which embeds triggers via input-
specific image style modifications; IAB [26], which optimizes an input-aware
generator to produce diverse, non-reusable triggers; WaNet [27], which exploits
image warping for imperceptible, input-varying perturbations; and SSBA [22,23],
which leverages a pretrained encoder-decoder to generate sample-specific triggers
inspired by DNN-based steganography [17,4]. These methods enhance stealthi-
ness by breaking the uniform-trigger assumption underlying many defenses.

2.3 Defense against Backdoor Attacks

Numerous defenses counteract poisoning-based backdoor attacks in deep neu-
ral networks (DNNs), primarily using poison restraint methods that mitigate
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the influence of contaminated samples during training. ABL exploits the faster
loss convergence of poisoned data. It identifies contaminants via loss trajectories
and eradicates backdoors through unlearning, maximizing prediction errors on
detected poisons against target classes. Similarly, DBD uses self-supervised pre-
training to obtain a feature extractor insulated from trigger-target correlations.
It optimizes the classifier using symmetric cross-entropy (SCE) loss, isolates be-
nign samples with lower SCE values, and refines the model semi-supervisedly by
assigning labels to clean data and treating the remainder as unlabeled.

ASD extends this approach by dynamically partitioning the dataset with
SCE. It delineates hard clean samples from poisons via loss thresholds and ap-
plies semi-supervised learning across labeled and unlabeled pools to improve re-
silience. EBD exploits representational inconsistencies in poisoned images under
transformations to stratify data into poisoned, benign, and ambiguous subsets.
It introduces two schemes. D-BR performs iterative unlearning and relearning
similar to ABL, whereas D-ST uses mixed cross-entropy training to learn on
benign data while unlearning poisons.

NONE identifies backdoor-induced hyperplanes in neuron activations, pre-
emptively filtering poisons to avoid these linear decision surfaces and yield
backdoor-free models. Finally, CBD forgoes explicit detection. It harnesses a
deliberately backdoored auxiliary model to capture causal attack effects and
enforce representational independence during training, redirecting the focus to
authentic causal pathways and inhibiting backdoor embedding.

3 Problem Formulation

3.1 Constraints of current defense mechanisms

Although existing poison suppression defenses against backdoor attacks in deep
neural networks are effective, they exhibit limitations in detection robustness and
model performance. Specific attack variants can evade current detection mech-
anisms. For example, ABL relies on loss reduction rates, failing in multi-target
scenarios like BadNets. The SCE loss used by DBD and ASD targets noisy labels
and proves inadequate against clean-label attacks. EBD assesses feature consis-
tency under transformations, but this is circumvented when poisoned features
remain invariant, as seen in CL. Additionally, NONE assumes a single trigger,
failing against sample-specific attacks like SSBA. Furthermore, these defenses
often compromise model utility. ABL and EBD induce performance degradation
via machine unlearning, risking loss explosion and catastrophic forgetting. DBD
and ASD discard valuable labels in self-supervised or semi-supervised schemes.
NONE impairs convergence through neuron resetting. Finally, CBD enforces
representational independence, which may inadvertently limit the clean model’s
capacity by overlooking shared legitimate causal relationships.

3.2 Threat Model

Adversary’s Goals. Adversaries seek to embed poisoned samples within a
training set, enabling the result model to fulfill two goals: G1: Efficacy. The
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Fig. 1: Overview of CSC. (a) depicts the adversary’s procedure for embedding a
trigger, laying the groundwork for detecting poisoned samples within poisoning-
based backdoor scenarios. (b) outlines the initial training stage, in which the
model extracts features, performs clustering, and detects groupings indicative
of potentially poisoned samples. (c) describes the backdoor concealment stage,
during which we fine-tune the classifier. Initially we freeze the feature extractor
and relabel the poisoned samples, followed by retraining the classification head
to achieve the elimination of the backdoor.

efficacy goal mandates that the model classify all inputs bearing a trigger se-
lected by the adversary as the designated target class. G2: Preservation. The
preservation goal ensures sustained elevated performance on untriggered input.
Adversary’s Knowledge. In this study, we posit that adversaries have no
access to or control over the training process, including the loss functions and
model architectures.
Adversary’s Capabilities. Adversaries are restricted to modifying a small
proportion of the training data. Formally, denote the benign training set as
Db = {(xi, yi)}ni=1, the adversary-defined trigger insertion mapping as T : X ⇒ X̃
and the label reassigning mapping as ζ : X⊙Y ⇒ Ỹ. Adversaries craft T and ζ to
corrupt the subset of samples under their influence. In detail, they covert a sub-
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set Dυ ∈ Db into D′
υ = {(T (xi), ζ(xi, yi))|(xi, yi ∈ Dυ)}, forming the poisoned

training set Dp = D′
υ ∪ (Db\Dυ). Upon training a model M using the poisoned

dataset Dp, the backdoor becomes embedded, leading model M to designate the
adversary-chosen target label for any triggered inputs while maintaining elevated
accuracy on untainted data.
Defender’s Goal. The goal of defender is to train a robust model using the
provided dataset, such that inputs embedding a backdoor trigger are not clas-
sified as the adversary-specified label, while simultaneously preserving elevated
accuracy on benign samples lacking any trigger.
Defender’s Knowledge. We consider a setting in which defenders maintain
full authority over the training pipeline, including the selection of model ar-
chitectures and loss functions. In contrast, defenders possess no prior knowledge
regarding the proportion or distribution of poisoned samples within the provided
training dataset.

3.3 Backdoor Properties

Backdoor attacks aim to implant triggers in a model so that any input contain-
ing the triggers is misclassified to a predetermined target label. In essence, the
attacker seeks to embed a spurious association between the trigger pattern and
the target label within the model. Poisoning-based backdoor attacks achieve this
by deliberately inserting the trigger into a subset of training images and reas-
signing their labels to the target class. The resulting poisoned samples exhibit
two key properties:

– P1: The trigger functions as a dominant feature predictive of the target label.
High attack success rates require the model to establish a reliable mapping
from the trigger to the target label. Consequently, the trigger must appear as
a salient attribute naturally associated with the target class, thereby allowing
the model to readily learn this robust association.

– P2: Poisoned samples possess distinctive features relative to clean samples.
The strong induced correlation between the trigger and the target label
typically produces highly discriminatory features in the poisoned data. Fur-
thermore, for triggered inputs to be consistently classified as the target, the
backdoor features must override the original semantic features of the sam-
ples. Thus, poisoned samples display feature representations that markedly
differ from those of benign samples.

4 Methodology

The CSC encompasses two primary stages (An overview of CSC is presented in
Figure 1): (1) Segregation and (2) Concealment. During the Segregation stage,
the model M undergoes training on the training dataset D through standard
supervised learning. Within this training procedure, poisoned samples isolation
is applied by examining early training epochs to identify poisoned samples in D.
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Fig. 2: Visualization of training samples in latent space at the early training
stage, the poisoned samples are shown in black cluster.

The concealment stage involves executing backdoor hiding to eliminate the vul-
nerabilities embedded in the model from prior stage. Specifically, the segregated
poisoned subset Dsp is reassigned labels, after which the classification component
of the model is retrained on Dsp to obscure the backdoors. Additional details on
CSC are provided in the subsequent sections.

4.1 Segregation Stage

Segregation stage seeks to identify poisoned samples within the provided training
dataset D. We posit that, in the preliminary stage of model training, these poi-
soned samples will coalesce into a notable anomalous cluster, readily separable
from benign counterparts. Thus, our approach involves scrutinizing the repre-
sentations of training samples across the EPdetct epochs to differentiate poisoned
from benign samples. As illustrated in Figure 1, the process for this segregation
method initiates by deriving latent features from samples x in dataset D. These
representations are subsequently partitioned into multiple clusters. Thereafter,
we assess the clusters to locate the aberrant group likely encompassing poisoned
samples. Poisoned samples are ultimately pinpointed using these anomalous clus-
ters.

Feature Extraction: This process commences with the derivation of repre-
sentations for samples within the given training set D. Consistent with prior
studies [35,8], our approach utilizes representations of the second to last layer,
extracted for the training samples. Specifically, for each sample xi ∈ D, we for-
ward it through the model M and capture the second to last layer’s output as
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its corresponding feature zi. To formalize this, we decompose M = h ◦ ϵ, with
ϵ denoting the feature extractor comprising all layers preceding the final one in
M, and h representing the classification head, embodied by M’s terminal fully-
connected layer. Accordingly, the representation zi for xi ∈ D is expressed as
zi = ϵ(xi).

Clustering: We utilize the density-based spatial clustering of applications with
noise (DBSCAN) [11] to partition the latent representations z derived from all
training samples into separate clusters. Our rationale for selecting DBSCAN en-
compasses two key aspects: (I) Establishing the cluster count within the represen-
tation space presents a considerable challenge, thereby disqualifying approaches
like K-means that demand advance specification of this quantity. Instead, as a
density-oriented method, DBSCAN aggregates spatially adjacent points in re-
gions of elevated density, obviating the need for predefined cluster numbers. (II)
Furthermore, DBSCAN exhibits established efficacy and efficiency, could with
extensive application in diverse fields. Clustering via DBSCAN involves two hy-
perparameters: eps, which specifies the threshold distance delineating neighbor-
hood extents for data points, and MinPts, which indicates the requisite number
of adjacent points to constitute a cluster.

Suspicious Cluster Identification: Utilizing the obtained feature groupings,
we proceed to detect anomalous clusters potentially incorporating poisoned sam-
ples. The underlying principle deems a cluster suspicious provided it does not
constitute the most populous group. In line with this, we sequentially evaluate
each group generated via the DBSCAN method, assessing its suspicious status
through metrics capturing the diversity of classes it spans alongside its density.
A cluster qualifies as suspicious if it spans either a single class or the full set of
classes while simultaneously not tanking as the largest.

Poisoned Sample Identification: Leveraging the identified anomalous clus-
ters, we ultimately pinpoint the poisoned samples embedded in the training set
from among these groups. The procedure for detecting such poisoned samples
is delineated in Alg. 1. Within this framework, D signifies the initial training
dataset, potentially harboring poisoned samples; M represents the model slated
for optimization and EPdetect indicates the count of preliminary epochs utilized
for isolating the poisoned samples.

We begin by conducting standard supervised learning of the model M for
EPdetect initial epochs, during which suspicious clusters are identified at the end
of each epoch. Specifically, within every epoch e, the model is first updated us-
ing conventional supervised optimization. Subsequently, feature representations
are extracted from all training samples, followed by dimensionality reduction of
these representations. The reduced features are then grouped into distinct clus-
ters. Next, suspicious clusters are detected according to the criterion described
in section 4.1, and these clusters are accumulated in the global list "allSuspi-
ciousClusters". Per our established rule, any cluster other than the largest (i.e.,
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Algorithm 1 Poisoned Sample Segregation
1: Input: Dataset D, ClassifierM, Detection Epochs EPdetect

2: Output: Segregated Poisoned Dataset Dsp, Segregated Benign Dataset Dsb, Model
M

3: allSuspiciousClusters ← ∅;
4: while Epoch e ≤ EPdetct do
5: Training the classifier M;
6: zi ← ExtractFeature (M, D);
7: zi ← t-SNE (zi);
8: clusters ← DBScan (zi, D);
9: sc ← DetectClusters (clusters);

10: asc ← allSuspiciousClusters.Extend (sc);
11: end while
12: Dsp ← asc;
13: Dsb ← D \Dsp;
14: return Dsp,Dsb,M

the one encompassing the greatest number of samples) is classified as suspicious.
Ultimately, all samples residing in suspicious clusters are designated as poisoned
samples, thereby constituting the poisoned subset Dsp, while the original dataset
is partitioned into benign and poisoned portions.
Note. In Alg. 1, poisoned samples within the training dataset are identified by
aggregating information across a total of EPdetect epochs rather than relying
on a single epoch. This design choice stems from the inherent instability of
model training during its initial stages, which our poisoned sample isolation
method specifically targets. Consequently, detection based on any individual
epoch tends to yield suboptimal performance owing to the stochastic nature of
the optimization process. By incorporating dynamics from all EPdetct epochs, we
achieve more consistent training trajectories, thereby enhancing the effectiveness
and reliability of poisoned samples detection.

4.2 Concealment Stage

Here, we present our Backdoor Concealment (BC) approach, designed to counter-
act the adverse effects induced by poisoned samples following the completion of
standard supervised learning. The core principle underlying this method involves
disrupting the association between backdoor features and the adversary-selected
target labels through retraining of the model’s classification head h within the
overall architecture M.

Utilizing the benign dataset Dsb and the poisoned dataset Dsp obtained
through poisoned sample segregation, we initially reassign labels to the sam-
ples in Dsp by associating them with a novel confusion class. This reassignment
disrupts the linkage between the poisoned samples and the target label selected
by the adversary. In effect, we introduce an additional poisoning step to the poi-
soned dataset Dsp using this new confusion class. Given that the original dataset
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Table 2: Comparisons of CSC with nine SOTA defense strategies (%). The results
obtained with ResNet-18.
Dataset Defense→ No defense DP-SGD [15] NAD [21] ABL [20] NONE [35] DBD [16] D-BR [8] D-ST [8] CBD [37] ASD [12] Ours

Attack↓ ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR

CIFAR-10 [18]

No attack 94.92 0.0 61.36 0 82.72 0.0 80.59 0.0 91.09 0.0 89.74 0.0 84.43 0 91.03 0.0 90.51 0.0 51.87 0 95.69 0.0
BadNets [13] 93.13 89.19 50.89 3.57 78.96 3.12 78.92 75.45 92.78 21.92 90.83 3.38 81.59 79.41 86.54 10.98 91.57 85.69 90.34 12.03 94.98 0.0
Trojan [25] 94.73 100.0 52.68 95.42 82.98 3.57 87.01 0.23 93.29 2.12 92.84 2.38 90.92 0.89 94.12 0.0 90.78 1.98 92.98 1.69 94.63 0.0
Blend-Strip [9] 94.86 100.0 51.46 100.0 82.91 54.75 82.45 3.32 91.45 41.02 93.13 1.93 90.35 71.55 93.19 0.0 90.77 4.51 91.64 100.0 95.07 0.01
Blend-Kitty [9] 94.62 100.0 53.18 99.40 84.11 0.75 83.25 0.0 92.54 2.83 92.24 2.33 92.04 64.56 93.23 0.15 90.87 47.78 92.57 0.68 94.23 0.0
SIG [1] 94.79 99.35 52.78 78.15 87.31 48.45 69.17 0.37 93.65 99.24 90.55 23.89 79.24 0.0 89.9 95.26 90.39 6.35 92.18 98.31 93.67 0.03
CL [33] 94.38 89.47 51.41 15.79 83.66 0.39 74.52 0.61 92.57 2.11 90.38 16.22 72.21 48.12 89.27 15.34 90.13 62.10 92.36 0.85 93.76 0.0
WaNet [27] 95.34 97.79 53.67 13.22 86.56 4.30 76.43 5.01 91.25 20.31 91.43 2.98 88.43 80.22 88.43 20.32 91.06 12.59 90.28 1.68 94.77 0.13
ABS [24] 94.86 99.45 47.39 77.37 84.56 7.12 72.21 4.64 91.78 80.34 89.04 26.56 91.72 97.48 87.43 98.38 92.30 6.23 91.90 1.33 93.07 0.03
IAB [26] 94.56 100.0 52.43 96.39 79.12 1.43 91.48 0.15 92.56 15.44 90.32 86.35 88.85 91.34 87.39 79.38 90.07 6.44 92.45 1.48 93.91 0.0
Adap-Blend [28] 95.02 90.29 52.38 15.59 84.43 20.73 61.39 90.39 92.45 67.04 91.24 75.65 84.24 63.28 90.37 66.66 91.70 77.0 92.41 28.04 94.34 0.0
Avg. 94.66 96.55 52.69 59.49 83.39 14.46 77.94 18.01 92.31 35.24 91.07 24.17 85.82 59.69 90.08 38.65 90.92 31.07 88.27 24.61 94.37 0.02

CIFAR-100 [18]

No attack 75.51 0.0 43.59 0.0 60.85 0 68.19 0.0 69.72 0.0 69.53 0.0 70.96 0.0 73.87 0.0 71.79 0.0 67.59 0.0 74.78 0.0
BadNets [13] 74.13 100.0 38.12 33.75 65.07 0.42 68.49 0.0 69.41 8.46 70.25 0.0 60.19 61.98 68.46 71.39 68.65 5.54 67.37 0.45 74.01 0.02
Trojan [25] 74.35 100.0 37.16 52.27 63.03 1.49 67.41 0.0 72.42 0.36 71.04 0.17 72.76 0.0 71.38 0.0 70.34 0.76 67.11 2.09 73.38 0.01
Blend-Strip [9] 74.41 100.0 43.36 98.47 63.23 0.45 64.91 0.0 71.35 64.53 70.29 5.25 72.16 0.42 71.53 0.0 70.83 8.14 66.92 99.18 74.32 0.0
Blend-Kitty [9] 74.18 100.0 43.71 96.15 65.62 6.38 68.18 0.0 73.12 40.27 70.25 22.67 71.13 0.0 71.39 0.0 70.18 21.86 68.16 99.34 74.15 0.0
WaNet [27] 73.18 88.78 41.03 36.18 66.34 1.89 65.23 0.0 68.21 77.34 70.21 7.58 71.25 77.84 70.15 42.94 71.23 80.70 63.29 7.08 72.85 0.0
ABS [24] 75.30 100.0 40.17 88.05 62.62 0.71 65.62 0.0 70.96 75.53 72.56 8.33 72.13 99.76 71.05 97.37 70.22 55.12 68.12 64.36 73.29 0.01
Avg. 74.44 98.13 41.02 67.48 63.82 1.89 66.86 0.0 70.74 44.41 70.59 7.40 70.08 40.0 71.12 35.28 70.46 28.69 66.94 45.42 73.83 0.01

GTSRB [31]

No attack 98.34 0.0 59.21 0.0 95.31 0.0 95.75 0.0 95.61 0.0 92.34 0.0 96.73 0.0 95.91 0.0 95.26 0.0 94.28 0.0 97.24 0.0
BadNets [13] 97.43 100.0 55.23 89.32 91.64 0.27 95.25 0.0 92.41 1.21 92.24 0.0 95.76 0.35 92.32 2.91 92.56 0.57 91.63 0.0 97.14 0.0
Trojan [25] 97.57 98.48 53.13 90.46 93.45 1.34 93.32 0.28 95.58 0.69 93.18 0.77 96.43 4.38 95.16 0.0 94.23 0.21 94.36 0.10 97.23 0.0
Blend-Strip [9] 97.22 100.0 56.29 21.23 90.58 17.44 93.75 10.39 95.35 2.87 90.18 3.35 95.32 30.54 92.81 0.19 95.74 0.83 90.44 0.10 96.37 0.21
Blend-Kitty [9] 96.13 100.0 54.73 97.14 91.08 0.59 93.10 2.67 95.23 11.65 92.41 10.92 94.21 5.72 93.44 15.65 96.75 2.58 95.36 1.56 95.94 0.37
SIG [1] 96.98 97.14 57.34 10.35 90.56 7.68 94.64 8.62 96.16 6.72 91.46 2.44 95.53 41.82 90.47 94.32 93.24 7.41 94.66 20.05 96.83 0.21
CL [33] 97.26 99.34 57.66 1.97 93.53 24.14 94.02 9.18 95.35 0.14 94.26 6.37 93.29 5.38 95.34 4.24 96.83 4.93 95.29 1.43 96.36 0.14
WaNet [27] 96.85 94.38 54.48 19.0 89.33 42.32 91.54 6.48 97.37 97.24 90.56 4.35 87.34 76.66 93.22 6.51 95.93 3.22 92.19 1.97 95.97 0.22
IAB [26] 97.41 100.0 54.25 89.64 93.34 23.17 94.27 5.21 95.93 5.62 94.73 4.21 95.34 1.83 95.35 0.0 95.82 0.76 94.54 0.59 96.24 0.33
Avg. 97.24 98.67 55.81 52.39 92.09 14.62 93.96 5.35 65.44 15.77 92.37 4.05 94.43 20.84 93.78 15.48 95.15 2.56 93.64 3.23 96.59 0.19

Tiny-ImageNet [10]

No attack 87.61 0 45.38 0 87.01 0.0 83.86 0.0 85.28 0.0 76.41 0.0 84.22 0.0 / 86.88 0.0 75.89 0.0 88.23 0.0
BadNets [13] 87.19 95.23 43.19 30.25 88.11 52.35 80.12 0.10 86.19 0.78 77.91 2.95 86.16 0.19 / 82.38 91.21 74.56 0.32 86.49 0.02
Blend-Strip [9] 86.76 92.56 49.33 81.53 88.23 46.37 80.34 0.26 79.31 99.16 75.59 0.32 85.63 15.28 / 84.54 94.61 75.36 0.42 87.12 0.0
Blend-Kitty [9] 86.34 99.15 47.35 98.68 82.52 98.74 76.47 0.0 85.16 97.95 74.33 8.73 85.37 13.48 / 85.34 65.30 75.33 5.22 85.92 0.0
SSBA [22] 88.91 99.13 40.48 89.17 88.27 64.19 80.18 0.0 85.74 97.31 76.56 15.32 84.11 97.37 / 86.10 74.64 75.16 1.34 87.93 0.0
WaNet [27] 86.14 98.32 47.51 51.21 87.47 56.35 80.16 10.97 85.73 55.74 75.90 19.44 85.10 19.7 / 83.22 16.12 73.13 0.69 85.33 0.28
Avg. 87.17 96.88 45.54 70.17 86.94 63.60 80.19 2.27 84.57 70.19 76.12 9.35 85.10 29.20 / 84.74 68.38 74.91 1.60 86.84 0.06

D comprises n classes, the confusion class is assigned the index n+1. The result-
ing relabeled poisoned dataset is therefore defined as D†

sp = {(x, n+1) | x ∈ Dsp}.
The augmented training set D† is subsequently formed by merging the benign
dataset Dsb with this relabeled poisoned set D†

sp, yielding D† = Dsb ∪ D†
sp.

Next, we embed the revised association linking the poisoned samples to the
novel introduced confusion class n+1 within the model. This is accomplished by
re-training solely the classification head h of M for Ec epochs on the augmented
training dataset D†, employing cross entropy loss. Throughout this retraining
stage, the feature extractor ϵ remains frozen, since it has already developed the
capacity to differentiate backdoor features from benign ones, and our objective
is confined to altering the correspondence between backdoor features and the
adversary-selected target label. Moreover, preserving the feature extractor ϵ in a
fixed state enables the classification head h to leverage discriminative represen-
tations more effectively previously acquired by ϵ. Consequently, this BC strategy
successfully redirects backdoor features towards the confusion class n+ 1, while
preserving strong classification performance on benign samples.

5 Experiments

5.1 Settings

Datasets and Models. We comprehensively evaluate the proposed CSC method
on four widely adopted benchmark datasets: CIFAR-10 [18], CIFAR-100 [18],
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GTSRB [31], and Tiny-ImageNet [10]. For model architectures, we employ ResNet-
18 [14] to assess its robustness.
Attacks. Our evaluation encompasses 12 poisoning-based backdoor attacks,
comprising six dirty-label attacks (BadNets, Trojan, Blend-Strip, Blend-Kitty,
and Adap-Blend), two clean-label attacks (CL and SIG), and four feature-level
attacks (ABS, IAB, WaNet and SSBA). In addition, we include the natural trig-
ger setting in CIFAR-10. All attacks are implemented using the publicly available
source code provided with their respective publications, preserving their original
hyperparameter configurations. Moreover, certain attacks (such as clean-label
attacks and Trojan) are excluded from CIFAR-100 and Tiny-ImageNet, as they
do not scale effectively to these datasets.
Baselines. We evaluate our proposed CSC against 9 SOTA defense strategies:
ABL, DBD, D-BR, D-ST, NONE, CBD, ASD, DP-SGD, and NAD. For each
of these 9 methods, we employ their publicly released official implementations
along with the default hyperparameter settings reported in the respective original
manuscripts. In addition, we report results for standard deep neural networks
trained in the absence of any defensive mechanism.
Evaluation Metrics. We adopt Accuracy (ACC) and Attack Success Rate
(ASR) as the primary metrics for assessing defense effectiveness. ACC measures
the model’s classification performance on the clean test set, whereas ASR quanti-
fies the proportion of poisoned test samples correctly classified as the adversary’s
target label. Higher ACC reflect superior classification capability of the DNN,
while lower ASR indicate greater robustness against backdoor attacks. In addi-
tion, we report precision and recall to evaluate the efficacy of poisoned sample
detection. Precision represents the fraction of isolated samples that are genuinely
poisoned, and recall denotes the fraction of all poisoned samples successfully
identified by the segregation procedure.
Hyperparameters and Implementation. The following hyperparameter set-
tings are employed for our CSC method. The standard supervised training stage
spans e = 100 epochs. For the poisoned sample segregation component, we ex-
amine the feature representations across the first EPdetect = 10 epochs. The
DBSCAN clustering algorithm is configured with eps = 3. In the BC stage, the
classifier portion of the model is retrained for Ec = 10 epochs. Our method was
based on the PyTorch framework, and all experiments were conducted on single
NVIDIA GeForce RTX 4090 GPU, running Ubuntu 24.04 LTS.

5.2 Main Results

Our comprehensive evaluation across multiple datasets demonstrates that the
CSC framework provides robust protection against adversarial manipulations
with minimal impact on model utility. Relative to undefended models, CSC
substantially decreases the mean attack success rate (ASR) from baseline highs
exceeding 96% to near zero across CIFAR-10 (0.02%), CIFAR-100 (0.01%), GT-
SRB (0.19%), and Tiny-ImageNet (0.06%). This mitigation occurs alongside
negligible average accuracy (ACC) declines of 0.29%, 1.18%, and 0.65% on the
first three datasets, respectively. Furthermore, CSC exhibits clear advantages
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Table 3: Comparison results of different poisoned sample segregation methods.
Defense → SS AC ABL NONE D-ST Ours
Attack ↓ Precision Recall Precision Recall Precision Recall Precision Recall Precision Recall Precision Recall
Badnets 13.7 38.2 37.2 80.9 1.9 0.2 25.7 85.4 1.3 0.8 100 94.9
Trojan 18.7 51.2 11.3 45.9 100 12.6 99.9 96.7 100 57.5 100 97.2
Blend-Strip 20.7 65.2 25.5 97.6 94.6 12.6 6.5 17.4 97.5 55.8 100 99.8
Blend-Kitty 20.9 65.2 23.7 100 94.1 12.1 17.6 98.4 100 57.6 98.9 100
SIG 1.0 31.2 5.4 57.4 37.4 36.8 0.1 4.7 3.9 18.7 100 94.2
CL 1.8 9.7 1.2 14.3 68.8 69.1 8.3 100 5.9 20.1 100 99.3
WaNet 4.3 12.6 24.5 96.5 30.2 36.1 51.8 9.4 6.8 4.2 98.5 96.4
ABS 18.5 57.3 20.1 98.5 99.2 9.4 27.3 8.6 7.8 6.3 100 95.8
IAB 14.8 45.1 24.7 99.4 100 11.7 97.6 8.9 8.8 4.7 100 98.2
Adap-Blend 17.3 64.5 61.3 81.2 3.5 2.7 6.6 2.4 4.9 7.6 98.2 84.6

over state-of-the-art baselines. While nine alternative defenses yield average
ASRs ranging from 14.4% to 54.49% on CIFAR-10, CSC achieves a superior
0.02%. Similarly, on CIFAR-100 and GTSRB, defenses such as NONE, D-BR,
D-ST, and DBD struggle to suppress ASRs effectively, leaving residual rates
between 4.05% and 44.41%. When baselines do achieve lower ASRs, they often
incur considerable penalties on model utility. For example, NAD and ABL drop
ACC by 11.9% and 8.15% on CIFAR-100, while CBD and ASD diminish ACC
by 2.09% and 3.6% on GTSRB. In terms of ACC preservation, CSC consis-
tently outperforms competitors. On CIFAR-10, it surpasses defenses attaining
over 90% ACC (NONE, DBD, D-ST, CBD, and ASD) by mean differences of
2.06%, 3.3%, 4.29%, 3.45%, and 3.46%, respectively. This scalability extends to
the high-resolution Tiny-ImageNet dataset, where CSC yields average ACC im-
provements of 8.5%, 2.3%, 10.72%, and 11.93% relative to ABL, NONE, DBD,
and ASD. Finally, CSC reliably counters specific attack variants that exploit
baseline vulnerabilities. While ABL falters with 75.45% ASR against BadNets
and 90.39% against Adap-Blend on CIFAR-10, CSC maintains an ASR under
0.1% across all scenarios. It also sustains ASRs below 0.5% against sophisticated
feature-space attacks like WaNet and IAB on GTSRB. As indicated in Table 2,
these outcomes validate the robust, scalable, and generalized efficacy of CSC in
thwarting diverse poisoning-based threats.

5.3 Analysis of Poisoned Sample Segregation

We initiate our assessment with a benchmarking of the poisoned sample segrega-
tion module against established methods. Consistent with previous research, we
incorporate two detection-oriented defenses as reference points: Spectral Signa-
tures (SS) [32] and Activation Clustering (AC) [3]. Evaluations are performed on
the CIFAR-10 across 10 distinct attacks, with Table 3 detailing the segregation
efficacy of the examined methods.

Table 3 demonstrates that CSC surpasses the baseline approaches SS and AC,
attaining precision exceeding 98% and recall above 94% across all cases except
Adap-Blend. Notably, CSC delivers substantial precision gains relative to AC,
ranging from 36.9% (improving from 61.3% to 98.2% for Adap-Blend) to 98.8%
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Table 4: ACC and ASR under four different backdoor removal methods. U.R.
indicates Unlearning and Relearning

Methods BadNets Blend-Strip SIG CL Avg.
ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR

Unlearning 82.45 0.0 83.17 0.0 49.62 0.02 83.71 0.0 74.74 0.005
U.R. 91.17 0.37 93.52 0.21 55.61 1.05 84.79 0.67 81.27 0.58
Mix CE 92.54 0.0 92.03 0.01 93.31 0.27 91.41 3.27 92.30 0.89
Ours (BC) 95.41 0.0 94.10 0.01 95.74 0.05 94.85 0.0 95.03 0.015

(improving from 1.2% to 100% for CL). Although CSC yields slightly lower re-
call than AC in the ABS and IAB scenarios (by 2.7% and 1.2%, respectively), it
achieves marked precision improvements, increasing rates from 20.1% to 100%
and from 24.1% to 100%. This advantage stems from the capacity of CSC to rec-
ognize the tendency of benign samples to aggregate into dominant clusters early
in training, thereby minimizing the misclassification of benign data. While SS
and AC perform adequately against dirty-label and feature-space attacks, they
fail against clean-label variants. In contrast, CSC remains highly effective across
both dirty-label and clean-label threats. For the SIG attack, CSC achieves 100%
precision and increases recall to 94.2%, compared to 31.2% and 57.4% for SS
and AC, respectively.Unlike other defenses, CSC achieves high precision and re-
call simultaneously. Although ABL and D-ST reach 100% precision, they exhibit
constrained recall rates that peak at 69.1% and 57.6%, respectively. In compar-
ison, CSC sustains nearly 100% precision alongside recall exceeding 94% across
almost every attack scenario. NONE demonstrates strong performance against
most dirty-label attacks but struggles to separate poisoned samples in clean-
label and feature-space contexts. For example, NONE identifies every poisoned
sample in the CL attack to yield 100% recall; however, its precision drops to
8.3%, indicating the erroneous exclusion of numerous benign samples. These re-
sults highlight the limited adaptability of existing approaches. Conversely, CSC
effectively accommodates diverse attacks and segregates poisoned samples with
high reliability.

5.4 Analysis of Backdoor Concealment

To evaluate Backdoor Concealment (BC), we benchmarked our approach against
three established backdoor removal techniques: Unlearning, Unlearning & Re-
learning (U.R.), and Mixed Cross-Entropy (Mix CE), implemented in ABL, D-
BR, and D-ST, respectively. NONE, CBD, and ASD were omitted due to their
incompatibility with our framework. We measured defensive effectiveness by in-
tegrating diverse erasure strategies into our segregation method. Table 4 depicts
the eradication results for CSC compared to the alternative approaches.Although
unlearning decreases ASR to 0% across all attacks, it significantly degrades ACC.
Conversely, BC improves ACC from 12.96% (increasing from 82.45% to 95.41%
for BadNets) to 46.12% (increasing from 49.62% to 95.74% for SIG) over Un-
learning, while achieving equivalent backdoor eradication. These results high-
light the capacity of BC to eliminate backdoors with negligible impact on model
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Fig. 3: The time consumption of BadNets as an attack method on the CIFAR-10
dataset across different defense methods.

utility.Furthermore, Unlearning risks model collapse. As shown in Table 4, Un-
learning and U.R. yield ACCs of only 49.62% and 55.61%, respectively, against
the SIG attack. In contrast, BC attains 95.74% ACC in the same scenario. While
Mix CE balances ACC maintenance and ASR reduction, our approach outper-
forms it by improving average ACC by 2.73% and lowering average ASR from
0.89% to 0.015%. Overall, these experiments confirm that our method preserves
model accuracy while effectively suppressing ASR.

5.5 Analysis on Training Time

We empirically evaluates the computational efficiency of CSC. Specifically, we
measure the time required by CSC, nine backdoor defenses, and an undefended
baseline to counter BadNets on CIFAR-10. Figure 3 shows that CSC requires
slightly more time than undefended training (35.21 versus 29.31 minutes) due
to additional components for segregating poisoned samples and concealing back-
doors. However, this overhead is significantly lower than that of NONE, DP-
SGD, D-BR, DBD, ASD, and D-ST, and it remains comparable to NAD, ABL,
and CBD. Furthermore, the previous section demonstrates the superior effec-
tiveness of CSC over prior methods. Because training typically occurs offline,
this modest increase in computational time is acceptable.

5.6 Different Poisoning Rate

Different poisoning rates γ may influence the performance of CSC. In this paper,
we evaluated γ values of 1%, 5% and 10% to defend against a range of attacks.
The results for CSC across these rates are presented in Table 5, which indicates
that CSC preserves elevated ACC and lowers ASR to near zero regardless of the
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Table 5: The ASR and ACC of CSC on CIFAR-10 under different poisoning
rates γ.
Poisoning Rate γ = 1% γ = 5% γ = 10%

Methods No Defense Ours No Defense Ours No Defense Ours
ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR ACC ASR

BadNets 95.72 98.91 94.89 0.0 94.56 100 94.15 0.0 93.53 100 93.71 0.01
Trojan 95.38 98.22 95.12 0.03 94.71 99.99 94.73 0.02 94.51 100 94.18 0.01
Blend-Strip 95.12 97.64 94.47 0.01 94.38 100 94.49 0.01 94.26 100 94.27 0.00
Blend-Kitty 95.31 99.35 94.65 0.01 94.83 99.37 94.05 0.0 94.31 100 95.01 0.00
Avg. 95.38 98.53 94.78 0.013 94.62 99.84 94.36 0.008 94.15 100 94.29 0.005

(a) Impact of eps (b) Impact of MinPts

Fig. 4: Evaluation of DBSCAN performance under different hyperparameters.

poisoning rate. Specifically, with the poisoning rate γ set at 1%, CSC decreases
the average ASR from 98.53% to 0.013% along with a modest average ACC
reduction of 0.6%. In a comparable manner, at γ = 5%, the method reduces
ASR from 99.84% to 0.008% while incurring an average ACC drop of only 0.21%.
Overall, these outcomes confirm CSC’s robust efficacy under diverse poisoning
rates.

5.7 Hyperparameters of DBSCAN

To evaluate the impact of the DBSCAN hyperparameter settings, we conducted
experiments on the CIFAR-10 dataset against attacks including Trojan, Blend,
and SIG, utilizing various values for eps and MinPts. The poisoning rate γ was
maintained at 10%. When evaluating eps, we fixed MinPts to its default value,
and vice versa. Figure 4 illustrates the recall and precision of our poisoned sam-
ple segregation method across different eps and MinPts values. As observed,
an optimal balance between recall and precision is achieved when eps is set to
3. Consequently, we adopted 3 as the default setting for eps in our experiments.
Furthermore, we found that our poisoned sample segregation approach demon-
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strates robustness to the MinPts parameter, as the results exhibited minimal
variance when the value ranged from 10 to 70.

6 Conclusion

Our study reexamines the fundamental principles underlying poisoning-based
backdoor attacks, offering a detailed analysis of their dynamics within latent
representations throughout model training. Two primary findings emerge from
our analysis: 1) during initial training stages, poisoned samples aggregate into
separate clusters that are clearly segregated from benign samples; 2) upon the
completion of training, the model’s classification head establishes a distinct con-
nection linking backdoor features directly to the intended target class. Leverag-
ing these insights, we introduce CSC, an innovative defense strategy that isolates
poisoned samples from benign ones and eradicates the embedded backdoor. Em-
pirical assessments demonstrate that CSC substantially outperforms contem-
porary poison restraint-based defenses, achieving superior results consistently
across diverse attacks and datasets.
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