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Abstract: This study proposes an encrypted visual feedback control algorithm for regulating a one-dimensional stage
using Ring Learning With Errors (RLWE) encryption. The proposed algorithm performs both feature extraction and
controller computations directly on encrypted images, ensuring that sensitive visual data remain protected throughout the
entire control process. Furthermore, an image captured by the camera is encrypted into a single ciphertext leveraging the
message packing technique of RLWE encryption, thereby reducing computational cost. The effectiveness of the proposed

framework is demonstrated through numerical simulations.
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1. INTRODUCTION

Visual feedback control is a method that utilizes real-
time image data from cameras to control dynamical sys-
tems [1, 2]. By mimicking human visual perception, a vi-
sual feedback controller extracts geometric or photomet-
ric features from the captured images and computes the
corresponding control actions. This approach enables ad-
vanced motion planning and precise manipulation, mak-
ing it applicable to a wide range of fields, such as au-
tonomous driving [3] and robotics [4].

Despite its versatility, the use of images in feedback
control introduces significant security and privacy con-
cerns, especially in networked control systems. Visual
data are inherently rich in information, often containing
sensitive details about the operational environment, pro-
prietary products, or personal privacy. In such systems,
the captured images are transmitted to a server (e.g., a
commercial cloud platform) via public networks, where
the controller computation is performed. Hence, if the
communication channels are intercepted by adversaries,
or if the server is untrusted, the compromise of security
and privacy becomes unavoidable.

To mitigate these risks, encrypted control has emerged
as a promising countermeasure [5]. By leveraging ho-
momorphic encryption, this approach allows a server to
compute control actions directly over encrypted measure-
ments and parameters without decryption. This paradigm
ensures security and privacy throughout the control com-
putation, from sensor outputs to actuator inputs. While
encrypted control has been successfully applied to a va-
riety of control methods [6-8], its application to visual
feedback control remains challenging. This difficulty pri-
marily stems from the prohibitive computational cost of
processing visual images over their encrypted data.

In this paper, we propose an encrypted visual feed-
back control algorithm tailored for the positioning of a
one-dimensional stage using Ring Learning with Errors

1 Taichi Ikezaki is the presenter of this paper.

(RLWE)-based encryption. The proposed algorithm ex-
tracts the geometric centroid of the stage from an en-
crypted image and computes an encrypted control input
to regulate the stage based on this extracted feature. To
overcome the aforementioned computational bottleneck,
we apply the message packing technique supported by
RLWE encryption schemes when encrypting the images.
To the best of our knowledge, the proposed algorithm is
the first realization of encrypted visual feedback control
using message packing. This approach bridges the gap
between secure computation and visual feedback control
by reducing the computational costs imposed by encryp-
tion.

The remainder of this paper is organized as follows.
Section 2 provides an overview of RLWE-based encryp-
tion and the message packing technique. Section 3 intro-
duces the visual feedback control system considered in
this paper and presents our proposed encrypted control
algorithm. Section 4 verifies the feasibility of the pro-
posed algorithm through a numerical simulation. Finally,
Section 5 concludes the paper and presents future work.

2. RLWE ENCRYPTION

This section provides a brief overview of RLWE en-
cryption used in this study. Let R == Z[X]/(X" +1) be
the polynomial ring consisting of polynomials of degree
less than NV with integer coefficients. The corresponding
addition and multiplication are defined as standard poly-
nomial addition and multiplication modulo X Ny, ie.,
XN isreplaced by —1. Let Z, :== ZN[—q/2, q/2) denote
the set of integers in the interval [—q/2, ¢/2). We define
Ry = Z4X]/(XN + 1) as the polynomial ring with co-
efficients in Z,. For an integer « € Z, the reduction of
modulo ¢ is defined as  mod ¢ == x — L%qu, where
|-] is the floor function. For a polynomial x € R and a
vector z € Z", this modular reduction is applied to each
of their coefficients and elements, respectively.
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2.1. Syntax and homomorphic operations

RLWE-based encryption schemes consist of the fol-
lowing (probabilistic) polynomial-time algorithms:
o The setup algorithm crs < Setup(1*) takes the unary
representation of a security parameter A € N as input and
outputs a common reference string crs = (N, g, t), where
N,q,t € N.
« The key generation algorithm (pk, sk) +— KeyGen(crs)
takes crs as input and outputs a public key pk and a secret
key sk.
« The encryption algorithm ¢ < Enc(crs, pk, m) takes
crs, pk, and a plaintext m € R; as input and outputs a
ciphertext c € R,.
« The decryption algorithm m < Dec(crs, sk, ¢) takes
crs, sk, and a ciphertext ¢ € R, as input and outputs a
plaintext m € R;.
In whar follows, we assume that IV is a power of two, ¢
is a prime, and ¢ is a prime such that ¢ mod 2N = 1 and
t < g. Additionally, we omit the arguments crs, pk, and
sk from these algorithms for simplicity of notation.
RLWE-based encryption schemes satisfy (approxi-
mate) correctness, i.e.,

Dec(Enc(m)) =m +emod ¢

for allm € Ry, where e € R is a small error polynomial.
They also support multiplication by any plaintext k € Ry,
such that

Dec(k - Enc(m)) = k - m + epmur mod ¢

for some epmue € R. Furthermore, there exist binary
operations @ : By X Ry = Ryjand ® : Ry x Ry — Ry
such that, for all m;, mo € R; and their corresponding
ciphertexts ¢; < Enc(pk, m1) and ¢y + Enc(pk, m2),

Dec(c1 @ ¢2) = mq + ma + eadqd mod ¢,

Dec(c1 ® ¢2) = mq - ma + emuir mod ¢,

hold for some eaqq, emuir € R.

2.2. Message packing

In RLWE-based encryption schemes, multiple data el-
ements can be encoded as a single plaintext using the
Number Theoretic Transform. This encoding process is
called packing and is denoted by m = Pack(x), where
x € ZM and m € R;. To clarify this process, we re-
fer to the integer vector = as the cleartext, and to the en-
coded polynomial m as the plaintext. Additionally, the
inverse map of Pack is called unpacking and is denoted
by Unpack, satisfying

Unpack(Pack(z)) = 2 mod ¢
for all € ZM. This implies that
Unpack(Dec(Enc(Pack(x)))) = z + ¢ mod ¢

holds for some error vector € € ZM .

The packing and unpacking algorithms enable the
SIMD (Single Instruction, Multiple Data) operations,

Unpack(Pack(z1) + Pack(z2)) = 21 + 22 mod ¢,
Unpack(Pack(z1) - Pack(z2)) = 21 0 x5 mod ¢,

where x1, 22 € ZM, and o denotes the Hadamard prod-
uct. Combining the packing and unpacking with the
RLWE encryption algorithms, the element-wise compu-
tations on cleartexts can be performed over I,. That is,
for all 1,29 € Z,{W , the following equations hold for
SOme error vectors €add, €pMult, EMult S ZMZ

Unpack(Dec(Enc(Pack(z1)) @ Enc(Pack(z2))))
=11 + T2 + €pdg mod t,
Unpack(Dec(Pack(z1) - Enc(Pack(x2))))

= 21 0 X3 + €pMmuie 0d ¢,
Unpack(Dec(Enc(Pack(z1)) ® Enc(Pack(z2))))

= 21 0 L9 + €My mod t.

Moreover, there exists a rotation algorithm Rotate : R, x
N — R, that cyclically shifts the cleartext slots to the
left. For example, let m = Pack([a b c d e f]) and
¢ < Enc(m). Then, we have

Unpack(Dec(Rotate(c, 2)))
= [C de fa b]T + €Rotate mod ¢

for some erotate € ZM.

In what follows, we use the CKKS encryption
scheme [9] as an instance of RLWE-based encryption
schemes. In this scheme, M = N/2, and the norms of
the error polynomials and vectors are bounded by some
constants. We refer the reader to [9, 10] for the detailed
derivations of these constants.

3. ENCRYPTED VISUAL FEEDBACK
CONTROL

3.1. Visual feedback control

In this study, we consider the visual feedback control
system illustrated in Fig. 1. The plant and its surrounding
environment are monitored by a grayscale camera, which
transmits images to a server via a communication net-
work. The server performs image processing to extract
features and computes a control input based on these fea-
tures. It then transmits the control input to the actuator,
which drives the plant.

Letk € {0,1,2,...} be the time index, and let I (k) €
{0,...,255}" be an image captured by the camera at
time k. Specifically, the image consists of n = n,np
pixels, each taking an 8-bit brightness value, where n,,
and nj, denote the width and height of the image in pixels,
respectively. For each time k, the server extracts features
from the received image by computing a mapping

g:1{0,...,255}" — RP,

where p is the dimension of the features.
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Fig. 2 World and camera coordinate systems.

The extracted features g(I(k)) are used to compute the
control input. Here, we denote the controller by a map-

ping
f:RP - R™,
The control input u (k) at time k is then given by

u(k) = f(g(1(k)); 0), 1)

where 6 denotes the controller parameters.

Our goal is to develop an algorithm for evaluating (1)
over encrypted images and controller parameters without
decryption. In the following sections, we describe the
specific feature extractor g and controller f considered in
this study, and propose an encrypted control scheme for

(1).

3.2. Feature extraction

We focus on the positioning of a one-dimensional
stage using visual feedback control. The stage is driven
by the actuator, and its position is captured by the camera.
In this scenario, as it is sufficient to capture its horizontal
position, we set np = 1 in what follows. Additionally,
we assume that the number of pixels, n = n,,, is even.

Fig. 2 illustrates the world and camera coordinate sys-
tems. In both coordinate systems, the rightward direction
is defined as positive. Let O denote the camera position
in the world coordinate system, and assume that the ori-
gin of the camera coordinate system coincides with O.
Then, in the camera coordinate system, the position of an
object in a captured image can be represented by an inte-
ger coordinate s € {—n/2,...,n/2 — 1}. We regard this
discrete value ¢ as a pixel index.

The pixel index representing the stage position is de-
termined by computing the geometric centroid of the
stage. Here, we assume that the stage is sufficiently
brighter than its background. The geometric centroid [11]

(i.e., the extracted feature in this scenario) at time k is
then given by

10 = @
n/2-1

To(k)= Y i-Ii(k), 3)
i=—n/2
n/2-1

I(k) = Y ILk), )
i=—n/2

where I;(k) is the brightness value of the i-th pixel.

3.3. Feedback control

The control objective is to regulate the position of the
stage. Thus, the controller is defined by

flg(I(k)); K) = Kg(I(k)), (5)

where the parameter 6 in (1) corresponds to the feedback
gain K € R. Since the plant is a one-dimensional stage,
the control input is a scalar (i.e., m = 1). However, note
that it is straightforward to extend the proposed scheme
to compute higher-dimensional control inputs.

3.4. Secure computation using RLWE encryption

This section proposes the encrypted visual feedback
control algorithm for evaluating (1) with (2) through (5).
We first observe that the control input (1) is given by

_ KT,(k)
=TT

Our strategy to compute this fraction is (i) to evaluate
the numerator and denominator as packed vectors over
ciphertexts using homomorphic operations, and (ii) after
decryption, to extract their first elements and perform the
division.

To formulate this strategy, we define p(-, j) as an op-
erator that rotates the elements of a given cleartext to the
left by j positions, and define [-]; as an operator that ex-
tracts the first element of a given cleartext. Assume that
M > n and t is sufficiently large. Then, for a scaling
factor A > 0, the scaled numerator and the denominator
are respectively approximated as

n—1

AKT, (k) ~ xKOZp(xwoxl,j) ;
L =0 1
(-1

p(xr,j)|

L 1

<
Il
o

O}TmothZiw,
- n/2—=10 --- 0] modtezZM,

0] " mod t € ZM,



and |z] := |z+1/2] denotes the rounding function. The
computations of the right-hand sides can be efficiently
performed as

n—1
. . w,[logzn‘\:|
T =
Kozp(z’woxfa]) |:$KO$] 17
J=0 11
n—1 1
. 1
p(:rfaj) = |:$50g2"-|:|1,
5=0

11
where, for ¢ = 1,. .., [log, n],

w,l _  wl—1 w,l—1 o0—1
Ty =g er(xl ,2770),

V. 0—1 0—1 of—1
Tr=2r +p($1 ,2°70),

with the initial values :c}”’o = x4 oz and 29 = 7, and
[-] is the ceil function. It should be noted that the feed-
back gain K is encoded into the cleartext z x after scal-
ing and rounding'. This conversion is necessary because
K is a real number, whereas cleartexts are integer-valued
vectors. The quantization errors induced by this rounding
process can be made negligible by choosing a sufficiently
large A. Consequently, the control input is computed as

1
esc o e ]

u(k) =~ A™! {x?ogz n]:|

L (6)

1

To evaluate the right-hand side of (6) over ciphertexts,
the cleartexts g, %, and 7 need to be packed into
plaintexts as

my = Pack(zk), @)
m,, = Pack(zy,), 8)
my = PaCk(,T[). (9)

We then compute the ciphertexts

cx + Enc(mg), (10)
cr + Enc(my). (11)

The ciphertexts corresponding to the numerator and de-
nominator inside the operator [-]; in (6) are respectively
computed by

Cé(.,w =cg ® C?J-,flogz "]7 (12)
ez = choem, (13)

where, for ¢ = 1,. .., [logy n],

c?"’l = c}”’hl @ Rotate(c}”’eil, 2271), (14)
cf = ¢! @ Rotate(ct™1,2¢7Y), (15)

IWhile the CKKS scheme natively supports encrypting real-valued data
and thus does not necessarily require this operation, we incorporate the
scaling and rounding process to ensure applicability to general RLWE-
based encryption schemes.

with the initial values c?’o = m,,-crand ¢ = cy. After

decryption and unpacking, we obtain

Unpack(Dec(cX")) = [AK T, (k) * --- ] + €num,

Unpack(Dec(ez)) = [Z(k) * -+ %] + €dens

where * represents unspecified values, and €nym, €den €
Z" are total errors that include the quantization errors and
errors induced by the homomorphic operations. There-
fore, by dividing the first element of Unpack(Dec(cX ™))
by that of Unpack(Dec(cz)) and multiplying by A1, we
obtain

Kw
1 |Unpack(Dec(cz ™)) L KT, (k) + A enum

A [Unpack(Dec(er))l, Z(k) + [edens
KZ,(k) _
N TR u(k),
for a sufficiently large A.

Based on the above formulation, we summarize the
proposed algorithm in Algorithm 1. In the offline phase,
a system designer prepares m,, and cx using (7), (8),
and (10), and transmits them to the server (lines 2—4).
The server then stores the received data. In the online
phase, at each time step k, the camera encrypts its cap-
tured image I (k) into ¢y using (9) and (11), and transmits
the ciphertext to the server (line 6). The server computes
cf " and ez using (12) through (15), and returns them
to the actuator (lines 7—11). Finally, the actuator recov-
ers the numerator and the denominator, and computes the
approximated control input (lines 12—14).

Note that throughout the above derivation, we assume
that the cleartexts during computation do not exceed the
modulus ¢, thereby avoiding overflow. In practice, the
scaling factor A is constrained by the size of ¢ to prevent
this overflow. The plaintext modulus ¢, in turn, is con-
strained by the size of the ciphertext modulus ¢, which is
ultimately bounded by the desired security level A. Con-
sequently, there exists a fundamental trade-off between
the control performance and the security level of the sys-
tem. We leave the analysis of this trade-off for future
work.

4. NUMERICAL EXAMPLE

This section verifies the feasibility of Algorithm 1
through numerical simulations. Suppose that the dynam-
ics of the stage is given by

00196
Y= 12098041

where y is the position of the stage, and u is the cor-
responding control input. The position of the stage is
monitored by a camera at each time step k. To emulate
the camera in this simulation, we synthetically generate
image data consisting of n = 500 pixels, assuming the
brightness of the stage and the background to be 10 and 0,
respectively. Furthermore, we set the length of the stage



Algorithm 1 Encrypted visual feedback control
Input: (k) € {0,...,255}" and K € R.
Output: u(k) € R.
> Offline
D:xy + [-n/2 -+ n/2—10--- 0] mod t € ZM
D:zg < [[AK]O --- 0]" mod t € ZM
D: m,, + Pack(zy,), cx < Enc(Pack(zk))
> Online
C: cr + Enc(Pack([IT(k)0 --- 0]T))
S: c;j"o —my e, )+ cr
forall{ =1,...,[logyn]

S: ¢4 « ¢! @ Rotate(c 1, 2071)

R A A ol

1 1 o

10: S:e?t « e @ Rotate(cy ! 207)
1 Jl

11: S:ier cEOan], c?’w —cx® c?’rogzn]

12: A:den < [Unpack(Dec(ez))]:
13: A: num ¢ [Unpack(Dec(cX™)))1
14: A:u(k) < A~'num/den

within the image to 3 pixels. In this setup, we manually
tune the feedback gainto K = 0.8.

The proposed algorithm was implemented in C++ us-
ing the SEAL library [12] on a computer equipped with
an Intel Core i5-9500 CPU and 16 GB of RAM. The pa-
rameters of the CKKS encryption scheme are chosen to
achieve A = 128-bit security level. Specifically, we set
the polynomial degree to N = 24, and configure the ci-
phertext modulus ¢ to have a total bit-length of 360 bits?.
In this simulation, we set A = 1 because the CKKS
scheme natively supports real-valued cleartexts®. How-
ever, note that the CKKS scheme internally encodes these
real-valued cleartexts into integer representations. The
scaling factor for this internal encoding is set to 230,

Fig. 3 compares the control outputs of the unencrypted
visual feedback control and Algorithm 1, with the ini-
tial position of the stage set to 30. In this figure, the
position of the stage is represented by the pixel index
i € {—255,...,254}. This result demonstrates that the
proposed algorithm achieves a control performance com-
parable to the original controller, despite the errors intro-
duced by quantization and encryption.

Next, we evaluate the computational cost of Algo-
rithm 1. Table 1 lists the average computation times re-
quired for each component in both the proposed algo-
rithm and a naive implementation without message pack-
ing, averaged over 300 independent trials. In the naive
implementation, each pixel value is regarded as a polyno-
mial of degree zero and encrypted individually, requiring
n separate encryption operations. Moreover, it requires n
plaintext-multiplications and n — 1 additions for comput-
ing (3), and n—1 additions for computing (4). In contrast,

2In the SEAL library, the ciphertext modulus ¢ is formulated as the
product of multiple prime numbers. In our implementation, the bit-
lengths of these primes are set to (60, 30, . . ., 30, 60), totaling 360 bits.
3While the RLWE-based schemes in Section 2 use the plaintext modu-
lus ¢, the CKKS scheme employed here does not require it. Instead, the
internal scaling factor manages the precision of the real-valued data.
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Fig. 3 Comparison of the control output (camera view).

Table 1 Average computation time (s).

Camera Server Actuator
Proposed 0.0221 0477 0.0128
w/o packing  8.89 3.71 0.0128

the proposed algorithm significantly reduces the number
of encryption operations to just one, thereby achieving a
substantial improvement in the computation time at the
camera side. The computation time on the server side
is also reduced because the proposed algorithm requires
only a single plaintext-multiplication and [log, n] addi-
tions for computing (3), and [log, n] additions for com-
puting (4). Consequently, the proposed algorithm suc-
cessfully realizes an efficient and secure visual feedback
control by substantially reducing the computational over-
head on both the camera and the server.

5. CONCLUSION

In this study, we proposed an encrypted visual feed-
back control algorithm for regulating a one-dimensional
stage. The proposed algorithm leverages the mes-
sage packing technique supported by RLWE encryption
schemes to efficiently compute the feature extraction
and the control input directly over ciphertexts. Further-
more, we verified the feasibility of the proposed algo-
rithm through numerical simulations, demonstrating that
the errors induced by quantization and encryption can be
made negligible by selecting appropriate encryption pa-
rameters. Future work includes analyzing the trade-off
between the control performance and the security level
achievable by the proposed framework.
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