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Abstract—Active Learning (AL) is a machine learning tech-
nique where the model selectively queries the most informative
data points for labeling by human experts. Integrating AL
with crowdsourcing leverages crowd diversity to enhance data
labeling but introduces challenges in consensus and privacy.
This poster presents CrowdAL, a blockchain-empowered crowd
AL system designed to address these challenges. CrowdAL inte-
grates blockchain for transparency and a tamper-proof incentive
mechanism, using smart contracts to evaluate crowd workers’
performance and aggregate labeling results, and employs zero-
knowledge proofs to protect worker privacy.

Index Terms—Active Learning, Crowdsourcing, Blockchain,
Zero Knowledge Proofs

I. INTRODUCTION

Nowadays, data is often described as the gold and blood
that fuels the global economy and powers innovation across all
sectors. While modern society continues to generate increasing
volumes of data, the majority remains raw and unlabeled,
presenting challenges and opportunities for businesses and
researchers alike. Effective quality control in data labeling is
crucial for ensuring the accuracy and reliability of advanced
data analytics.

Active Learning (AL) is a data-efficient method combining
machine learning with expert knowledge for data labeling. An
active learner may begin with a small number of unlabeled
data and the selected data points are presented to an oracle
(e.g., a human expert) who provides the true labels for these
samples to train an initial model on these labeled data [l1]].
Employing crowd workers in AL has harnessed the benefits.
These approaches involve querying labels from multiple low-
cost annotators with various expertise through crowdsourcing
platforms instead of relying on a high-quality oracle.

However, there are still several challenges regarding the
effects of annotation noise caused by imperfect annotators.
For example, how to achieve an annotation consensus with
crowd diversity? How can we protect the crowd worker’s
identity while ensuring transparency and trust in the crowd
data labeling process? Although blockchain has been used in
many crowdsourcing scenarios, integrating blockchain and AL
for crowd data labeling arises new technical challenges.

This poster introduces a novel approach called CrowdAL,
which utilizes a blockchain framework and Zero Knowledge
Proofs (ZKPs) to cope with these challenges in crowd AL
for data labeling. We design smart contracts to provide a
tamper-proof means to handle user activities publicly, ensuring

data integrity and distributed consensus. Blockchain’s inherent
support for cryptographic functionalities also facilitates worker
privacy. The results have showcased the feasibility of our
approach.

II. RELATED WORK

While current research has explored using blockchain to
enhance trust and transparency in crowdsourcing-based label
aggregation and reward distribution, it still needs to address
the integration with active learning processes fully. We also
notice a gap in balancing privacy and publicity. A compari-
son of current research integrating crowdsource labeling and
blockchain is shown in Table |Il This comparison evaluates
whether the proposed systems support active learning, can be
deployed on a public blockchain allowing public participation,
and include a fair and transparent incentivization mechanism.

TABLE I
COMPARISON OF DIFFERENT BLOCKCHAIN-BACKED FRAMEWORKS.
Paper Active Learning | Public | Fairness
TFCrowd[2] X X v
CrowdBC[3] X v X
ZebraLancer[4] X v v
BFC[3] X 4 v
This Work v v v

III. THE CROWDAL FRAMEWORK
A. Architecture

We propose CrowdAL, a decentralized platform for data
labeling in AL and the source code is available at GitHuHf'}
We design the system architecture and interactions between
the system components are depicted in Fig. CrowdAL
contains two components: smart contract factory and AL
server. Contract factory is responsible for contract template
storage, contract generation and contract deployment, while
AL server is responsible for managing AL process, e.g.,
label querying and model training. The workflow begins with
a user interacts with JobManagement contract. AL server
listens for job creation event, retrieves unlabeled data from
the database, and starts the training process. Users then submit
labels through JobInstance contract, while AL server listens for
aggregated labels. Once training completes, AL server updates

Uhttps://github.com/ShaojieH/zktree-al/
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the model and stores it in the database. Finally, rewards are
distributed based on contribution of workers.

7. Submit labels

.

| Crowd workers |

- i

& &
- 2
~ .

5. Select query” =~

12. Distribute Reward

[8. Aggregate Iabell
, |

. O

validator & smart contract

; ! 3. Listen for AL job———
/valldator : . Update query————

: AL Server
1 smart contract

! . Listen for aggregated label :

= 0 = |2

10. Retrain o |S

validator BIOCK‘chainsman contract . ) g

) s |2

3 |5

o Q@

s |a

2. Post task 2 g

| 5
z — 1. Upload training data- -

data owner Database

Fig. 1. An overview of the CrowdAL framework and the interaction workflow.

Note that label aggregation and incentivization in CrowdAL
are executed through smart contracts to ensure fairness and
transparency. JobInstance contract collects labels sub-
mitted by workers and uses majority voting to aggregate
these labels into a single result. When distributing rewards,
contribution or performance of each worker is evaluated by
comparing their submitted labels to truth value, which are
predicted by the trained model. Based on this evaluation,
rewards are distributed proportionally to the accuracy of the
workers’ contributions.

We introduce ZKPs to maintain privacy in our system.
Via employing the Groth-16 [6] ZKP, it can achieve (1)
anonymous labeling where the label submitted can not be
associated with the identity of the worker and (2) anonymous
performance evaluation where a worker’s performance can be
counted without revealing the labels he submitted. Specifically,
we use a commit-nullify scheme to prove membership and
disassociate workers from their labels. When submitting labels,
workers send commitments when they join the job and prove
they know the pre-image of a commitment. Since a worker can
send his labels along with the proof from any address, it is said
that he submits labels anonymously. Besides, when submitting
each label, the worker nullifies the join job commitment and
sends a single-use label commitment. In the performance eval-
uation phase, these label commitments are used to generate a
performance proof, where a worker could prove his ownership
of the labels he submitted while evaluating his performance
by comparing his labels to the publicly available truth.

B. Experiments and Results

We implemented the CrowdAL smart contracts in solidity
0.8.24 and deployed them on a local Ethereum chain to
validate our approach and measured gas usage for smart
contract function calls. As shown in Fig. [2] six smart contracts
have been successfully deployed and generate gas consump-
tion. ZKP-related contract deployment and related functions,
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Fig. 2. Comparisons of gas usage among smart contract deployment.

such as ZKJonInstance and ZKJobScore are more gas-
intensive than others. Hence, optimizing those functions could
potentially lower gas usage in the smart contract deployment
and execution.

IV. CONCLUSION

This poster presents CrowdAL, a blockchain-empowered
crowd active learning system that addresses the challenges
of integrating AL with crowd data labeling. This work has
explored the implementation of a decentralized active learn-
ing system utilizing blockchain technology, while balancing
transparency and privacy via zero-knowledge proofs.
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